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INTRODUCTION
A. TOPICS COVERED IN THIS MANUAL

Electronic surveillance includes one-party consent (“PCR” for “prior
consent recording”), wiretaps, bugs, pen registers, trap & trace, service provider
device location, law enforcement-owned cell site simulators, video surveillance,
infrared devices, Global Positioning System technology (GPS), email interception or
acquisition, instant messaging interception or acquisition, and voice mail
interception or acquisition. These tools are often used in the toughest cases to
develop evidence, and result in an extremely high conviction rate. They are also
very successful in locating fugitives and eliminating bogus cases.

Electronic surveillance also includes wiretaps — a tool that is generally not
used in Washington State. See discussion at Section XXXI.

The first twelve (12) sections of this Manual discuss different aspects of
interception and recording of audio and written conversations and communications.
The remaining sections discuss other forms of electronic surveillance, use of the
evidence at trial, sealing pleadings used to gain authority to use electronic
surveillance tools, and are organized in alphabetical order.

B. GENERAL OBSERVATIONS

Most important: Federal law sets minimum requirements for electronic
surveillance. In many areas, Washington is more restrictive.

"An electronic recording will many times produce a more reliable rendition of
what a defendant has said than will the unaided memory...." United States v.
White, 401 U.S. 745, 753, 91 S. Ct. 1122, 1126, 28 L.Ed.2d 453 (1971).

The Fourth Amendment "protects people, not places.” Katz v. United
States, 389 U.S. 347, 351, 88 S. Ct. 507, 511, 19 L.Ed.2d 576 (1967).

“Privacy is not a discrete commodity, possessed absolutely or not at all.”
United States v. Jones, 132 U.S. 945, 132 S. Ct. 945, 947, 181 L.Ed.2d 911 (2012);
State v. Roden, 169 Wn. App. 59, 76, 279 P.3d 461, 470 (2012), review accepted.

“The fiction that the vast majority of the American population consents to
warrantless government access to records of a significant share of their movements
by ‘choosing’ to carry a cell phone must be rejected.” State v. Andrews, 227 Md.
App. 350, 134 A.3d 324, 325 (2016), and cases cited therein.

Privacy, under Washington’s Constitution, Article |, 8§ 7, is not confined to
citizens’ ever-changing understanding and acceptance of privacy expectations.
State v. Young, 123 Wn.2d 173, 181-182, 867 P.2d 593 (1994), quoting State v.
Myrick, 102 Wn.2d 506, 511, 688 P.2d 151 (1984).



“Washington’s Privacy Act, with its all party consent provision for interception
and recording of private conversations, provides more protection than both State
and Federal Constitutions.” State v. Kipp, 179 Wn.2d 718, 317 P.3d 1029 (2014).

“Experience should teach us to be most on our guard to protect liberty when
the Government purposes are beneficent .... The greatest dangers lurk in insidious
encroachment by men of zeal, well-meaning but without understanding.” State v.
Hinton, 179 Wn.2d 862, 319 P.3d 9 (2014), citations omitted.

C. IF YOU ONLY REMEMBER ONE THING

Washington courts are very protective of citizens’ privacy. Privacy issues
are often implicated when law enforcement uses any form of electronic
surveillance. Washington’s one-party consent law is among the most restrictive in
the nation. Most legal and policy issues in this area involve the non-consensual
acquisition of "private” communications. This is a highly sensitive area because it
involves both fear of "big brother" and concerns for privacy. For these reasons,

THE PRUDENT USER OF ELECTRONIC SURVEILLANCE
WILL OBTAIN WRITTEN AUTHORIZATION BY COURT OR OTHER
STATUTORILY DESIGNATED AUTHORITY, UNLESS THERE IS NO VIABLE
ARGUMENT THAT SUCH PAPER IS NECESSARY.

Il. ONE-PARTY CONSENT INTERCEPTIONS - BASIC FRAMEWORK

Typically involves use of concealed transmitter or recorder (including cell
phones) secreted on or near one party to a conversation with that party’s
knowledge and consent to monitoring, transmitting, and/or recording the
conversation. This is NOT a “wiretap.” See Section XXXI.

A. FEDERAL CONSTITUTION

Does not bar admission of law enforcement acquired and recorded
conversations and communications. There is no "interception" under federal Law
when one party consents to permit law enforcement access to the communication.
Interception occurs when no parties to the communication are aware that law
enforcement is listening and/or recording. This is a wiretap or a bug. See Section
XXXI.

1. No Fourth Amendment Violation
No Fourth Amendment search occurs when one party to a private

conversation consents to law enforcement listening and recording of that
conversation. State v. Slater, 36 Wn.2d 357, 218 P.2d 329 (1950); United States v.



White, 401 U.S. 745,91 S. Ct. 1122, 28 L.Ed.2d 453 (1971) (Defendant had no
constitutionally protected expectation that a person with whom he was conversing
would not then or later reveal the conversation). See Rathbun v. United States,
355 U.S. 107, 78 S. Ct. 161, 2 L.Ed.2d 134 (1957); accord, State v. Jennen, 58
Wn.2d 171, 361 P.2d 739 (1961).

2. No Fifth Amendment Violation

State v. Slater, 36 Wn.2d 357, 363, 218 P.2d 329 (1950).
3. No Sixth Amendment Violation

United States v. Harty, 930 F.2d 1257 (7th Cir. 1991).

B. WASHINGTON CONSTITUTION

"No person shall be disturbed in his private affairs, or his home invaded,
without authority of law." Article |, 8 7.

Broader than Fourth Amendment in coverage - for example, covers garbage
searches, thermal imaging, phone records, pen registers.

Article |, § 7 not offended by law enforcement acquisition or disclosure of
conversations where one party consents in advance because there is no
constitutionally based expectation of privacy in the conversation. State v. Corliss,
123 Wn.2d 656, 661-664, 870 P.2d 317 (1994); State v. Salinas, 119 Wn.2d 192,
197, 829 P.2d 1068 (1992); State v. Archie, 148 Wn. App. 198, 204, 199 P.3d 1005
(2009), review denied, 166 Wn.2d 1016, 210 P.3d 1019 (2009) (also rejecting
contention that recording of inmate phone calls, with notice to both inmate and call
recipient, violates State Constitution); State v. Roussel, 195 Wn. App. 1006 (Div. I,
2016), unpublished (Alleged Privacy Act violation not issue of constitutional
magnitude); Scoutten v. Scoutten, 196 Wn. App. 1039 (Div. Il, 2016), unpublished
(same).

C. FEDERAL LAW
1. One-Party Consent Acquisition/Recording Not Prohibited
Federal law enforcement agencies have adopted self-governing procedures
similar to our Agency Only Authorization one-party consent statute, RCW 9.73.230,
except that there is no court review.

2. 18 U.S.C. § 2510, et. seq.

Commonly known as Title 11l of the Omnibus Crime Control and Safe Streets
Act of 1968, or "Title Ill." Governs wiretaps and bugs. Later amended to include



regulation of data and digital communications (“electronic communications”).
Establishes uniform, minimum and detailed procedures. States must comply with
this federal law.

Covers only "intercept” of "the contents of any wire, electronic, or oral
communication."

Interception, under federal law, only occurs if the communication is
intercepted contemporaneous with and during transmission to its destination. Once
the message reaches its ultimate destination, it can no longer be “intercepted.”
See, e.g., United States v. Steiger, 318 F.3d 1039, 1048-49 (11th Cir. 2003); Konop
v. Hawaiian Airlines, Inc., 302 F.3d 868, 878 (9th Cir. 2002). (Washington has
defined this term more broadly). See Section XVII.

Acquisition of communication while it is “in a transient facility, not a place of
permanent storage,” may also be interception. In re Carrie 1Q, Inc., 78 F. Supp
1051, 1082 (ND Cal, 2015) (also discussing the meaning of “intercept” under
Washington law).

Expressly does not regulate:

e Wired agents (one-party consent) - 18 U.S.C. § 2511(2)(c) and
(d).

e Pen registers - no "intercept.”
e Trap and Trace - no "intercept.”
e Tracking Devices (GPS - exempted by 18 U.S.C. § 2510(12)(C).
Provides that states may authorize wiretaps and bugs, but must at a
minimum "conform" to standards and procedures of federal act. Washington has

not done so.

Severe penalties for violation of these statutes, including criminal, civil,
administrative sanctions, and suppression of evidence.

3. 18 U.S.C. § 2701, et. seq.

Governs service provider disclosure and law enforcement acquisition of
written communications and searches of email. See Section XV.D.



D. WASHINGTON LAW — PRIVACY ACT
1. Basic Concepts

"Washington's Privacy Act, Chapter 9.73 RCW, places great value on the
privacy of communications. The act “tips the balance in favor of individual privacy
at the expense of law enforcement's ability to gather evidence without a warrant.”
Lewis v. State, 157 Wn.2d 446, 139 P.3d 1078 (2006).

Privacy Act does not create a constitutional right. There is no constitutional
privacy expectation in conversation where one person consented to being
recorded. State v. Clark, 129 Wn.2d 211, 916 P.2d 384 (1996); State v.
Cunningham, 93 Wn.2d 823, 613 P.2d 1139 (1980); State v. Courtney, 137 Wn.
App. 376, 383, 153 P.3d 238 (2007), review denied, 163 Wn.2d 1010, 180 P.3d
785 (2008).

“Probable cause” under Privacy Act not governed by constitutional probable
cause principles such as particularity. State v. D.J.W., 76 Wn. App. 135, 882 P.2d
1199 (1994), affirmed, State v. Clark, 129 Wn.2d 211, 916 P.2d 384 (1996); State
v. Manning, 81 Wn. App. 714, 718-719, 915 P.2d 1162 (1996), review denied, 130
Wn.2d 1010 (1996). Nevertheless, Division | applied constitutional standards for
determining an informant’s basis and reliability, and considered whether the facts
established reason to believe consenting person (CP) could talk with suspect
about the crime under investigation. State v. Pacheco-Diaz, 84 Wn. App. 1047
(Div. I, 1996), unpublished.

Courts defer to issuing judge’s “considerable discretion.” State v. Lopez, 70
Wn. App. 259, 856 P.2d 390 (1993), review denied, 123 Wn.2d 1002 (1994).

Trial court error in admitting recording made in violation of Privacy Act not
prejudicial unless the erroneously admitted evidence materially affected outcome of
the trial. State v. Courtney, 137 Wn. App. 376, 383, 153 P.3d 238 (2007), review
denied, 163 Wn.2d 1010, 180 P.3d 785 (2008); State v. Armstead, 152 Wn. App.
1012 (Div. I, 2009), unpublished.

Privacy Act use of the terms "intercept" and "interception” is much broader
than use of those terms in Federal Law. Under the Privacy Act, an “interception”
occurs when law enforcement listens to, transmits, or records a conversation or
communication with the consent of one party to the communication. Compare
Federal Rule at Section XV.D.

Some consenting persons will be victims; others will be informants, accomplices, or witnesses,
such as parents, school counselors, friends, etc. Use herein of the terms “consenting person” and
“CP” refer to all these consenting persons.



2. General Rule

RCW 9.73.030(1): It is unlawful for any “individual, partnership, corporation,
association, or the state” to intercept or record:

Any private communication transmitted by telephone, telegraph, radio or
other device without first obtaining the consent of all the participants in the
communication.

Any private conversation without first obtaining the consent of all the
participants in the conversation.

3. Limited Application
a. Only private communication or conversation

Generally restricts interception and/or recording of only private
conversations/communications. Whether conversation/communication is private is
a threshold question. Lewis v. State, 157 Wn.2d 446, 139 P.3d 1078 (2006).

b. Except when legislature says otherwise

Privacy Act regulates non-private conversations in two instances: generally,
custodial interrogations and traffic stop conversations. See Section IX.B.

4, Common Terms
a. Private

Means "secret...intended only for the persons involved...not open or in
public." State v. Flora, 68 Wn. App. 802, 806, 845 P.2d 1355 (1992).

b. Factors

Determining whether a conversation is private, courts consider several non-
exclusive factors, including: 1) location of the conversation; 2) presence or
potential presence of a non-participant; 3) role of the non-consenting party and his
or her relationship to the consenting party (willingness to talk with stranger); and 4)
duration and subject matter of the conversation. See State v. Clark, 129 Wn.2d
211, 916 P.2d 384 (1996) (“Clark Factors”).

Other courts considering whether communications are private have
considered additional non-exclusive factors, such as the (1) volume of the
communication or conversation; (2) potential for communications to be reported,;
(3) affirmative actions taken by the speakers to shield their privacy; and (4) need



for technological enhancements to hear the communications. See Kee v. City of
Rowlett, Tex., 247 F.3d 206 (5th Cir. 2001).

C. Conversation

Does not include sounds of an event. State v. Smith, 85 Wn.2d 840, 540
P.2d 424 (1975), where police officer convicted of murder, thanks in large part to a
recording of the murder made by victim. Even though the recording contained
conversation between officer and victim in addition to the shooting, court
characterized the recording as sounds of the event, not a private conversation.
Entire recording admitted into evidence.

d. Intercept

Not defined by statute. Interpreted to include police acquisition of message
that has already arrived at address destination, but before intended recipient has
seen it. State v. Hinton, 179 Wn.2d 862, 319 P.3d 9 (2014) (Police had
addressee’s phone, sent message to Hinton while posing as addressee. Police
unlawfully read Hinton'’s response, set meeting to sell him drugs).

Prior to Privacy Act, Washington court followed United States Supreme
Court analysis of the term. State v. Jennen, 58 Wn.2d 171, 173, 361 P.2d 739, 740
(1961), citing Rathbun v. U.S., 355 U.S. 107, 78 S. Ct. 161, 2 L.Ed.2d 134 (1957)
(no interception where officer listened to conversation via extension phone).

5. Conversations With Known Police
a. Not private

No privacy in any business conversation with known law enforcement officer
carrying out official duties. Lewis v. State, 157 Wn.2d 446, 139 P.3d 1078 (2006).

Examples:

e Conversations between police officers and detainees at traffic stops
not private as a matter of law, so dual consent not required. Lewis v.
State, 157 Wn.2d 446, 139 P.3d 1078 (2006); Fisher Broadcasting-
Seattle TV LLC v. City of Seattle, 180 Wn.2d 515, 525, 326 P.3d 688
(2014). But Privacy Act regulates police recording traffic stops. See
Section III.C.

¢ Custodial interrogations not private conversations. Lewis v. State,
157 Wn.2d 446, 467, 139 P.3d 1078 (2006); State v. Courtney, 137
Wn. App. 376, 382, 153 P.3d 238 (2007), review denied, 163 Wn.2d
1010, 180 P.3d 785 (2008). But Privacy Act regulates recording
custodial interrogations. See Section IlI.C.



e Defense interview of officer in preparation for trial. State v. Mankin,
158 Wn. App 111, 241 P.3d 421 (2010), review denied, 171 Wn.2d
1003, 249 P.3d 182 (2011).

b. Body-worn cameras

Police worn cameras lawfully capture video/audio conversation, and not
regulated by Privacy Act, when falling outside description of RCW 9.73.090(1)(c).
(See Section Ill. C.) Includes camera worn in any manner by any officer, whether
or not uniformed, whether or not associated with official police vehicle. See RCW
42.56.240(14)(g). This statute expires July 1, 2019.

C. Public disclosure

Public disclosure of recordings presumed to be highly offensive in below-
summarized circumstances. RCW 42.56.240(14)(a). Presumption is rebuttable.
RCW 42.56.240(14)(b).

e Recording touches on some aspect of medical treatment. RCW
42.56.240(14)(a)(i).

e Recording inside residence when person otherwise has reasonable
privacy expectation. RCW 42.56.240(14)(a)(ii).

e Recording captures intimate image, a minor, or body of deceased
person. RCW 42.56.240(14)(a)(iii), (iv), (V).

e Victim or witness of domestic violence incident indicates non-
disclosure desire at time of recording. RCW 42.56.240(14)(a)(Vi).

e Recording discloses location of community-based domestic violence
program or emergency shelter, as defined by RCW 70.123.020.
RCW 42.56.240(14)(a)(vii).

d. Disclosure request, detailed requirements

Detailed requirements for public disclosure, redaction, and charges related
to public disclosure request of body worn camera recordings. RCW
42.56.240(14)(d).

In general, request must identify incident, date, time, involved officer, and
persons. RCW 42.56.240(14)(d)(i), (i), (i), (iv). Redaction costs waived for certain
persons directly involved in recorded incident and certain civil rights organizations.
RCW 42.56.240(14)(e). Other requestors may be charged. RCW 42.56.240(14)(f).



6. Conversations Among Government Employees

Do not automatically lose private nature. Court applies the Clark Factors.
Marin v. King County, 194 Wn. App. 795 (Div. I, 2016) (Conversation between only
employee and supervisor private, so recording without all party consent properly
suppressed); Smith v. Employment Sec. Dep't., 155 Wn. App. 24, 30, 226 P.3d
263, 265 (2010) (public works employee secretly and unlawfully recorded work-
related conversations with coworkers, superiors).

7. Equally Applicable To Citizens And Law Enforcement

Evidence suppressed where police did knock and talk and obtained consent
to search, after neighbor stated he had seen drug activity and heard drug
conversation by listening to suspect phone call via radio scanner. State v. Faford,
128 Wn.2d 476, 910 P.2d 447 (1996); State v. Baird, 83 Wn. App. 477, 922 P.2d
157 (1996) (jealous husband unlawfully covertly recorded conversation between his
wife and another man); State v. Christensen 153 Wn.2d 186, 102 P.2d 789 (2004)
(mother unlawfully intercepted conversation between daughter and boyfriend);
Smith v. Employment Sec. Dep't., 155 Wn. App. 24, 30, 226 P.3d 263, 265
(2010) (public works employee secretly and unlawfully recorded conversations
with coworkers, superiors, and public).

8. Numerous Statutory Exceptions To General Rule
See Section Il
9. No Parental Exception

Though federal wiretap statute contains an exception permitting parents to
monitor telephone and wire communications of their minor children, no such
exception exists under Washington’s Privacy Act. State v. Christensen, 153 Wn.2d
186, 194, 102 P.3d 789 (2004).

[I. EXCEPTIONS TO PRIVACY ACT REQUIREMENTS
A. PRIVACY CAN BE DECIDED AS A MATTER OF LAW

“Where facts are not disputed, and reasonable minds could not differ, the
guestion of privacy may be decided as a matter of law.” Lewis v. State, Lewis v.
Dep't. of Licensing, 157 Wn.2d 446, 458, 139 P.3d 1078, 1083 (2006); State v.
Kipp, 179 Wn.2d 718, 317 P.3d 1029 (2014); State v. Clark, 129 Wn.2d 211, 225,
916 P.2d 384 (1996) (citing Kadoranian v. Bellingham Police Department, 119
Wn.2d 178, 190, 829 P.2d 1061 (1992)).



B. PRIOR AUTHORIZATION OBTAINED
1. Court Order; Felony Crime With Consent Of One Party

On probable cause, court can issue order authorizing interception,
transmission, and recording of private communications or conversations when one
party to the conversation or communication has consented. Very detailed
requirements spelled out in RCW 9.73.090(2), (4), and (5), and RCW 9.73.120,
130, and .140. See Section IV.

2. Police Approved; Some Drug And Child Sex Abuse Cases

On probable cause, police commander or officer above rank of first line
supervisor can authorize interception, transmission, and recording of conversation
or communication about felony drug crime above mere possession or commercial
child sex abuse crimes, when one party to the conversation consents to
interception. RCW 9.73.210 and .230 contain detailed requirements for written
authorization. See Section V.

3. Wiretaps And Bugs, Court Order
Not admissible in evidence. RCW 9.73.050.
e May use for intervention only. RCW 9.73.040.

e Requires procedure similar to Title Il but does not conform to Title IlI
standards (therefore technically illegal). See Section XXXI.

C. CONVERSATIONS THAT ARE NOT PRIVATE, EXAMPLES
1. Call For Emergency Assistance

Conversations and communications of an emergency nature, such as
reporting of fire, medical emergency, crime, or disaster, may be recorded with only
the consent of one party. RCW 9.73.030 (2)(a); and .070(2)(b). See Section III.C.

Includes emergency calls to privately operated personal emergency
response service. State v. Ish, 150 Wn. App. 775, 208 P.3d 1281 (2009), published
in part, (defendant’s shouted comments, recorded by victim’s Lifeline private
emergency service, properly admitted as an emergency call). These calls also not
likely private, because caller anticipates the conversation will be revealed to others.
See State v. Forrester, 21 Wn. App. 855, 587 P.2d 179 (1978), review denied, 92
Wn.2d 1006 (1979); State v. Bonilla, 23 Wn. App. 869, 598 P.2d 783 (1979).
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2. Call To Police Demanding Money From The City

Caller expected his call to be revealed to others. State v. Forrester, 21 Wn.
App. 855, 587 P.2d 179 (1978), review denied, 92 Wn.2d 1006 (1979).

3. Call To Police Station Confessing Crime

Caller could reasonably anticipipate his conversation would be revealed to
others. State v. Bonilla, 23 Wn. App. 869, 598 P.2d 783 (1979).

4, Custodial Interrogation
a. Not private

No reasonable privacy expectation for persons in custody undergoing
custodial interrogations. Lewis v. State, 157 Wn.2d 446, 467, 139 P.3d 1078
(2006); State v. Courtney, 137 Wn. App. 376, 382, 153 P.3d 238 (2007), review
denied, 163 Wn.2d 1010, 180 P.3d 785 (2008).

Because custodial interrogations not private conversations, courts not
required to suppress derivative evidence if recorded interrogation fails to satisfy
statutory requirements. State v. Courtney, 137 Wn. App. 376, 383, 153 P.3d 238
(2007), review denied, 163 Wn.2d 1010, 180 P.3d 785 (2008). See also State v.
Self, 158 Wn. App. 1014 (Div. lll, 2010), unpublished.

b. But regulated by Privacy Act

Court rejected argument that Privacy Act requires recording of custodial
interrogation. State v. Spurgeon, 63 Wn. App. 503, 820 P.2d 960 (1991).

Statutory requirements for recording custodial interrogation. RCW
9.73.090(1)(b). Must include on recording:

I Police notice to arrestee that s/he is being
recorded

. Indication of beginning and ending times

. Reading of arrestee’s constitutional rights, must
be at beginning of recording
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Advisement of Miranda? rights need not follow precise language word for
word, but must convey full import of Miranda rights. State v. Schatmeier, 72 Wn.
App. 711, 716, 866 P.2d 51 (1994).

Custodial interrogation requirements possibly not applicable when
interrogation not conducted by police. Divisional conflict. State v. Betournay, 93
Wn. App. 1065 (Div. Ill, 1999), review denied. (Court approved police testimony of
in-custody suspect's statements to mental health professional after suspect was
told police would be listening via transmitter, finding compliance with RCW
9.73.030(3)). But see State v. Davis-Bell, 169 Wn. App. 1012 (Div. |, 2012), review
denied, unpublished (defendant in police interview room was told that recordings
were being made, police left the room, then defendant made several telephone
calls. Recording suppressed because failure to re-advise defendant, on recording,
of Miranda violated RCW 9.73.090(1)(b)). It is not apparent that the court
considered whether statute should apply in light of there having been no police
interrogation).

Statute does not give suspect right to grant or refuse consent to record.
Some courts conclude that consent not required when the announcement that a
recording is being made is recorded. See State v. Ulery, 115 Wn. App. 1015 (Div.
I, 2003), unpublished. Others imply that consent is required. See Lewis v. State,
157 Wn.2d 446, 139 P.3d 1078 (2006).

C. Suppression rule
Privacy Act suppression rule does not apply because custodial
interrogations are not private conversations. RCW 9.73.050 suppresses only
evidence obtains in violation of RCW 9.73.030, the “General Rule.”
Violation of conditions for custodial interrogation in RCW 9.73.090(1)(b)
does not always require suppression of officer’s testimony. State v. Courtney, 137
Whn. App. 376, 383, 153 P.3d 238 (2007), review denied, 163 Wn.2d 1010, 180
P.3d 785 (2008).
d. Strict compliance required
Statute requires “strict compliance” with RCW 9.73.090(1)(b) requirements.
e. Not really
Where requirements 111.C.7.b.i. and ii., above, are violated, courts admit both

recording and testimony, finding substantial compliance, where there is no
allegation of police misconduct or editing. Examples:

2 Miranda v. Arizona, 384 U.S. 436, 86 S. Ct. 1602, 16 L.Ed.2d 694 (1966).
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Misreading of watch so announced start time was hour off. Error not
material and police otherwise substantially complied with statute. State
v. Demery, 100 Wn. App. 416, 435, 997 P.2d 432 (2000), reversed on
other grounds, 144 Wn.2d 753 (2001).

Failure to state starting time when other requirements met and no
allegations of misconduct. State v. Rupe, 101 Wn.2d 664, 685, 683 P.2d
571 (1984), reconsideration denied, 108 Wn.2d 734 (1987), cert. denied,
486 U.S. 1061 (1988) (recorded polygraph).

Failure to state ending time when other requirements met and no
allegations of misconduct. State v. Gelvin, 43 Wn. App. 691, 695, 719
P.2d 580 (1986) (also debatable whether video containing audio, made
during booking procedure, captured any private conversation).

Failure to state that recording being made where surrounding
circumstances demonstrate that defendant knew of recording (police
reference to recording or recorder on table in front of defendant). State
v. Johnson, 40 Wn. App. 371, 376, 377, 699 P.2d 221 (1985), citing
State v. Jones, 95 Wn.2d 616, 628 P.2d 472 (1981), and State v. Rupe,
101 Wn.2d 664, 685, 683 P.2d 571 (1984), reconsideration denied, 108
Wn.2d 734 (1987), cert. denied, 486 U.S. 1061 (1988).

Mid-recording stop and re-start times not noted on tape, but fact of
start/stop can be heard. State v. Hutchinson, 85 Wn. App. 726, 741, 938
P.2d 336 (1997), reversed on other grounds, 135 Wn.2d 863 (1998),
cert. denied, 525 U.S. 1157 (1999), affirmed on other grounds, 147
Wn.2d 197 (2002).

Delayed start of audio recording, but simultaneous video clearly showed
defendant being advised of recording. State v. Armstead, 152 Wn. App.
1012 (Div. I, 2009), unpublished.

But Note: Full Miranda warning must be included in recording, or
suppression results. State v. Cunningham, 93 Wn.2d 823, 613 P.2d 1139 (1980);
State v. Mazzante, 86 Wn. App. 425, 936 P.2d 1206 (1997).

f. Best practice

Do not monitor or record defendant’s conversation with attorney.

When no officer present, do not monitor or record conversations or
communications in interview room without first giving notice. This would be an
illegal bug.
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Consider helping police develop and implement policy for use of suspect
audio and video monitoring and/or recording equipment in interview room, and
notice to arrestee.

Train officers in requirements for recording/intercepting conversations of
arrested persons.

5. Defense Interview Of Police Witnesses

Due to public nature of police duties, law enforcement has no reasonable
privacy expectation when in interviews with defense attorneys. State v. Mankin,
158 Wn. App. 111, 120, 214 P.3d 421 (2010), review denied, 171 Wn.2d 1003, 249
P.3d 182 (2011).

6. Implied Consent Of All Parties

Clear notice of intent to record is given (except where court says even that is
not enough — see below).

a. Clear notice

One party announces to all others that communication about to be recorded
or transmitted; if a recording made, the announcement must be recorded. RCW
9.73.030(3). Examples:

e Message left on home answering machine. In re Marriage of Farr, 87
Wn. App. 177, 184, 940 P.2d 679 (1997), review denied, 134 Wn.2d
1014 (1998).

¢ “I'mrecording it,” stated on tape by police negotiator speaking to
barricaded suspect. State v. Pejsa, 75 Wn. App. 139, 876 P.2d 963
(1994), review denied, 125 Wn.2d 1015 (1995).

e '"This conversation is being recorded" together with visible recorder and
evidence that others were able to hear the announcement. State v.
Hurley, 88 Wn. App. 1051 (Div. I, 1997), unpublished.

e Indivorce trial, recording on party’s pocket recorder not admissible
because he could not prove the required consent. Kozniuk v. Slaughter,
174 Wn. App. 1039 (Div. Ill, 2013), unpublished.

b. Ambiguous notice

Circumstances would lead reasonable person to conclude that recording is
being made. Examples:
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e Recording by media in regular course of gathering news where recording
device is readily apparent. RCW 9.73.030(4); State v. Berniard, 182 Wn.
App. 106, 327 P.3d 1290 (Div II, 2017), unpublished (defendant walked
into room where another being interviewed by media, camera obvious).

e Recorder on table between police interrogator and arrestee, and
observably turned on. State v. Jones, 95 Wn.2d 616, 628 P.2d 472
(1981).

e Digital messages, such as email or chat, exchanged between two
people. Court recognizes these must be recorded in recipient’'s machine
in order to be accessed and read. State v. Townsend, 147 Wn.2d 666,
57 P.3d 255 (2002).

Caution: Implied consent for digital communication inapplicable if police
access the message before it is seen by intended recipient. State v. Roden, 179
Whn.2d 893, 321 P.3d 1183 (2014). See Section XVIII.B.

7. Inmate Non-Legal Jail Calls Or Visits
See Sections III.E and III.F.
8. Known Officer Engaged In Official Duties

Conversation with a person whom one knows is law enforcement and
actively performing official duties, not private. Lewis v. State, 157 Wn.2d 446, 460,
139 P.3d 1078 (2006).

9. Public Meeting

Surreptitiously recorded statements of con man reporting glowing results
from non-existent investments to meeting of investors, where minutes of meeting
were taken and distributed to investors. State v. Slemmer, 48 Wn. App. 48, 738
P.2d 281 (1987).

10. Retail Clerk Conversation

Not private where identity of clerk and customer irrelevant to transaction.
State v. D.J.W., 76 Wn. App. 135, 888 P.2d 199 (1994). See also analogous cases
discussing non-private areas of retail businesses: Dodge City Saloon v. WA State
Liquor Control Board, 168 Wn. App. 388, 288 P.3d 343, review denied, 176 Wn.2d
1009 (2012) (government officials do not conduct search by entering those portions
of commercial premises that is held open to public). Accord, Biagini v. Shoemaker,
122 Wn. 204, 210 P. 193 (1922) (owners of commercial premises may not bar
police from entering public areas of business so long as officer not interfering with
merchant’s legitimate business). See also State v. Carter, 127 Wn.2d 836, 848,
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904 P.2d 290 (1995) (not a Privacy Act case, but holding that drug sale in motel
room was “‘commercial transaction,” so not “private affairs” under Article |, § 7).

11. Routine Initial Parts Of A Telephone Call

Where consenting person asked to speak to another person. Kadoranian v.
Bellingham Police Department, 119 Wn.2d 178, 829 P.2d 1061 (1992), reversed on
other grounds; State v. Jimenez, 128 Wn.2d 720, 911 P.2d 1337 (1996).

12.  Street Drug Dealing
a. Not private, often - caution

State v. Clark, 129 Wn.2d 211, 916 P.2d 384 (1996) (suspect walked up to
informant car to buy drugs). See also State v. Carter, 127 Wn.2d 836, 848, 904
P.2d 290 (1995) (not a Privacy Act case, but holding that drug sale in motel room
was “‘commercial transaction,” so not “private affairs” under Article |, § 7).

But see State v. Fjermestad, 114 Wn.2d 828, 791 P.2d 897 (1990) (also
undercover drug sting; only notable difference between Clark and Fjermestad -- in
Fjermestad no order authorizing was obtained, but in Clark one was).

Possible different result where informant prearranged deal with defendant;
defendant thought he had seen informant before; and informant came highly
recommended. Newlun v. Sucee, 194 Wn. App. 1008, review denied, 186 Wash.
2d 1027, 385 P.3d 125 (2016), unpublished (civil action alleging illegal recording of
private conversation during drug deal).

b. Regulated by Privacy Act

RCW 9.73.210, .220, .230. Passed in the wake of the Supreme Court’s
decision in State v. Fjermestad.

C. Message: Get applicable authorization
See Section V for discussion of statutory requirements for authorization.
13.  Uniformed Police, Sound And Video Recordings
a. Not private
No reasonable privacy expectation for persons undergoing custodial
interrogation. Lewis v. State, 157 Wn.2d 446, 467, 139 P.3d 1078 (2006); State v.

Courtney, 137 Wn. App. 376, 382, 153 P.3d 238 (2007), review denied, 163 Wn.2d
1010, 180 P.3d 785 (2008).
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Uniformed police may operate video recorder in official police vehicle and
wear sound recording device that corresponds to the video recorder. RCW
9.73.090(2)(c).

Recordings made under this provision generally not private. Fisher
Broadcasting-Seattle TV LLC v. City of Seattle, 180 Wn.2d 515, 525, 326 P.3d 688

(2014).

b. But regulated by Privacy Act

Sound recorder may not be operated without video recorder also
being operated,

RCW 9.73.090(1)(c) provides:

Sound recorder may not be intentionally turned off while video
camera is running;

Officer must inform subject that sound recording is being made;
notice must be contained in the sound recording, but not required to
use the word "sound" in the warning (Lewis v. State, 157 Wn.2d 446,
139 P.3d 1078 (2006) (exception for exigent circumstances);

Officer not required to tell subject that video recording being made;

Recordings may not be disclosed; except in context of litigation
arising out of incident recorded or after final disposition of said
litigation. Under no circumstances may recordings be used for
commercial purpose;

This provision does not support denial of Public Records requests
for these video recordings unless the recording is related to actual
pending litigation. Fisher Broadcasting-Seattle TV LLC v. City of
Seattle, 180 Wn.2d 515, 526, 326 P.3d 688 (2014). But see RCW
42.56.240(14), passed in 2016, creating several public
disclosures exceptions for “body worn camera recordings.”

Apparently does not prohibit police use of these videos for public
education purposes, requests for assistance in police
investigations, and the like — so long as the disclosure is not “in
the context of litigation” or “for commercial purposes.”

Knowing alteration, erasure, or wrongful disclosure of any recording

made under this provision is a gross misdemeanor. RCW
9.73.080(2).
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C. Suppression rule

Suppression rule, RCW 9.73.050, inapplicable because these conversations
not private. Only recording suppressed. No other evidence suppressed. Lewis v.
State, 157 Wn.2d 446, 139 P.3d 1078 (2006).

d. Arrestee recorded in back of patrol car

Unresolved whether uniformed officer provision or custodial interrogation
provision controls when recordings made of arrested persons in back of patrol car
that otherwise conforms to the requirements of RCW 9.73.090(1)(b). State v.
Elkins, 151 Wn. App. 1053 (Div. I, 2009), unpublished. Where the direct issue was
not raised, cases have consistently applied patrol car provision to in-car police
video. See Lewis v. State, 157 Wn.2d 446, 139 P.3d 1078 (2006); Fisher
Broadcasting-Seattle TV LLC v. City of Seattle, 180 Wn.2d 515, 525, 326 P.3d 688
(2014).

14.  Voice Mall
Privacy Act is satisfied because a person consents to message being
recorded. In re Marriage of Farr, 87 Wn. App. 177, 940 P.2d 679 (1997), review
denied, 134 Wn.2d 1014 (1998) (answering machine case).
D. CONVERSATIONS THAT ARE PRIVATE, EXAMPLES

Statutory or Court recognized exceptions to Privacy Act, even though the
intercepted or recorded conversation may be private.

1. Calls Anonymous, Repeated, Or Extremely Inconvenient Hour
May be recorded with only the consent of one party. RCW 9.73.030 (2)(c).
2. Accidental Recordings
Variously referred to as pocket calls, inadvertent calls or dials, or butt dials.
a. Possessor
May not violate Privacy Act because no “individual” intercepted or recorded
the conversation. See State v. Sinclair, 191 Wn. App. 1036 (Div I, 2015),
unpublished, withdrawn and replaced by State v. Sinclair, 192 Wn. App. 380, 367
P.3d 612 (2016), in which the court declined to decide the issue, because any
error was harmless, and facts were “bizarre.” (Inadvertent call from defendant’s

phone to minor sexual assault victim’s mother that went to voice mail and
recorded a sexual assault).
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See also Huff v. Spaw, 794 F.3d 543 (2015), unintentional recording made
during pocket call (person who neglectfully makes pocket call, such as by failing
to lock phone before pocketing it, loses any reasonable expectation of
conversational privacy he might otherwise have had. Constitutional privacy
expectation requires 1) subjective privacy expectation; 2) exhibit of expectation
by action; and 3) privacy expectation must be one that is objectively reasonable).
Making and transcribing this recording did not violate Title IlI.

But see State v. Smith, 196 Wn. App. 224, 382 P.3d 721 (2016), appeal
pending (affirming suppression of recording made after defendant dialed number
to locate second phone, then inadvertently left the connection open, capturing
domestic violence assault and threats to kill).

b. Non-possessor

Person having otherwise private conversation with another person whose
phone inadvertently transmits conversation to another does not lose statutory
protection against interception. Huff v. Spaw, 794 F.3d 543 (6th Cir. 2015).

3. Building Security System And Criminal Trespassers, Burglars

Bulding owner/tenant lawfully records trespassers or burglars. RCW
9.73.110

4. Email, Chat, Instant Messenger Type Communications
a. Implied consent to recording

Private within meaning of Privacy Act, but no court order needed before
recipient-addressee can save and print received messages because sender
implicitly consented to recording of sent message. To be useful, email must be
recorded in recipient computer's memory.

Sender implicitly consents to recording of “chat” or instant messaging
communications where the software provider’s policy expressly warns users that
their messages could be recorded or forwarded to others. State v. Townsend, 147
Wn.2d 666, 57 P.3d 255 (2002).

Any reasonable privacy expectation lost if borrowed computer used for
communication, because no control over software settings with respect to
recording. State v. Patel, 147 Wn. App. 1053 (Div. Ill, 2008), affirmed on other
grounds, 170 Wn.2d 476, 242 P.3d 856 (2010).
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b. Implied consent to interception

Implied consent rule not considered when court held that police interception
of written messages violated Privacy Act. See State v. Roden, 179 Wn. 2d 893,
321 P.3d 1183 (2014).

5. Calls To Private Company Providing Emergency Services

Emergency calls to privately operated personal emergency response service
lawfully recorded. State v. Ish, 150 Wn. App. 775, 208 P.3d 1281 (2009), published
in part, (defendant’s shouted comments, recorded by victim’s Lifeline private
emergency service, properly admitted as emergency call). Call also not likely
private because caller anticipates the conversation will be revealed to others. See
State v. Forrester, 21 Wn. App. 855, 587 P.2d 179 (1978), review denied, 92 Wn.2d
1006 (1979), and State v. Bonilla, 23 Wn. App. 869, 598 P.2d 783 (1979).

Overlaps somewhat with non-private 911 calls for emergency assistance.
See Section I11.C.

6. Extortion, Blackmail, Bodily Harm, Or Similar

Communications or conversations “which convey threats of extortion,
blackmail, bodily harm, or other unlawful requests or demands” are exempt from
the statute, so may be recorded with consent of one party. RCW 9.73.030(2)(b).
State v. Williams, 94 Wn.2d 531, 617 P.2d 1012 (1980).

a. Terms
I Convey

“Convey” means “to impart or communicate either directly by clear statement
or indirectly by suggestion, implication, gesture, attitude, behavior, or appearance.”
State v. Caliguri, 99 Wn.2d 501, 504-508, 664 P.2d 466 (1983) (threat of bodily
harm conveyed where suspect explicitly recognized possibility that someone would
be harmed in conspirators’ planned arson); State v. Robinson, 38 Wn. App. 871,
691 P.2d 213 (1985), review denied, 103 Wn.2d 1015 (1985); State v. Williams, 94
Wn.2d 531, 617 P.2d 1012 (1980) (this holding is in review denied part of Opinion).

Examples:

e Defendant’s discussed plan to have witness murdered conveys
“threat of bodily harm,” so lawfully recorded with only one party’s
consent. State v. Phillips, 172 Wn. App. 1030 (Div. Il, 2012),
unpublished. Approved on indirect appeal, Constance v. Holbrook,
2016 WL 4578126 (WD WA, February 2, 2016). Caution, in this
case, as in other cases where the court has held recording lawful
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under Privacy Act exception, police had in fact sought and obtained a
court order authorizing recording.

e Murder solicitation falls within bodily harm exception. State v.
Babcock, 168 Wn. App. 598, 608, 279 P.3d 890, 895 (Div. I, 2012),
unpublished in part; State v. Phillips, 172 Wn. App. 1030 (Div. I,
2012), unpublished.

e Planning among conspirators to implement earlier request involving
bodily harm is behavior indirectly reaffirming and detailing the
underlying request — so falls within exception and admissible without
order authorizing the recording. State v. Caliguri, 99 Wn.2d 501, 508,
664 P.2d 466 (1983).

Caution. In these cases police had obtained court orders authorizing
recording. Would court reach same result if no order authorizing recording had
been issued?

ii. Similar

“Similar.” This word added by case law. The statutory phrase “unlawful
requests or demands” applies to communications that convey matters similar to
extortion, blackmail, [or] bodily harm. State v. Babcock, 168 Wn. App. 598, 608,
279 P.3d 890, 895 (2012), citing State v. Williams, 94 Wn.2d 531,548, 617 P.2d
1012 (1980).

b. What is admissible

Only those parts of conversation that directly or indirectly “convey” extortion,
blackmail, bodily harm threats, or other unlawful requests or demands of a similar
nature. State v. Williams, 94 Wn. 2d 531, 549, 617 P.2d 1012, 1022 (1980). See
also State v. Barnes, 157 Wn. App. 1076 (Div. Il, 2010), review denied (error found
in admission of entire recording (as opposed to parts) because not all statements
conveyed threats of bodily harm).

7. Barricaded Person
May be recorded with consent of only one party. RCW 9.73.030(2)(d). See
also State v. Pejsa, 75 Wn. App. 139, 150, 876 P.2d 963 (1994), review denied,
125 Wn.2d 1015 (1995) (Pejsa was barricaded person because he had established
a perimeter around an area from which others are excluded).

Limited to portions of recording made while defendant actually holding
hostage. State v. Barnes, 157 Wn. App. 1076 (Div. Il, 2010), unpublished.
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8. Incoming Emergency Calls

OK to record incoming calls coming to police, fire, licensed emergency
medical providers, emergency communication centers, poison centers. RCW
9.73.090(1)(a); State v. Johnson, 104 Wn.2d 179, 703 P.2d 1052 (1985).

9. Telephone: Listening Only With Consent Of One Party

These private conversations may lawfully be overheard, but may not be
forwarded to another device or recorded without court order or statutory exception.

a. Tipped receiver

Lawful to listen to telephone conversation through tipped receiver with
consent of a party to the conversation. State v. Corliss, 123 Wn.2d 656, 663-664,
870 P.2d 317 (1994).

b. Speaker phone

Lawful to use speaker on phone to overhear conversation with consent of
one party. State v. Cooley, 188 Wn. App. 1062 (Div. I, 2015), unpublished, citing
State v. Corliss,123 Wn.2d 656, 870 P.2d 317 (1994).

But not lawful to record otherwise private conversation. State v. Drott, 157
Wn. App. 1027 (Div. Ill, 2010), unpublished, reconsideration denied.

10.  Listening Without Consent Of Any Party

Violates Privacy Act. State v. Christensen, 153 Wn.2d 186, 102 P.2d 789
(2004) (speaker function at base of cordless phone is device designed to transmit,
therefore, listening via the base violates Privacy Act).

Note: The language and reasoning of Christensen would say that Privacy
Act also bars using extension phone to listen, even with consent of a party. This is
contrary to, and calls into question, the holding of State v. Bonilla, 23 Wn. App. 869,
598 P.2d 783 (1979), which has not been directly reversed.

Best Practice: Use only tipped receiver or cell phone speaker function for
consensual eavesdropping of telephone conversations.
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E. JAIL RECORDING INMATE PHONE CALLS, NON-LAWYER VISITS
1. Federal Constitution
a. No Fourth Amendment violation

When at least one party is aware of the interception. United States v. White,
401 U.S. 745,91 S. Ct. 1122, 28 L.Ed.2d 453 (1971).

It makes no difference whether defendant is pretrial detainee or post-trial
convict. United States v. Willoughby, 860 F.2d 15, 21-22 (2nd Cir. 1988), cert.
denied, 488 U.S. 1033, 109 S. Ct. 846, 102 L.Ed.2d 978 (1989).

Routine interception and recording, when done to maintain institutional
security, does not violate Fourth Amendment because penal institutions have
weighty interest in maintaining security and order. This is true for inmates, visitors
to inmates, and persons receiving telephone calls from inmates. United States v.
Hearst, 563 F.2d 1331, 1345 (9th Cir. 1977); United States v. Willoughby, 860 F.2d
15, 21-22 (2nd Cir. 1988), cert. denied, 488 U.S. 1033, 109 S. Ct. 846, 102 L.Ed.2d
978 (1989) (Willoughby received call from an inmate and apparently was not told
call was being recorded.)

b. No Fifth Amendment violation

The Miranda rule applies when suspect is 1) interrogated by a government
agent; 2) while in custody; 3) where there is an element of compulsion. Miranda v.
Arizona, 384 U.S. 436, 86 S. Ct. 1602, 16 L.Ed.2d 694 (1966); lllinois v. Perkins,
496 U.S. 292, 110 S. Ct. 2394, 110 L.Ed.2d 243 (1990).°

Compulsion occurs in a “police-dominated atmosphere,” such as
interrogation. See State v. Warner, 125 Wn.2d 876, 884, 889 P.2d 479 (1995),
quoting lllinois v. Perkins, 496 U.S. 292, 110 S. Ct. 2394, 110 L.Ed.2d 243 (1990);
See also United States v. Conley, 779 F.2d 970, 972-73 (4th Cir. 1985), cert.
denied, 479 U.S. 830, 107 S. Ct. 114, 93 L.Ed.2d 61 (1986); Cervantes v. Walker,
589 F.2d 424, 427 (9th Cir. 1978).

The mere fact of incarceration does not make inmate’s statements
involuntary. United States v. Willoughby, 860 F.2d 15, 23 (2nd Cir. 1988).

Monitoring and recording jail inmate’s telephone call not interrogation and
does not violate inmate’s constitutional rights because no compulsion, coercion, or
improper influence causing inmate to make telephone calls, or engage in

The necessary element of compulsion in Fifth Amendment jurisprudence was first announced in
1807 by Chief Justice Marshall in the trial of Aaron Burr. See Hoffa v. United States, 385 U.S. 293,
303-304, 87 S. Ct. 408, 17 L.Ed.2d 374 (1966).
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communication during those calls. United States v. Willoughby, 860 F.2d 15, 23;
State v. Coyazo, 123 N.M. 200, 205, 936 P.2d 882, 887 (1997).

Monitoring and recording inmate’s communication with someone who is not
a police agent, where inmate and other party know monitoring/recording is
occurring, is less intrusive than police use of covert agents inside jail, and not at all
coercive. lllinois v. Perkins, 496 U.S. 292, 110 S. Ct. 2394, 2397-2398, 110
L.Ed.2d 243 (1990) (approved police using an agent as a listening post).

See Section VI for discussion of Fifth Amendment in the context of covertly
made recordings.

C. No Sixth Amendment violation

Where there was no interrogation, interception of defendant's
communications does not violate Sixth Amendment. United States v. Hearst, 563
F.2d 1331, 1348 (9th Cir. 1977).

Monitoring and recording of inmate's telephone calls does not violate right to
effective assistance of counsel where inmate permitted to make unmonitored
telephone calls to attorney. Cacicio v. Secretary of Public Safety, 422 Mass. 764,
665 N.E.2d 85, 92 (1996).

Provision to prosecutor of inmate’s non-legal phone calls does not violate
Sixth Amendment, at least where no party to call was government agent. State v.
Haq, 166 Wn. App. 221, 268 P.3d 997, as corrected (Feb. 24, 2012), review
denied, 174 Wn.2d 1004, 278 P.3d 1111 (2012).

Monitoring and recording undercover visit to inmate in pursuit of inmate's
effort to hire hit man does not violate Sixth Amendment where conversations limited
to the new investigation. State v. Babcock, 168 Wn. App. 598, 279 P.3d 890
(2012), unpublished in part.

Caution: Not addressed in these cases is whether, or under what
circumstances, investigation into defendant's efforts to tamper or do away with
witnesses to a pending charge would violate due process with respect to
defendant’s pending case. Consider having a detective and prosecutor who are
not responsible for the already pending case handle the tampering investigation.

See Sections VI and VII for discussion of right to counsel in the context of
covertly made recordings.
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d. No First Amendment violation

First Amendment protection of communication gives way to security
considerations inherent in correctional facilities, which necessitate special features
(such as ability to monitor calls, block third-party calls, etc.). Bennett v. Sheahan,
1999 WL 967534 (N.D. Ill, 1999), unpublished. Citations omitted.

First Amendment issues for inmates also arise with respect to inmate mail.
Cases deal with censorship, but may be useful by analogy. See State v. Grove, 65
Wn.2d 525, 527, 398 P.2d 170 (1965) (inmate's expectation that letter to wife was
confidential and protected by privilege fails to support suppression where inmate
delivered unsealed letter to jail guard knowing it would be censored); State v.
Hawkins, 70 Wn.2d 697, 425 P.2d 390 (1967) (inspection does not violate inmate’s
reasonable privacy expectation); Robinson v. Peterson, 87 Wn.2d 665, 555 P.2d
1348 (1976).

e. No statutory violation

Title 11l inapplicable because any subjective expectation inmate has that
conversation is private is objectively unreasonable. See also United States v.
Willoughby, 860 F.2d 15, 22 (2nd Cir. 1988), cert. denied, 488 U.S. 1033, 109 S.
Ct. 846, 102 L.Ed.2d 978 (1989).

f. Inmate privacy reduced

A jail shares none of the privacy attributes of a home, automobile, office, or
hotel room. In prison, official surveillance has traditionally been the order of the
day. United States v. Hearst, 563 F.2d 1331, 1345 (9th Cir. 1977); Lanza v. New
York, 370 U.S. 139, 143, 82 S. Ct. 1218, 8 L.Ed.2d 384 (1962).

2. Washington Constitution
a. Article I, 8 7 not violated

Government recordings of non-legal inmate telephone calls lawful where
both parties to conversation were notified that recording being made. State v.
Archie, 148 Wn. App. 198, 199 P.3d 1005 (2009), review denied, 166 Wn.2d 1016,
210 P.3d 1019; State v. Haq, 166 Wn. App. 221, 268 P.3d 997, as corrected (Feb.
24, 2012), review denied, 174 Wn.2d 1004, 278 P.3d 1111 (2012).

Privacy expectation in these conversations not reasonable, and the
recordings further the necessary goal of maintaining institutional security. State v.
Archie, 148 Wn. App. 198, 199 P.3d 1005 (2009), review denied, 166 Wn.2d 1016,
210 P.3d 1019 (2009).
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Same result, regardless whether inmate is pre- or post-trial. State v. Archie,
148 Wn. App. 198, 199 P.3d 1005 (2009), review denied, 166 Wn.2d 1016, 210
P.3d 1019 (2009).

No Article I, 8 7 violation when one party consented to interception. State v.
Corliss, 123 Wn.2d 656, 663-664, 870 P.2d 317 (1994); State v. Salinas, 119
Wn.2d 192, 197-98, 829 P.2d 1068 (1992). Though Corliss does not discuss
Gunwall* factors, in any detail, it did specifically reject appellant's argument under
Gunwall that Washington's Constitution provides greater protection for private
conversations than does Fourth Amendment.

b. Jail security

State's interests involve preservation of internal order and discipline, as well
as maintaining institutional security. McNabb v. Department of Corrections, 127
Wn. App. 854, 860, 112 P.3d 592 (2005), review granted, 156 Wn.2d 1016, 132
P.3d 734 (2006), citing Bell v. Wolfish, 441 U.S. 520, 546, 99 S. Ct. 1861, 60
L.Ed.2d 447 (1979); Foss v. Department of Corrections, 82 Wn. App. 355, 358-359,
918 P.2d 521 (1996), citing Bell v. Wolfish, 441 U.S. 520, 546, 99 S. Ct. 1861, 60
L.Ed.2d 447 (1979) (courts "give prison administrators wide-ranging deference in
the adoption and execution of policies and practices that in their judgment are
needed to preserve internal order and discipline and to maintain institutional
security.").

Jail Sergeant’s testimony that he worked in “special operations,” which
meant it was his job to “investigate criminal activity within the jail,” implies legitimate
jail reason for recording inmate phone calls. State v. Hurtado, 173 Wn. App. 592,
294 P.3d 838 (2013).

C. Inmate privacy reduced

Inmate privacy expectation lowered while in custody. State v. Rainford, 86
Wn. App. 431, 438, 936 P.2d 1210, review denied, 133 Wn.2d 1019 (1997); State
v. Audley, 77 Wn. App. 897, 904, 894 P.2d 1359 (1995) (Washington Constitution
affords no greater protection to arrestee from warrantless bodily searches than
Federal Constitution); State v. Baker, 28 Wn. App. 423, 424-25, 623 P.2d 1172
(1981) (allowing routine pat-down searches of prisoners even without articulable
suspicion).

No case has suggested that Article I, 8 7 is intended to afford greater
protection than Fourth Amendment to prison inmates. McNabb v. Department of
Corrections, 127 Wn. App. 854, 859, 112 P.3d 592 (2005), review granted, 156

* Gunwall factors set out the test Washington courts use to determine whether Washington’s
constitution is more protective than is the Federal constitution. See State v. Gunwall, 106 Wn.2d 54,
58-59, 720 P.2d 808 (1986).
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Wn.2d 1016, 132 P.3d 734 (2006); State v. Rainford, 86 Wn. App. 431, 437, 936
P.2d 1210, review denied, 133 Wn.2d 1019 (1997).

d. Forfeiture by wrongdoing doctrine

Defendant who tampers causing witness to become unavailable loses Sixth
Amendment confrontation right and hearsay argument as to that witness. State v.
Hernandez, 192 Wn. App. 673, 368 P.3d 500 (2016).

No constitutional violation because jail recordings are not surreptitious — the
parties know recordings are being made.

3. Federal Law
a. Consent exception

A person acting under color of law may intercept with consent of one party to
the conversation. 18 U.S.C. § 2511(2)(c).

b. Implied consent acceptable

"Consent" construed broadly. Griggs-Ryan v. Smith, 904 F.2d 112 (1st Cir.
1990).

Consent may be implicit or explicit. United States v. Van Poyck, 77 F.3d 285
(9th Cir. 1996), cert. denied, 519 U.S. 912, 117 S. Ct. 276, 136 L.Ed.2d 199 (1996);
United States v. Amen, 831 F.2d 373 (2nd Cir. 1987), cert. denied, 485 U.S. 1021,
108 S. Ct. 1573, 99 L.Ed.2d 889 (1988); United States v. Faulkner, 323 F. Supp. 2d
1111 (D. Kansas 2004) (explicit statements by inmate that his calls were being
recorded demonstrated both actual notice and consent).

Implied consent may be inferred from surrounding circumstances such as
language or acts showing the person knows or assents to encroachments on
privacy. Griggs-Ryan v. Smith, 904 F.2d 112 (1st Cir. 1990).

Call recipient who, after hearing pre-recorded message stating that call may
be monitored or recorded, presses button to continue telephone call with an inmate
explicitly consents to the interception. Gilday v. Dubois, 124 F.3d 277, 296 (1st Cir.
1997); United States v. Roy, 349 F. Supp. 2d 60 (D. Mass. 2003).

Inmate using jail/prison telephone implicitly consents to interception when
s/he has effectively been notified of the interception and subsequently holds the
conversation. United States v. Horr, 963 F.2d 1124 (8th Cir. 1992); United States v.
Amen, 831 F.2d 373, 379 (2nd Cir. 1987), cert. denied, 485 U.S. 1021, 108 S. Ct.
1573, 99 L.Ed.2d 889; United States v. Willoughby, 860 F.2d 15, 20-21 (2nd Cir.
1988), cert. denied, 488 U.S. 1033, 109 S. Ct. 846, 102 L.Ed.2d 978 (1989).
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Implied consent is valid consent, even if inmate was never specifically told
that use of telephone system constituted consent to be recorded or that jail could
use the recording(s) as incriminating evidence. United States v. Workman, 80 F.3d
688, 694 (2nd Cir. 1996), cert. denied, 519 U.S. 938, 117 S. Ct. 319, 136 L.Ed.2d
233, and cert. denied, 519 U.S. 955, 117 S. Ct. 373, 136 L.Ed.2d 262 (1996).

C. Law enforcement exception

Interception by investigative or law enforcement officer lawful when in
ordinary course of official duties. See 18 U.S.C. § 2510(5)(a)(ii). No consent
necessary. Whether this exception applies depends upon court evaluation of the
following factors:

e Whether recording jail/prison officials are "investigative or law
enforcement officers" as defined in 18.U.S.C. § 2510(7);

e Whether interception was routine and occurred in the ordinary
course; and

e Whether interception was reasonably related to maintaining facility
security.

United States v. Lanoue, 71 F.3d 966 (1st Cir. 1995); United States v. Faulkner,
323 F. Supp. 2d 1111 (D. Kansas, 2004).

4. Washington Law
a. Non-legal inmate calls/visits not private, if notice given

Conversation during non-legal visits to inmate not regulated by Privacy Act
because not private where posted sign warns of monitoring; other persons could
overhear; and defendant was discussing murder for hire with person he knew only
as hit man. State v. Babcock, 168 Wn. App. 598, 279 P.3d 890 (2012),
unpublished in part. Note: In this case an order authorizing recording had been
obtained.

Non-legal inmate telephone conversations in which both parties know that
government is recording are not private, so not regulated by Privacy Act. State v.
Modica, 164 Wn.2d 83, 186 P.3d 1062 (2008); State v. Archie, 148 Wn. App. 198,
199 P.3d 1005 (2009), review denied, 166 Wn.2d 1016, 210 P.3d 1019 (2009);
State v. Haq, 166 Wn. App. 221, 268 P.3d 997, as corrected (Feb. 24, 2012),
review denied, 174 Wn.2d 1004, 278 P.3d 1111 (2012).
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Caution: The Modica court clearly stated its presumption that parties
generally intend their telephone calls to be private, and carefully noted “we have not
held, and do not hold today, that a conversation is not private simply because the
participants know it will or might be recorded or intercepted.” State v. Modica, 164
Whn.2d 83, 88-89, 186 P.3d 1062 (2008).

b. What is adequate notice

“Hello, this is a call at no expense to you from ... [name of inmate as
given by inmate], an inmate at the King County Detention Facility.
This call will be recorded and subject to monitoring at any time. To
accept this call, dial three. To refuse this call, dial nine or hang up
now. Thank you for using Public Communication Services. You may
begin speaking now.”

State v. Archie, 148 Wn. App. 198, 201, 199 P.3d 1005, 1007 (2009). See also
State v. Haq, 166 Wn. App. 221, 268 P.3d 997, as corrected (Feb. 24, 2012),
review denied, 174 Wn.2d 1004, 278 P.3d 1111 (2012).

C. Murder plots, witness tampering

If inmate call invovles murder plot or witness tampering, recall statutory
exception to Privacy Act general rule due to unlawful requests or demands, calls
that are anonymous, repeated, or at extremely inconvenient hours. RCW
9.73.030(2). See Section llI.D.

d. Best practice
If case facts vary from Modica or Archie facts, be prepared to present facts
demonstrating that the conversation was not private, and/or that both parties to
telephone call were notified it would be recorded but proceeded to talk, indicating
implied consent to the recording.

e. Called party — Privacy Act not violated

Where call recipient notified that call was recorded and subject to

monitoring, call was not private as to recipient, and was admissible at his trial.
State v. Mohamed, 195 Wn. App. 161, 380 P.3d 603 (2016).

f. Disclosing recording to prosecutor — Privacy Act not
violated

State v. Haq, 166 Wn. App. 221, 268 P.3d 997, as corrected (Feb. 24,
2012), review denied, 174 Wn.2d 1004, 278 P.3d 1111 (2012).
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g. Three-way telephone calls originated by inmate

The jail telephone system is likely set up to prevent three-way calls from jail
phones. However, inmates have apparently been able to override this limitation.

Where, prior to initiating three-way call, the inmate is informed that the call is
being intercepted and/or recorded, can inmate transform the call back into
statutorily private call by adding a third person to the conversation who has not
been told that the call is being recorded? It would not be reasonable for inmate to
think, under these circumstances, that the call had become private.

Would the conversation be private as to that newly added third person? Not
likely, at least not if that person knows s/he is speaking with someone who is in jail.
Circumstantial evidence should establish that person’s knowledge that the call
would be recorded and/or monitored.

h. Prison inmates
I Monitoring and recording
Rules for prison handling of inmate mail and communications state that their
purpose is to maintain safety, security, and discipline in prisons. WAC 137-48-010.
Prison inmate’s non-legal phone calls are recorded, and may be monitored. Call
recipients are notified of this and that the call is coming from a prison. RCW
9.73.095(2)(b). Prisons may also monitor and record non-telephone inmate
conversations in virtually all areas of the prison. RCW 9.73.095(1).
i. Disclosure
Prison inmate recordings must be disclosed in connection with investigation
or prosecution of any crime; when required by court order; and/or when necessary
to maintain institutional security. RCW 9.73.095(3)(b).

Recordings of inmate calls lawfully disclosable to prosecutor, admissible.
RCW 9.73.095; State v. Ross, 166 Wn. App. 1005 (Div. lll, 2012), unpublished.

iii. Destruction

Recordings of inmates must be destroyed one year after made, unless
needed for any purpose requiring disclosure. RCW 9.73.095(3)(c).

V. Inmate mail
Perhaps useful by analogy -- prisons may handle and review inmate

incoming and outgoing mail. Detailed rules at WAC 137-48-010 through 137-48-
070.
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F. RECORDING INMATE CALLS TO ATTORNEY

Analysis regarding general lack of privacy in inmate’s outgoing phone calls is
overlaid by defendant’s Sixth Amendment right to counsel and attorney-client
privilege rules.

1. Washington Law
a. Jails

In general, Washington courts take a dim view of law enforcement and
prosecutors’ access to and use of defendant’'s communications with attorney. At
minimum, anticipate courts will require jails and prisons to make available non-
recorded lines for inmate calls to lawyers.

b. Prisons

Prisons prohibited from intercepting, recording, divulging inmate calls to
attorneys, and must recognize privileged nature of inmate conversations with
clergy. RCW 9.73.095(4).

C. Case law

No violation of attorney-client privilege where inmate and call recipient
attorney both notified call would be recorded and may be monitored; both had
acknowledged this prior to continuing conversation; defendant’s attorney told him
repeatedly, during calls, that they were being recorded; and where no new or
expanded investigation occurred based on information gleaned from the calls.
State v. Potts, 194 Wn. App. 1049 (Div. Il, 2016), review denied, unpublished.
(Inmate speaking with attorney, knowing it was being recorded, more akin to
waiver of attorney-client privilege than to waiving right to a lawyer in court.)

No violation of attorney-client privilege where inmate, in custody on
contempt for failure to pay child support, called civil attorney from jail phone, spoke
loudly, and inmate’s side of conversation recorded with court-authorized device
worn by another inmate. State v. Constance, 154 Wn. App. 861 (2010). (Not strictly
an inmate phone call case, but points out that inmate can waive attorney-client
privilege by allowing his conversation to be overheard by bystander who happens
to be making a lawful recording.)

2. Other Jurisdictions
Very little case law. Attorney-client privilege waived where inmate knows
conversation is being recorded. See, for example, United States v. Mitchell, No.

3:11-CR-248(S1)-J-34, 2013 WL 3808152 (M.D. Fla. July 22, 2013). But see
Blake v. State, 920 So. 2d 668, 671 (Fla 2006). Though court upheld conviction, it
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also stated: “[W]e have no interest in trying to encourage the State to use
conversations between an attorney and his or her client, a practice that we
believe to be fraught with danger...” (Emphasis added).

G. OTHER STATE RECORDINGS, NO PARTIES IN WASHINGTON
1. No Jurisdiction

Washington law “has no jurisdiction over actions having no effect in this
state.” State v. Mayes, 20 Wn. App. 184, 193, 579 P.2d 999 (1978) (California-
made recording admissible in WA, though it would have violated Privacy Act if
made here); State v. Fleming, 91 Or. App. 394, 399, 755 P.2d 725, 727 (1988),
review denied, 763 P.2d 152 (1988) (WA law does not apply to recording made
wholly within Oregon), cited with approval by Kadoranian v. Bellingham Police
Department, 119 Wn.2d 178, 829 P.2d 1061 (1992).

2. No Agency

No Privacy Act violation if no Washington law enforcement caused or
directed recording by out of State authorities. State v. Ventress, 160 Wn. App.
1044 (Div. 1, 2011), unpublished (Colorado LE took statement at WA LE request,
but WA did not know it would be recorded. No suggestion local LE tried to
circumvent Privacy Act, so no Washington State interest in suppressing recorded
confession that did not satisfy Privacy Act); State v. Fowler, 157 Wn.2d 387, 388,
139 P.3d 342, 343 (2006) (Recorded conversation between victim in Oregon and
defendant in WA admissible where made by Oregon LE for their own purposes);
State v. Rafay, 168 Wn. App. 734, 285 P.3d 83 (2012), review denied, 299 P.3d
1171 (2013) (Canadian LE not agent of local LE, though the two were working the
same case together, so Canadian recordings admissible in WA.); State v. Brown,
132 Wn.2d 529, 940 P.2d 546 (1997) (Confession recorded by Palm Springs PD
admissible in WA though recording would have violated WA law had it been made
here.)

3. Best Practice
Washington Authorities investigating Washington crime should comply with
Privacy Act, even if both consenting party and suspect are outside the State’s
borders. See State v. Fowler, 157 Wn.2d 387, 139 P.3d 342 (2006).
H. OTHER STATE RECORDINGS, SUSPECT IN WASHINGTON
1. Admissible In Washington Where

e Recording made in compliance with laws of State where made;

e Recording made for purposes of other State's investigation; and
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e Other state's law enforcement did not act as an agent for Washington
State law enforcement.

State v. Fowler, 157 Wn.2d 387, 139 P.3d 342 (2006). But see State v. Self,
158 Wn. App. 1014 (Div. lll, 2010), unpublished (Spokane PD participated in
suspect interview at Idaho police station in which recording complied with Idaho,
but not Washington, law. Recording suppressed, but testimony permitted.)

l. CAUTION: FEDERALLY MADE RECORDINGS, IN STATE
Cases suppressing recordings made solely by Federal agents within
Washington’s borders are ripe for reversal, given recent case law admitting

recordings made wholly by out-of-state authorities for their own purposes.

See Sections lll.I and IX.A.

V. COURT-ORDERED INTERCEPTION/RECORDING OF CONVERSATION
A. STATUTORY REQUIREMENTS FOR COURT ORDER

Privacy Act allows court-approved participant recording, intercepting,
disclosure, and evidentiary use of information obtained. Very detailed requirements
in RCW 9.73.090(2), .120, .130, and .140. Highlights of statutory scheme:

1. Superior Or District Court

Both Superior and District Court have authority to issue these orders. If
order issued by District court, crime must have occurred, be occurring, or about to
occur in County in which District Court is situated. RCW 9.73.090(2); RCW
9.73.220; State v. Bliss, 191 Wn. App. 903, 365 P.3d 764 (2015).

2. Felony Crimes Only

Includes felony crimes that nonconsenting party "has committed, is engaged
in, or is about to commit." RCW 9.73.090(2).

Distinguish uncompleted felony crimes suspect is committing or about to
commit, from those that cannot be described in this way. Attempt, solicitation, and
conspiract involving Class C felony is not felony, but may be felony crime that is
about to occur.
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3. Consent Of One Party Required
RCW 9.73.090(2).

Statute does not define consent. See RCW 9.73.030(1). Washington cases
support conclusion that knowledge recording is being made equals consent. Inre
Marriage of Farr, 87 Wn. App. 177, 184, 940 P.2d 679 (1997) (no reasonable
privacy expectation when defendant knowingly left messages on answering
machine); State v. Jones, 95 Wn.2d 616, 627, 628 P.2d 472 (1981) (arrestee
interrogation complied with statute when surrounding circumstances demonstrated
arrestee knew recording was being made); State v. Townsend, 147 Wn.2d 666, 57
P.3d 255 (2002) (sender of email knows it must be recorded in the other's computer
to be read, so consents to the email being recorded.)

RCW 9.73.030(3), discussing implied consent does not restrict or limit
methods of obtaining implied consent. This statute only provides safe harbor
explaining one common method of obtaining implied consent. Circumstances
surrounding the recording can provide additional basis for concluding that suspect
impliedly consented to the interception.

When necessity showing is otherwise adequate, it doesn't matter whether
consenting person is police officer or someone else. See State v. Webster, 127
Wn. App. 1056 (Div. Ill, 2005), unpublished.

4. Under Oath

Application must be written, by law enforcement officer, and under oath.
RCW 9.73.090(2), .130.

5. Identify Superior Who Authorized Application

Consistent with federal law, from which this language is drawn, we interpret
this to require application to identify a superior above the rank of first line supervisor
as having authorized the request for court order. RCW 9.73.130(1) and (2).

6. Probable Cause

That non-consenting party has committed, is engaged in, or is about to
commit a felony; and that person will talk to CP about that crime. RCW 9.73.090(2)
and .130(3).

This probable cause not as strict as constitutional-based probable cause
standard. State v. Porter, 98 Wn. App. 631, 634-5, 990 P.2d 460 (1999), review
denied, 140 Wn.2d 1025 (2000); State v. D.J.W., 76 Wn. App. 135, 142, 882 P.2d
1199 (1994), aff'd sub nom, State v. Clark, 129 Wn.2d 211, 916 P.2d 384 (1996).
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7. Particularized Statements
RCW 9.73.130. Application must include statements regarding:

e Location or Facility. Probable cause to believe conversations will
occur at specific place or wire communication facility. (As specific as
can be under the circumstances.) State v. Smith, 85 Wn. App. 381,
932 P.2d 717 (1997), review denied, 132 Wn.2d 1010 (1997).

e |dentity of persons involved;
e |dentify all previous applications; and

e Identity and qualifications of monitoring, intercepting, and/or recording
law enforcement officers or agency.

Issuing judge has considerable discretion. Reviewing court determines
whether facts set forth in application were minimally adequate to support issuing
judge’s determination. State v. Constance, 154 Wn. App. 861, 881, 226 P.3d 231
(2010); State v. Knight, 54 Wn. App. 143, 772 P.2d 1042 (1989), review denied,
113 Wn.2d 1014 (1989); State v. Cisneros, 63 Wn. App. 724, 821 P.2d 1262
(1992), review denied, 119 Wn.2d 1002 (1992).

8. Showing Of Necessity

Show that “other normal investigative procedures with respect to the offense
have been tried and have failed or reasonably appear to be unlikely to succeed if
tried or to be too dangerous to employ.” RCW 9.73.130(3)(f).

Provide court with facts upon which to conclude necessity exists. Court
must take into account nature of the crime and difficulties inherent in proving the
crime. State v. Constance, 154 Wn. App. 861, 883, 226 P.3d 231 (2010) (here, no
other corroborative evidence could be obtained and reasonable to believe suspect
would deny having sexual contact with a minor to protect self from prosecution).

9. Time Limits
a. Initial length

Authorizations are good for up to 7 days (14 days in drug cases). RCW
9.73.090(4) and (5).

Must justify length of time in application. State v. O’Neill, 103 Wn.2d 853,

873, 700 P.2d 711 (1985) (duration should not be longer than necessary for
particular case).
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b. Extensions and renewals

Order authorizing may be renewed/extended for additional 7 (or 14 in drug cases)
day periods. RCW 9.73.090(4) and (5).

10.  Notice To Non-Consenting Parties
a. When due
Required to be given within 30 days.RCW 9.73.140.

Notice required even if the judge denies application for order, and even if no
conversations recorded. Don't apply if you don't want to give notice, unless you are
confident court will grant postponement. Failure to comply with this provision does
not require suppression of recording unless defendant can show prejudice. State v.
Irwin, 43 Wn. App. 553, 718 P.2d 826 (1986), review denied, 106 Wn.2d 1009
(1986).

b. Postponing, dispensing with notice

May be postponed or dispensed with upon ex parte showing of "good cause"
to the court. RCW 9.73.140.

C. Required contents of notice

e Authorization (and any extensions and/or renewals) was applied for,
granted, modified, or denied, and the date of court’s action;

e All period(s) authorized or disapproved for recording; and

e Statement whether or not recordings were made during authorization
period.

11. Report To Administrator For The Courts
Due within 30 days. Detailed content requirements. RCW 9.73.120(1).
12.  Annual Report
a. Superior Court
Superior Court judges must make an annual report to Administrator for the

Courts (AOC) each January. RCW 9.73.120(2). AOC mails these out in mid-
December each year.
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b. District Court
Not required to make annual reports reports. RCW 9.73.120(2).
C. Excludes agency authorizations

Distinguish court orders authorizing one -party consent interceptions from
post-authorization judicial review of interceptions authorized by police under RCW
9.73.230). The latter are merely reviews, and should not be included in judge's
annual report to AOC. See Section V.B for reporting requirements in agency
authorized interceptions.

13.  Preserve Recordings

Must be preserved until statute of limitations expires, or for as long as any
crime may be charged based on recorded events. RCW 9.73.090(2).

14.  Recordings Admissible

Court authorized recordings can be used in evidence and participants can
testify about the conversations and their observations. See RCW 9.73.050 and
RCW 9.73.030.

Not limited to crime(s) identified in application and order.
B. CASE LAW DISCUSSION OF REQUIREMENTS
1. Confidential Informants

When relying on informant to establish probable cause, application must
contain information from which court can determine informant’s reliability, basis of
knowledge, and veracity. State v. Lopez, 70 Wn. App. 259, 856 P.2d 390 (1993),
review denied, 123 Wn.2d 1002 (1994); State v. Webster, 127 Wn. App. 1056 (Div.
[, 2005), unpublished; State v. O'Neill, 103 Wn.2d 853, 886, 700 P.2d 711, 729
(1985); State v. Manning, 81 Wn. App. 714, 720, 915 P.2d 1162 (1996), review
denied, 130 Wn.2d 1010 (1996); See also State v. Guthmiller, 135 Wn. App. 1021
(Div. 111, 2006), unpublished.

2. Necessity Requirement
a. Legislative policy
One-party-consent interception should not be used unless really necessary.

State v. Manning, 81 Wn. App. 714, 915 P.2d 1162 (1996), review denied, 130
Wn.2d 1010 (1996).
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b. Specific facts required

Application must inform judge of case specific facts upon which court can
determine that “normal investigative procedures have been tried and failed or
reasonably appear unlikely to succeed if tried, or to be too dangerous to employ.”

I Perspective

Showing must be from investigator's perspective, rather than trial lawyer’s.
Critical inquiry is whether application shows that police gave "serious consideration
to other methods" and explained why those methods were inadequate. State v.
Constance, 154 Wn. App. 861, 881, 226 P.3d 231 (2010); State v. Manning, 81
Whn. App. 714, 720, 915 P.2d 1162 (1996), review denied, 130 Wn.2d 1010 (1996).

i. Boilerplate

“Boilerplate is antithetical to the statute’s particularity requirement.” State v.
Manning, 81 Wn. App. 714, 720, 915 P.2d 1162 (1996), review denied, 130 Wn.2d
1010 (1996). Boilerplate includes:

e Truism that recording of defendant’s conversation is advantageous to
State in obtaining conviction;

e Avoiding one-on-one swearing contest;
e Provide uncontroverted evidence of criminal intent;
e Minimize factual confusion; rebut anticipated entrapment claim; and

e Defendant’s actual spoken words are best evidence of the
conversation.

Manning does not prohibit use of boilerplate. State v. Constance, 154 Wn.
App. 861, 882, 226 P.3d 231 (2010).

C. Not absolute necessity

Not required to exhaust all alternatives. But must seriously consider other
techniques and must inform court of reasons alternatives have been or likely will be
inadequate. State v. Kichinko, 26 Wn. App. 304, 613 P.2d 792 (1980), review
denied, 94 Wn.2d 1011 (1980); State v. Platz, 33 Wn. App. 345, 655 P.2d 710
(1982), review denied, 99 Wn.2d 1012 (1983); State v. Knight, 54 Wn. App. 143,
772 P.2d 1042 (1989), review denied, 113 Wn.2d 1014 (1989); State v. Webster,
127 Wn. App. 1056 (Div. Ill, 2005), unpublished; State v. Constance, 154 Wn. App.
861, 880, 226 P.3d 231 (2010).
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d. Distinguish federal wiretap necessity requirement

Washington’s necessity requirement is less than that required/discussed in
federal case law because the Washington Privacy Act, although drawn from federal
wiretap law, differs by requiring one party to the conversation to consent to its
interception. State v. Cisneros, 63 Wn. App. 724, 821 P.2d 1262 (1992), review
denied, 119 Wn.2d 1002 (1992).

Whereas a wiretap implicates constitutional rights (Katz v. United States,
389 U.S. 347,88 S. Ct. 507, 10 L.Ed.2d 576 (1967)), interception with consent of
one party to the conversation does not. State v. Clark, 129 Wn.2d 211, 221,916
P.2d 384 (1996). For this reason, federal holdings about necessity requirement do
not control Washington courts' analysis.

Government burden regarding necessity showing under federal wiretap law
is “not great.” United States v. Ceballos, 302 F.3d 679 (7" Cir. 2002).

3. Examples Of Necessity Showing: Investigative Problems

Order authorizing recording of private conversation appropriate if proof of
knowledge or intent is an element of the crime. State v. Constance, 154 Wn. App.
861, 883, 226 P.3d 231 (2010); State v. Porter, 98 Wn. App. 631, 636, 990 P.2d
460 (1999), review denied, 140 Wn.2d 1025 (2000).

Consenting person (CP) is impeachable for bias, priors, the deal CP has
made with the police, risk of deportation, etc. State v. Constance, 154 Wn. App.
861, 872, 226 P.3d 231 (2010); State v. Cisneros, 63 Wn. App. 724, 821 P.2d 1262
(1992), review denied, 119 Wn.2d 1002 (1992); State v. Saloy, 2017 WL 758539
(Div. I, Feb. 27, 2017), unpublished. (This is another way of saying that a recording
will “avoid a swearing contest.” But see State v. Hensley, 87 Wn. App. 1045 (Div.
I, 1997), unpublished (acknowledging this principle, but distinghishing where both
informant and undercover officer participated in conversation with suspect).

Suspect will not deal with anyone but the CP, so investigators cannot
introduce undercover officer, bishop, rabbi, stenographer, or other reliable person
to meet with suspect and later testify about it. State v. Irwin, 43 Wn. App. 553, 718
P.2d 826 (1986), review denied, 106 Wn.2d 1009 (1986); State v. Cisneros, 63 Wn.
App. 724, 821 P.2d 1262 (1992), review denied, 119 Wn.2d 1002 (1992)
(undercover officer would look out of place with cooperating witness).

Suspect will only talk in private place. State v. Irwin, 43 Wn. App. 553, 718
P.2d 826 (1986), review denied, 106 Wn.2d 1009 (1986); State v. Lopez, 70 Wn.
App. 259, 856 P.2d 390 (1993), review denied, 123 Wn.2d 1002 (1994).

Previous transactions show that unaided surveillance is not possible. State
v. Lopez, 70 Wn. App. 259, 856 P.2d 390 (1993), review denied, 123 Wn.2d 1002
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(1994); State v. Irwin, 43 Wn. App. 553, 718 P.2d 826 (1986), review denied, 106
Wn.2d 1009 (1986) (property enclosed by fence, protected by guard dog, neighbors
maintained lookout for strangers, unsuccessful at gaining access to neighboring
property from which to conduct surveillance).

Location of conversation is unknown or may be changed, and investigators
not certain they can maneuver the conversation to take place where officers can
overhear or court reporter or stenographer can record it. State v. Lopez, 70 Wn.
App. 259, 856 P.2d 390 (1993), review denied, 123 Wn.2d (1994).

CP may have entrapped suspect or suspect may allege entrapment and
recording is best way for investigators to determine whether entrapment has
occurred. State v. Cisneros, 63 Wn. App. 724, 821 P.2d 1262 (1992), review
denied, 119 Wn.2d 1002 (1992); State v. Lopez, 70 Wn. App. 259, 856 P.2d 390
(1993), review denied, 123 Wn.2d 1002 (1994).

Possible danger to CP and no reasonable alternative available to protect CP
(detail alternatives considered and rejected and reasons they were rejected).
Government not required to subject its personnel to undue personal danger in order
to satisfy requirements of the wiretap statute. United States v. Hyde, 574 F.2d 856,
868 (5th Cir. 1978), quoted with approval in State v. Knight, 54 Wn. App. 143, 772
P.2d 1042 (1989), review denied, 113 Wn.2d 1014 (1989). Dangerous suspect
showing can include evidence that suspect is violent or regularly armed, or the
possibility/probability of robbery or rip-off in transactions such as drug deliveries.
State v. Irwin, 43 Wn. App. 553, 718 P.2d 826 (1986), review denied, 106 Wn.2d
1009 (1986); State v. Lopez, 70 Wn. App. 259, 856 P.2d 390 (1993), review
denied, 123 Wn.2d 1002 (1994). See also State v. D.J.W., 76 Wn. App. 135, 882
P.2d 1199 (1994), affirmed on other grounds as State v. Clark, 129 Wn.2d 211, 916
P.2d 384 (1996).

Past allegation of violent behavior where investigation is of murder
solicitation and establishes more than normal chance of danger involved. State v.
Constance, 154 Wn. App. 861, 876 and 884, 226 P.3d 231 (2010) (emphasizing
need to monitor conversation to ensure a quick response if consenting person is
threatened); State v. Babcock, 168 Wn. App. 598, 279 P.3d 890 (2012),
unpublished in part (danger to inmate informant participating in undercover
investigation).

Previous investigations into suspected continuing criminal behavior have
been inconclusive. State v. Constance, 154 Wn. App. 861, 881, 226 P.3d 231
(2010); State v. D.J.W., 76 Wn. App. 135, 882 P.2d 1199 (1994), affirmed on other
grounds as State v. Clark, 129 Wn.2d 211, 916 P.2d 384 (1996).

Homicide unsolved for nine months. State v. Platz, 33 Wn. App. 345, 655

P.2d 710 (1982), review denied, 99 Wn.2d 1012 (1983); State v. Saloy, 2017 WL
758539 (Div. I, Feb. 27, 2017), unpublished (unsolved for 2 years).
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Inflections of voice and speech patterns uniquely relevant to suspect’s
diminished capacity and entrapment defenses and could not have been adequately
communicated by alternative means. See State v. Coe, 101 Wn.2d 364, 679 P.2d
353 (1984) (not an RCW 9.73 case, but predictive of court’s view).

Lack of physical evidence either due to nature of crime or delayed reporting.
State v. Dobyns, 156 Wn. App. 1026 (Div. |, 2010), unpublished (minimal
penetration, delayed reporting, and defendant knowledge that his acts were
criminal); State v. Winn, 173 Wn. App. 1026 (Div. lll, 2013), unpublished (delayed
reporting); State v. Carr, 154 Wn. App. 1016 (Div. I, 2010), unpublished (no
witnesses, delayed reporting, no physical evidence, defendant secretive about the
crime); State v. Saloy, 2017 WL 758539 (Wn. App., Feb. 27, 2017), unpublished
(no witnesses to crime; no evidence linking to suspect; firearm not recovered).

Suspect interview unlikely to succeed due to facts demonstrating suspect's
knowledge that his behavior is criminal. State v. Constance, 154 Wn. App. 861,
872, 226 P.3d 231 (2010); State v. Dobyns, 156 Wn. App. 1026 (Div. |, 2010),
unpublished.

Recording eliminates need to paraphrase, so reduces chance that words will
be misconstrued. State v. Dobyns, 156 Wn. App. 1026 (Div. I, 2010), unpublished.

Only a recording will clear suspect if that is warranted. State v. Dobyns, 156
Wn. App. 1026 (Div. |, 2010), unpublished.

Informant not trained in undercover work, unskilled at distinguishing between
serious threat and jailhouse chatter, danger to inmate informant participating in
undercover investigation. State v. Babcock, 168 Wn. App. 598, 279 P.3d 890
(2012), unpublished in part (dicta).

4, Examples Of Necessity Showing: Crime Specific Reasons

Proof that suspect knew, believed, or intended to engage in crime, where
that proof is problematic. State v. Kichinko, 26 Wn. App. 304, 613 P.2d 792 (1980),
review denied, 94 Wn.2d 1011 (1980).

Proof of knowledge or intent is an element of the crime. State v. Constance,
154 Wn. App. 861, 883, 226 P.3d 231 (2010) (solicitation to commit murder), citing
State v Porter, 98 Wn. App. 631, 636, 990 P.2d 460 (1991) (conspiracy to possess
illegal drugs).

Exact words, tone of voice, inflections, where the crime itself is verbal (e.g.,
conspiracy, extortion, bribery, theft by deception, intimidation, withess tampering,
gambling), so spoken words would be subject to claims of misunderstanding, faulty
memory, or fabrication, if not recorded. State v. Knight, 54 Wn. App. 143, 772 P.2d
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1042 (1989), review denied, 113 Wn.2d 1014 (1989). See also State v. White, 60
Wn.2d 551, 374 P.2d 942 (1962) (this case is pre-privacy act).

Police interview of suspect would be futile due to prior deception or effort to
conceal and destroy evidence of the crime. State v. Johnson, 125 Wn. App. 443,
105 P.3d 85 (2005).

C. BEST PRACTICE — APPLICATIONS, ORDERS

1. Consent

Have consenting party sign a consent form and have witness also sign.

Especially with child victims, consider using someone else as consenting
person.

2. Participant Identification

In both application and order, identify all LE who will be present during
interception by name, unit, and agency.

3. Necessity

In application, describe investigative methods tried or considered, and
explain why they failed or were unlikely to succeed.

a. Boilerplate
Keep some "boilerplate” about reliable evidence, best evidence, and so on,
but (a) weave in facts of investigation; (b) add particularized statement of other
necessity factors specific to the case; and (c) make it as neutral as possible.

b. Entrapment

Emphasize fairness to the suspect, as well as best evidence for investigators
and trier of fact. Spell out entrapment potential in some detail.

C. English as second language
If recorded/intercepted conversation will not be in suspect’s first language,

recording protects defendant from potential misunderstanding due to speaking in
second language.
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4, Transactional Informant

If informant is also consenting person, then informant is transactional, will
testify at trial, so defendant will learn informant’s identity in discovery.

5. Time Limits

To be sure order does not run beyond the maximum days allowed; include in
order a beginning and ending date and time of day.

6. Annual Reports
Judges sometimes forget by January what they did last March, and many
judges are not familiar with the intricacies of the statute, so you should carefully
prepare and file the 30-day notice, the 30-day report, and the annual report for the
judge. AOC has forms for both 30-day and annual reports. Contact AOC at (360)
357-2124.
D. ALTERNATIVES TO ONE-PARTY CONSENT
Consider the following when you don't have probable cause, don't have time
to get an order authorizing interception and recording, or in the case of drug or
commercial child sex abuse cases, can’t get written police supervisor authorization:
1. Is It A Private Conversation?
2. Does A Privacy Act Exception Apply?
3. Can You Legally Eavesdrop On The Conversation?
4. Promptly Take Detailed Statement Of Consenting Party
5. Postpone The Conversation Until You Obtain An Order
E. SPOUSES, PARENTS, AND MINOR CHILDREN

1. Marital Privilege

Does not prohibit spousal testimony when:

a. Crime against spouse
b. Suspect is parent or guardian of victim
C. Marriage occurred after crime
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RCW 5.60.060; State v. Chenowith, 188 Wn. App.521, 354 P.3d 13 (2015).

In these circumstances, courts can lawfully authorize one-party consent
recordings involving one spouse consenting to record the other.

Marital privilege does not render recording of inmate phone call to spouse
unlawful or inadmissible. State v. Blair, 194 Wn. App. 1021 (Div. |, 2016),
unpublished.

2. Parental Notification, Child Victims

RCW 26.44.030(10) requires police to notify parents "at the earliest possible
point in the investigation that will not jeopardize the safety or protection of the child
or the course of the investigation."

A one-party consent recording may be unlikely to succeed if subject of
investigation has been prematurely notified of the investigation.

3. Minor Children As Consenting Persons

“Law enforcement and prosecution agencies shall not employ minors to aid
in the investigation of a violation of RCW [communicating with a minor] or
[patronizing a juvenile prostitute].” RCW 9.68A.110.

This statute limited by term “employ,” and by crimes to which it applies.
Even if police use of minor child as consenting person somehow violated statute, it
does not purport to give defendants any rights or create any suppression provision.

F. TRIAL AND APPELLATE REVIEW

Issuing judge has considerable discretion. Reviewing court determines
whether facts set forth in application were minimally adequate to support issuing
judge’s determination. State v. Constance, 154 Wn. App. 861, 881, 226 P.3d 231
(2010); State v. Knight, 54 Wn. App. 143, 772 P.2d 1042 (1989), review denied,
113 Wn.2d 1014 (1989); State v. Cisneros, 63 Wn. App. 724, 821 P.2d 1262
(1992), review denied, 119 Wn.2d 1002 (1992).

Use common sense; do not apply the more stringent constitutional-based
probable cause standard. State v. Porter, 98 Wn. App. 631, 634-5, 990 P.2d 460
(1999), review denied, 140 Wn.2d 1025 (2000); State v. D.J.W., 76 Wn. App. 135,
142, 882 P.2d 1199 (1994), affd sub nom, State v. Clark, 129 Wn.2d 211, 916 P.2d
384 (1996).

Courts must take into account nature of the crime and difficulties inherent in

proving the crime. State v. Constance, 154 Wn. App. 861, 883, 226 P.3d 231
(2010) (here, no other corroborative evidence could be obtained and reasonable to
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believe suspect would deny having sexual contact with a minor to protect self from
prosecution).

Notice requirement — Failure to comply with this provision does not require
suppression of recording unless defendant can show prejudice. State v. Irwin, 43
Wn. App. 553, 718 P.2d 826 (1986), review denied, 106 Wn.2d 1009 (1986).

V. INTERCEPTION/RECORDING: DRUG, CHILD SEX ABUSE CASES

This section applies only to felony drug crimes above mere possession and
commercial child sex abuse crimes.

A. TWO KINDS: EVIDENCE GATHERING, OFFICER SAFETY

Police can lawfully record or intercept conversation/communication without
first obtaining court order authorization if investigating felony drug crimes above
mere possession and commercial child sex abuse. Admissibility of recording or
interception depends on whether authorization is for evidence gathering or officer
safety. RCW 9.73.210, .230, .240.

B. EVIDENCE GATHERING AUTHORIZATION
1. Circumstances Where Authorized
Without court authorization, but with consent of one party recording in felony
drug crimes above mere possession and commercial child sex abuse investigations
allowed when:
e Bona fide criminal investigation with probable cause to believe
communications concerning listed crime will occur. RCW

9.73.230(1).

e One party to conversation consents to interception/recording. RCW
9.73.230(2)(a).

e Recording authorized by police chief or designee above first line
supervisor.

e Written authorization completed at time of authorization. RCW
9.73.230(2)(c).

e Authorization physically signed by authorizing authority prior to
recording/interception, showing date and time of signature.
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2. Written Authorization - Required Contents
Written authorization must include:
a. Investigative facts show probable cause

RCW 9.73. 230(1)(b),(2)(e). Probable cause that anticpated conversation
will involve qualifying and listed crime.

b. Names of authorizing/consenting parties

RCW 9.73.230(1)(a), (2)(b). Unless consenting party is confidential
informant. RCW 9.73.230(2)(b); State v. Motyka, 196 Wn. App. 1065 (Div. I,
2016), unpublished.

C. Names officers authorized to participate
Participating officer identity requirement more specific than for court-ordered
authorizations. Agency Only authorization document must include "names of the
officers authorized to intercept, transmit and record the conversation or
communication.” RCW 9.73.230(2)(c); State v. Jimenez, 76 Wn. App. 647, 838
P.2d 744 (1995), reversed on other grounds, 128 Wn.2d 720 (1996) (disapproving
catchall listings of entire police units or departments, without specifically identifying
persons who will monitor, transmit, and/or record).
d. Names of suspects (if known)
RCW 9.73.230(2)(d).

e. Date, time, location of expected communications

RCW 9.73.230(2); State v. Smith, 85 Wn. App. 381, 932 P.2d 717 (1997),
review denied, 132 Wn.2d 1010 (1997) (as specific as can be given circumstances
of case).

f. Whether court authorization previously sought
RCW 9.73.230(2)(f).
3. Good For 24 Hours After Signed

May be extended twice for consecutive 24-hour periods based on same
transaction and PC. RCW 9.73.230(5).
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No limit number of new authorizations that independently meet statutory
requirements. State v. Jimenez, 76 Wn. App. 647, 650, 888 P.2d 744 (1995),
reversed on other grounds, 128 Wn.2d 720 (1996).

4. Subsequent Judicial Review And Reports
a. When

Within 15 days after recording must submit report and authorization to judge
for review.

b. What is reviewed

Court to determine whether application satisfies requirements of statute.
Court does not review the evidence. RCW 9.73.230(6), (7).

C. Consequences when application inadequate
If reviewing court finds lack of probable cause, LE must notify suspect within
6 months of interception, its date, time, and place. Notice must also identify the
police agency and state that interception violated the statute. May be postponed if
notice would jeopardize ongoing investigation. RCW 9.73.230(7)(b) and (c).
d. Tardy review
If judicial review is late, it is still substantially compliant. Court should not
suppress unless defendant can show prejudice by delay. State v. Knight, 79 Wn.
App. 670, 684, 904 P.2d 1159 (1995), review denied, 129 Wn.2d 1005 (1996);
accord, State v. Moore, 70 Wn. App. 667, 855 P.2d 306 (1993).
5. Monthly Report To AOC

Required for all agency authorizations, whether or not recording resulted.
RCW 9.73.230(6).

6. Annual Report Not Required

This is a review, not an authorization. These reviews should not be included
in judge's annual report of orders issued.

7. When Admissible
a. Felony drug above mere possession case

RCW 9.73.230(8) and (1)((b)(i).
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b. Commercial child sex abuse case
RCW 9.73.230(8) and (1)((b)(ii).

C. Consent of intercepted party
RCW 9.73.230(8).

d. Serious violent offense plus harm to consenter
in civil tort case

RCW 9.73.230(8)(d).
8. Penalties For Violating RCW 9.73.230
Class C felony if violation if intentional. RCW 9.73.230(10).
Exemplary damages of $25,000 plus any other damages if authorization
was made without probable cause and reason to believe the conversation would

involve felony drug crime above mere possession or commercial child sex abuse
crimes. RCW 9.73.230(11).

C. CASE LAW - EVIDENTIARY INTERCEPTION

Below cases deal with agency only authorizations in major drug cases.
Statute did not become applicable to commercial child sex assault crimes until
2011. Case law should apply equally in sex assault cases.

1. Multiple Conversations

Single authorization may cover multiple conversations related to same drug
transaction. State v. Forest, 85 Wn. App. 62, 930 P.2d 941 (1997), review denied,
133 Wn.2d 1015 (1997).

2. Jurisdiction Of Authorizing Supervisor

Interception and recording must occur within jurisdiction of authorizing
supervisor, unless Mutual Law Enforcement Assistance Agreement exists.

Mutual law enforcement assistance agreement under RCW 10.93.020(10)
and .070(1) renders lawful and admissible a recording made outside supervisor’s
jurisdiction, so long as consent letter grants authorizing supervisor authority to
enforce the laws in jurisdiction where recording made. State v. Barron, 139 Wn.
App. 266, 160 P.3d 1077 (2007).
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3. Where Recording Occurs

The operative location is location at which the recording is made. Physical
location of person on other end of conversation is irrelevant. State v. Matthews,
101 Wn. App. 894, 5 P.3d 1273 (2000).

Recording equipment can be taken outside authorizing supervisor’'s
jurisdiction if suspect causes or invites consenting party to enter another
jurisdiction. See RCW 9.73.230(3); State v. Matthews, 101 Wn. App. 894, 5 P.3d
1273 (2000).

4, Identity of Consenting Persons

Consenting person must be identified. RCW 9.73.230(2)(b), (c). Failure to
comply with this provision results in suppression of recording. State v. Jimenez,
128 Wn.2d 720, 911 P.2d 1337 (1996).

Can identify informant as such without using his/lher name. Court evaluates
foundational adequacy of recording authorization that relies on informant by same
standard used in search warrants. Apply Aguilar-Spinelli. Aguilar v. Texas, 378
U.S. 108 (U.S. 1964); Spinelli v. United States, 393 U.S. 410 (1969); State v.
Salinas, 119 Wn. 2d 192, 829 P.2d 1068 (1992); State v. Barron, 139 Wn. App.
266, 160 P.3d 1077 (2007).

If informant is transactional, will have to reveal identity if suspect is charged
and sets a trial.

5. Identity Of Non-Consenting Persons
a. Suspect

Authorization must state “the identity” of suspect(s) whose conversations are
to be recorded, “if known.” RCW 9.73.230(2)(d).

b. Others

Interception and recording of person not identified in written authorization
permitted if that person brought into the conversation or transaction by suspect.
RCW 9.73.230(3); State v. Kent, 179 Wn. App. 1036, 2014 WL 690160 (2014),
unpublished (suspect identified in written authorization asked consening person to
call third person and ask him to bring drugs).
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6. Authorize Both Telephone And Face To Face

Written authorization should clearly anticipate and authorize consenting
person to call, text, emall, instant message, and meet with suspect. State v. Potts,
No. 194 Wn. App. 1049 (Div. Il, 2016), review denied, unpublished.

7. Specify Recording Location, If Known

Include facts police know about expected location of interception/recording.
Failure to do so violates statute. State v. Potts, 194 Wn. App. 1049 (Div. I, 2016),
review denied, unpublished, citing State v Smith, 85 Wn. App. 381, 932 P.2d 717
(1997).

8. Good Faith

Courts require police agencies to strictly comply with RCW 9.73.230 and
.210. Failure to strictly comply results in suppression of recordings. State v.
Jimenez, 76 Wn. App. 647, 726, 888 P.2d 744 (1995), reversed on other grounds,
128 Wn.2d 720 (1996); State v. Smith, 85 Wn. App. 381, 388, 932 P.2d 717 (1997),
review denied, 132 Wn.2d 1010 (1997).

However, Officers who make “genuine good faith effort to comply with
Privacy Act” but act on invalid RCW 9.73.230 authorization may testify about same
matter so long as information offered was not obtained solely from illegal recording.
Recording not admissible. RCW 9.73.230(8)(d); State v. Jimenez, 76 Wn. App.
647, 726, 888 P.2d 744 (1995), reversed on other grounds, 128 Wn.2d 720 (1996)
(applying language of RCW 9.73.230(8)).

No similar good faith statutory language pertaining to court-ordered
authorizations “because “such an expansion would be contrary to ...[State v.
Fjermestad, 114 Wn.2d 828, 791 P.2d 897 (1990)].” State v. Sandberg, 194 Wn.
App. 1051 (Div. lll, 2016), unpublished.

Also applicable where “innocent” participant did not know conversation was
being recorded. See State v. Grant, 9 Wn. App. 260, 511 P.2d 1013 (1973), review
denied, 83 Wn.2d 1003 (1973), cert. denied, 419 U.S. 849 (1974).

D. BEST PRACTICE — WRITTEN AUTHORIZATIONS

1. Jurisdiction

To avoid litigation, include in authorization reference to Mutual Law
Enforcement Assistance Agreement.

Task force investigations, jurisdiction OK for all agencies that are members
of task force, so long as authorizing commander has command over the task force.
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2. Suspect Name Unknown

Clearly describe suspect, demonstrating that suspect is a particular person.

3. Failed Authorizations

Officers should not listen to recording prior to testifying. Police who use
recording or transcript to refresh memory prior to testifying may find their testimony
suppressed for violation of the “unaided by” language in RCW 9.73.230(8).

E. KEY DIFFERENCES: COURT ORDERED VS. AGENCY ONLY

Court-Ordered Interceptions

Agency Only Authorizations

Valid up to 7 days, or 14 days in drug
and commercial child sex abuse cases.

Valid up to 24 hours.

Necessity showing required.

No necessity showing needed.

Strict compliance required. Violation
results in suppression of recording,
testimony, observations of participants
who have knowledge of the recording.

Strict compliance required, but police
good faith action on invalid authorization
can save independent testimony,
observations from suppression
(recording will be suppressed).

Suspect must be notified within 30 days
of application, authorization and
interception; may be postponed or
dispensed with on court’s good cause
finding.

Suspect must only be notified (within 6
months) if reviewing court finds that
authorization lacked probable cause;
may be postponed for 6 months if notice
would jeopardize ongoing investigation.

Lawful interceptions admissible in any
case.

Lawful interceptions only admissible in
felony drug crimes above mere
possession, commercial child sex abuse
cases, or when consenting party is
victim of serious violent offense or with
permission of non-consenting party.

Court’s order valid for statewide
interception.

Interception must occur within
jurisdiction of authorizing supervisor.

Authorizing judge must file 30-day report
with AOC and, if a superior court judge,
must file annual report with AOC.

Police agency (not Judge) must file
monthly report with AOC. No annual
report required. No report required from
reviewing judge.

Violation is gross misdemeanor and
carries potential damages up to $1,000
and attorney fees.

Intentional violation is class C felony and
carries potential exemplary damages of
$25,000, plus other damages.
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F. OFFICER/CI SAFETY AUTHORIZATION
1. Circumstances Where Authorized

Law enforcement may intercept and/or record private conversations for
officer safety when the following are all true:

e Face-to-face conversation (not applicable to phone conversations);
and

e Reason to suspect consenting party will be in danger; and

e Reason to believe a communication concerning
manufacture/delivery/sale of controlled substances, legend drugs, or
imitation controlled substances will occur, or commercial child sex
abuse crimes; and

e Interception, transmission, or recording is authorized in writing by an
officer above first line supervisor.

2. Written Authorization - Required Contents
Written authorization must include:
e Date and time of authorization; and

e Names of all persons expected to participate in the conversation, to
the extent known; and

e Expected date, time, location of communications; and

e Reasons for believing consenting party's safety is in danger.
Conclusory language that undercover work is inherently dangerous
and drug dealers (pimps?) are known to carry weapons is not
sufficient. State v. Costello, 84 Wn. App. 150, 155, 925 P.2d 1296
(1996).
3. Recording Generally NOT Admissible In Criminal Cases

RCW 9.73.210(4). Inadmissible in all civil and criminal cases except:

e With permission of person whose conversation was intercepted
without his/her knowledge; and

e Serious violent crime prosecution or civil action where violence was
committed against consenting person during interception.
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4, Testimony Admissible

Statute does not preclude testimony of participant in conversation recorded
under this section from testifying, so long as witness has not reviewed the recording
or transcript of the recording. RCW 9.73.210(5).

5. Testimony Precluded

Officer who uses hidden recording device without first obtaining court order
or agency authorization, pursuant to RCW 9.73, precluded from testifying about a)
the conversation; b) his/her observations made during the transaction; and c) all
other information obtained in violation of RCW 9.73. State v. Salinas, 121 Wn.2d
689, 853 P.2d 439 (1993). But see State v. Kipp, 179 Wn.2d 718, 317 P.3d 1029,
fn 6, 7, 8 (2014), for possible exception to this rule. See Section IX.A.

6. Good Faith

Law enforcement may testify when they believe in good faith recording
made in compliance with statute. RCW 9.73.210(5); State v. Costello, 84 Wn. App.
150, 155, 925 P.2d 1296 (1996).

7. Monthly Report To AOC
RCW 9.73.210(3).
8. Recordings Must Be Destroyed

RCW 9.73.210(6). Unless admissible under RCW 9.73.210(4) exceptions,
discussed above.

VI. CHARGED SUSPECTS AND COVERT INTERCEPTION

Typically, charged defendants are covertly intercepted in conversation while
soliciting to have victim or witness in their case harmed, intimidated, or tampered
with. Investigation into charged defendant’'s commission of new threats or
solicitation, by its very nature, involves defendant’s charged crimes. Covert
interception of defendant regarding new crimes he is suspected of committing
potentially violates defendant’s Sixth Amendment right to counsel as to the charged
crime, and may violate RPC 4.2 (Communication with Person Represented by
Counsel). These issues will be avoided entirely when investigation into new
crimes, and their subsequent prosecution, are conducted by law enforcement and a
prosecutor who have no responsibility for the case under which defendant is
already charged.
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A. INVESTIGATIVE OBLIGATION

Police have a duty to investigate reasonable tips, complaints, reports, and
cases. See, for example, State v. Lesnick, 84 Wn.2d 940, 530 P.2d 243 (1975);
State v. Jordan, 29 Wn. App. 924, 927, 631 P.2d 989, 991 (1981).

Law enforcement has duty to investigate new or additional crimes that
charged defendant may have committed. Sixth Amendment does not prohibit overt
or covert contact with charged defendant who is not charged on the crimes being
investigated (so long as they are not closely connected with the charged crimes).
State v. Babcock, 168 Wn. App. 598, 611, 279 P.3d 890, 897 (2012); United States
v. Ford, 176 F.3d 376 (CA6, 1999).

Citizens expect law enforcement to do more than react to crimes that have
already occurred. They also expect police to investigate suspicioius circumstances.
State v. O'Neill, 148 Wn.2d 564, 576, 62 P.3d 489 (2003).

B. FEDERAL CONSTITUTION
1. Sixth Amendment

Right to counsel not necessarily violated by every covert, or overt, contact
with a person who is at the time of contact charged with a crime.

Right to counsel is offense specific. State v. Stewart, 113 Wn.2d 462, 780
P.2d 844 (1989), cert. denied, 494 U.S. 1020 (1990); Texas v. Cobb, 532 U.S. 162,
121 S. Ct. 1335, 149 L.Ed.2d 321 (2001).

Attaches when prosecution is commenced, at "initiation of adversary judicial
criminal proceedings." Includes first appearance, charging, or arraignment. Texas
v. Cobb, 532 U.S. 162, 121 S. Ct. 1335, 149 L.Ed.2d 321 (2001); State v. Trent,
134 Wn. App. 1061(2006), unpublished.

Right to counsel applies only to the charged crime, and any crime that is the
“same offense” under Blockburger test (two offenses exist when each offense
requires proof of a fact which the other does not). Texas v. Cobb, 532 U.S. 162,
121 S. Ct. 1335, 149 L.Ed.2d 321 (2001) (after being charged with burglary,
obtaining counsel, and being released from custody, Cobb confessed to murder
committed during burglary. Held, no Sixth Amendment violation).

2. Fifth Amendment

See Section VII.
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C. WASHINGTON CONSTITUTION
Right to counsel in criminal proceeding attaches at possibility that defendant
is or would be prejudiced in defense of his case. State v. Jackson, 66 Wn.2d 24,

400 P.2d 774 (1965); State v. Green, 70 Wn.2d 955, 425 P.2d 913 (1967) (first
appearance, at the latest).

D. FEDERAL LAW

Law enforcement must comply with federal law if it plans to covertly
intercept, transmit or record conversations with the defendant/suspect.

If cooperating person consents to interception, transmission, and/or
recording of conversation with defendant/suspect, See Section Il.

If police intend to intercept, transmit or record without consent of any person,
See Section XXXI, regarding wiretaps and bugs.

E. WASHINGTON LAW

If cooperating person consents to interception, transmission, and/or
recording of conversation with defendant/suspect, See Sections Il through V.

Wiretaps and bugs are generally not lawful in Washington. See Section
XXXI.

F. BEST PRACTICE -- CAUTIONS

For any case, but particularly if suspect has been charged and is
represented in another case, do not:

e Elicit attorney's statements or strategies.
e Disparage attorney or interfere in the attorney-client relationship.
e Participate in what would otherwise be privileged communication.
G. RULES OF PROFESSIONAL CONDUCT
1. RPC 4.2

A Lawyer shall not communicate with a person known to be represented in
the matter unless by...
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e Consent of the attorney, or

e Court order, or

e Otherwise authorized by law.
2. Remedies For Violation

Violation consequences range from admonishment through suppression to
dismissal (not to mention WSBA disciplinary action). United States v. Ryans, 903
F.2d 731 (10th Cir. 1990), cert. denied, 498 U.S. 855 (1990).

3. Dueling Positions Regarding RPC 4.2
a. ABA formal opinion 95-396 (July 28, 1995)

Reluctantly acknowledges that numerous federal courts have held RPC 4.2
not applicable to pre-charging covert contacts, but says those decisions "are not
sound.” Reluctantly concludes that the decisions fall within the "authorized by law"
exception to RPC 4.2.

b. WSBA

Has not squarely confronted the question of covert contact with represented
defendant. WSBA has observed the following, which may provide some guidance:

Prosecutor is responsible for actions of police officer acting at prosecutor’'s
direction or with prosecutor’s knowledge; ethics rules apply in this circumstance.
But WSBA also recognizes that police officers can and do often act on their own,
without prosecutor knowledge or direction.

Overt prosecution contact with defendant (including officer when prosecutor
directs or knows of the contact) permitted when 1) purpose of contact is to gather
information pertaining to third person about matter unrelated to current
confinement, and 2) interviewer expressly advises defendant that interview has no
relation to defendant’s current case and cooperation will not result in any favorable
consideration on pending charges. WSBA Advisory Opinion No. 801,”Interviews By
Prosecuting Attorneys of Represented Defendants Concerning Matters Unrelated
to the Representation” (1986).

C. Federal courts - numerous rationales
More often than not courts hold that specific instances of contact between
undercover agents or cooperating witnesses and represented suspects did not

violate ethics rules. United States v. Carona, 660 F.3d 360, 365 (9th Cir. 2011),
cert. denied, 132 S. Ct. 2102 (2012).
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Suspects should not be permitted to insulate themselves from undercover
investigation simply by retaining counsel. United States v. Ryans, 903 F.2d 731
(10th Cir. 1990), cert. denied, 498 U.S. 855 (1990); United States v. Sutton, 801
F.2d 1346 (D.C. Cir. 1986); United States v. Fitterer, 710 F.2d 1328 (8th Cir. 1983),
cert. denied, 464 U.S. 852 (1983); United States v. Kenny, 645 F.2d 1323 (9th Cir.
1981), cert. denied, 452 U.S. 920 (1981); United States v. Vasquez, 675 F.2d 16
(2nd Cir. 1982).

As a matter of public policy, RPC 4.2 should not be applied to unduly limit
law enforcement investigations; therefore, covert contact is "authorized by law."
United States v. Ryans, 903 F.2d 731 (10th Cir. 1990), cert. denied, 498 U.S. 855
(1990); United States v. Hammad, 858 F.2d 834 (2nd Cir. 1988), cert. denied, 498
U.S. 871 (1990); United States v. Talao, 222 F.3d 1133 (2000).

Prosecutors are "authorized by law" to conduct or supervise investigations
employing legitimate investigative techniques, including covert recordings. United
States v. Ryans, 903 F.2d 731 (10th Cir. 1990), cert. denied, 498 U.S. 855 (1990);
United States v. Hammad, 858 F.2d 834 (2nd Cir. 1988), cert. denied, 498 U.S. 871
(1990).

RPC 4.2 does not apply during pre-charging investigative stage of criminal
case. United States v. Carona, 660 F.3d 260 (9th Cir. 2011) (even when
prosecutor is directly involved with covert investigative action, sending CW to talk
with suspect); United States v. Ryans, 903 F.2d 731 (10th Cir. 1990), cert. denied,
498 U.S. 855 (1990).

Uncharged suspect not a "party.” United States v. Ryans, 903 F.2d 731
(10th Cir. 1990), cert. denied, 498 U.S. 855 (1990); United States v. Balter, 91 F.3d
427 (3rd Cir. 1996), cert. denied, 519 U.S. 1011 (1996). (Rule no longer refers to
“party” but rather to “person,” so this analysis may no longer be useful.)

Communication doesn't violate Sixth Amendment, so doesn't violate RPC
4.2. United States v. Kenny, 645 F.2d 1323 (9th Cir. 1981), cert. denied, 452 U.S.
920 (1981).

Prosecutor not aware of investigator's contact with represented person.
United States v. Heinz, 983 F.2d 609 (5th Cir. 1993), rehearing denied, 988 F.2d
1215 (1993); United States v. Jamil, 707 F.2d 638 (2nd Cir. 1983). See also State
v. Nicholson, 77 Wn.2d 415, 463 P.2d 633 (1969) (police questioned suspect in
custody before suspect was charged).
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VIl.  UNCHARGED SUSPECTS, MIRANDA, AND COVERT INTERCEPTION
A. FEDERAL CONSTITUTION
No bar to covert contact with uncharged crime suspect.

Miranda rule applies when suspect is 1) interrogated by government agent;
2) while in custody; 3) where there is an element of compulsion. Compulsion
occurs in a “police-dominated atmosphere,” as with interrogation. State v. Warner,
125 Wn.2d 876, 884, 889 P.2d 479 (1995), quoting lllinois v. Perkins, 496 U.S. 292,
110 S. Ct. 2394, 110 L.Ed.2d 243 (1990).

Maryland v. Shatzer, 559 U.S. 98, 130 S. Ct. 1213, 175 L.Ed.2d 1045
(2010), distinguishable. That case involved overt questioning, not covert.

Assertion of Miranda right to counsel not synonymous with Sixth
Amendment right to counsel.

1. Miranda Right To Remain Silent
a. Suspect out of custody at time of covert conversation
No Miranda or Fifth Amendment violation because suspect not in custody.
b. Suspect in custody at time of covert conversation

No Miranda or Fifth Amendment violation occurs because compulsion
component missing. (No custodial interrogation.) lllinois v. Perkins, 496 U.S. 292,
110 S. Ct. 2394, 110 L. Ed. 2d 243 (1990) (undercover agent placed in suspect’s
cell when suspect was incarcerated on charges unrelated to those under
investigation).

Prior assertion of Fifth Amendment right to remain silent does not change
analysis. See e.g., Alexander v. Connecticut, 917 F.2d 747 (2nd Cir. 1990), cert.
denied, 501 U.S. 1219 (1991).

2. Miranda Right To Counsel

Suspect who has asserted Miranda right to counsel and is in custody, or has
been out of custody for less than 14 days, may not be overtly interrogated by any
law enforcement for any case. Maryland v. Shatzer, 559 U.S. 98, 130 S. Ct.
1213, 175 L.Ed.2d 1045 (2010). The rule is different for covert communications
with uncharged suspects.
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a. Suspect out of custody at time of covert interception

Release from custody (plus 14 days) lifts bar to overt contact with suspect.
State v. Jones, 102 Wn. App. 89, 6 P.3d 58 (2000), review denied, 142 Wn.2d 1018
(2001) (except when release contrived, pre-textual, or in bad faith); United States v.
Grimes, 911 F. Supp. 1485 (M.D. Fla. 1996), affd, 142 F.3d 1342 (11th Cir. 1998),
citing Illinois v. Perkins, 496 U.S. 292, 110 S. Ct. 2394, 2397-2398, 110 L. Ed. 2d
243 (1990).

b. Suspect in custody at time of covert interception

No constitutional violation because no compulsion. lllinois v. Perkins, 496
U.S. 292, 110 S. Ct. 2394, 110 L. Ed. 2d 243 (1990); Alexander v. Connecticut, 917
F.2d 747, 751 (2nd Cir. 1990), cert. denied, 501 U.S. 1219 (1991) (Alexander
claimed to have asserted right to counsel prior to conversations with government
informant); State v. Anderson, 117 P.3d 762, 768 (Alaska Ct. App. 2005); State v.
Bagshaw, 141 Idaho 257, 108 P.3d 404 (Ct. App. 2004); United States v. Stubbs,
944 F.2d 828 (11th Cir. 1991); and Kirby v. Senkowski, 141 F. Supp. 2d 383
(S.D.N.Y. 2001) (approving police monitoring Kirby’s jailhouse phone calls after
Kirby had asserted Miranda right to counsel); People v. Hunt, IL 111089, 969
N.E.2d 819 (2012) (inmate’s conversation with wired police informant on case
unrelated to the one on which he was being held was not custodial interrogation
so defendant’s recorded statements properly admitted at trial).

B. WASHINGTON CONSTITUTION

Washington follows federal law in Fifth Amendment and Miranda matters.
State v. Unga, 165 Wn.2d 95, 196 P.3d 645, 648 (2008).

VIIl.  RECORDING BY WASHINGTON POLICE WHILE IN OTHER STATES

A Washington Court’s Order Authorizing Interception or Recording may not
be valid for recordings made in another state, when recording is made by
Washington law enforcement for purposes of investigating a crime that occurred or
is occurring in Washington. Pay particular attention to this if investigators know
ahead of time that Undercover Officer or Confidential Source will likely be recording
after entering another state and talking with suspect.

Place at which recording (or transmission or interception) equipment is
located is the operative place. State v. Matthews, 101 Wn. App. 894, 5 P.3d 1273
(2000). Recording in other states occurs when recording, interception, or
transmission equipment is actually carried into the other state.

Caution: Washington State law enforcement should not attempt to avoid the
Privacy Act requirements by conducting a recording/interception entirely in another
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state. If investigators are Washington police; and crime under investigation
occurred in Washington, then investigators should comply with Privacy Act.

Here is example analysis of Washington law enforcement’s need for other-
state recording authority in our closest neighbor states:

A. ARIZONA

Permits recording of private conversation with consent of one party or
person who is present during the conversation. No order necessary there. ARS
13-3012.

B. CALIFORNIA

Requires approval from limited set of California law enforcement authorities
to record private conversation with consent of one party. (Get approval in writing
for your file, discovery.) Ca Penal section 633.

C. IDAHO

Permits law enforcement officer or person acting under his/her direction to
intercept or record private conversation where one party to the conversation
consents. No order necessary there. IC. 18-6702(2)(c).

D. MONTANA

Permits recording of private conversation by public official in performance of
official duty, and consent of one party to the conversation. No order necessary
there. MCA 45-8-213(2)(c)(i).

E. NEVADA

Permits recording of private conversation when one party to, and present
during, the conversation consents to recording. No additional paperwork necessary
there. NRS 200.650 and 179.425.

F. OREGON

Oregon officer may intercept conversation if officer or person under officer’s
direct supervision is party to the communication, and if officer has probable cause
to believe the person recorded has, is, or is about to commit a limited set of listed
crimes. Otherwise, court order necessary. Seek assistance from Oregon detective
who will open a case and either prepare a memo granting you authority to record in
Oregon, or will seek an Oregon order authorizing recording there. O.R.S. §
133.726.
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IX. PENALTIES FOR VIOLATING PRIVACY ACT
A. PRIVATE COMMUNICATIONS/CONVERSATIONS
1. Defendant Must Prove Private

Even when defendant has standing, defendant presumably must still
demonstrate reasonable expectation that the conversation was private. See State
v. Clark, 129 Wn.2d 211, 225, 916 P.2d 384 (1996), citing, Kadoranian v.
Bellingham Police Department, 119 Wn.2d 178, 829 P.2d 1061 (1992), and several
other cases.

See analogous cases discussing Article I, 8 7 automatic standing. For
example, State v. Evans, 159 Wn.2d 402, 150 P.3d 105 (2007), where court
analyzed reasonableness of defendant’s privacy expectation in place searched,
after first concluding that automatic standing rule applied.

Also by analogy, bug or wiretap does not violate 18 U.S.C. § 2511 where
speakers did not show reasonable expectation their conversation was private. For
example, secret interception of two arrestees in back of patrol car not unlawful.
United States v. Clark, 22 F.3d 799 (8th Cir. 1994), rehearing denied; United States
v. McKinnon, 985 F.2d 525 (11th Cir. 1993), cert. denied, 510 U.S. 843, 114 S. Ct.
130, 126 L.Ed.2d 94 (1993).

2. Suppression Rule Limited

Suppression provision of RCW 9.73.050 is limited to violations of .030 or
.040. Some Privacy Act violations are not violations of those statutes. Arguably, by
excluding them from .050, the legislature did not intend suppression for those
violations. State v. Courtney, 137 Wn. App. 376, 383, 153 P.3d 238, 242 (2007),
review denied, 163 Wn.2d 1010, 180 P.3d 785 (2008); State v. Ross, 166 Wn. App.
1005 (Div. 11, 2012), unpublished; State v. Ballard, 162 Wn. App. 1050 (Div. I,
2011), unpublished (refusing to apply .050 to violation of .020). See also State v.
McCuistion, 174 Wn.2d 369, 397, 275 P.3d 1092, 1106 (2012), cert. denied, 133
S. Ct. 1460 (2013) (implicitly recognizing limitation of .050). But see Lewis v.
State, 157 Wn.2d 446, 467, 139 P.3d 1078 (2006) (recognizing this rule, but
suppressing recording only (not testimony) of non-private conversation police
recorded in violation of .090(c)).

a. Exceptions
With permission of person whose rights were violated, recording is

admissible in 1) damage action under RCW 9.73, and 2) criminal case involving
potential jeopardy to national security.
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b. Federal recordings
Okay to use legal federal recordings made within Washington borders to
establish probable cause for search warrant, one-party consent recording, or other
court order. State v. O’Neill, 103 Wn.2d 853, 700 P.2d 711 (1985). But can't use
legal federal recordings at trial. State v. Williams, 94 Wn.2d 531, 617 P.2d 1012
(1980) (the recordings are inadmissible, but not illegal).

These cases are ripe for reversal, given recent case law regarding
admissibility of recordings made in other States. See Section I11.G, H, .

C. Pre-recording testimony
lllegal recording does not prevent witness from testifying about
independently recalled facts learned before illegal recording, even if same facts
discussed in illegally recorded conversation. State v. Johnson, 40 Wn. App. 371,
699 P.2d 221 (1985) (recording witness interview did not comply with Privacy Act).
d. Fact of recording

Fact that illegal recording was made also excluded. State v. Cramer, 35
Whn. App. 462, 465, 667 P.2d 143 (1983).

3. Recording Not Admissible
Inadmissible in any civil or criminal case in Washington. RCW 9.73.050

Inadmissible for any purpose, including impeachment. State v. Faford, 128
Wn.2d 476, 910 P.2d 447 (1996), reconsideration denied.

But see State v. Baird, 83 Wn. App. 477, 922 P.2d 157 (1996), review
denied, 131 Wn.2d 1012 (1997) (defendant’s constitutional rights may supersede
statute). See Section XL.I.

4. Testimony To Conversation Content Not Admissible
a. No one can testify, perhaps

No one can testify from memory about illegally intercepted or recorded
conversation, not technicians, not even undercover officer, CW or other CP. State
v. Fjermestad, 114 Wn.2d 828, 791 P.2d 897 (1990).

b. Independent source, perhaps

Information from or about the conversation that does not “exclusively and
directly [flow]” from Privacy Act violation may be admissible. See State v. Kipp, 179
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Wn.2d 718, 317 P.3d 1029 (2014) (conversation would have occurred regardless
whether recorded or transmitted; family member, acting on his own, discussed child
rape with suspect). Distinguish this from Fjermestad and Salinas, where the
conversations would not have occurred without the recording or transmission.

C. Innocent participant exception
One who was not aware illegal interception or recording being made may
testifying solely to his recollection of the conversation (has not refreshed memory
by listening to recording). See State v. Grant, 9 Wn. App. 260, 511 P.2d 1013
(1973), review denied, 83 Wn.2d 1003 (1973), cert. denied, 419 U.S. 849 (1974).
State v. B.K.,174 Wn. App. (Div. |, 2013), unpublished.
d. Good faith exception
See Section V.C.
e. Observations generally not admissible
5. Observations Not Admissible
No one who participated in illegal interception or recording can testify about
visual observations made while illegal interception was occurring. State v.
Fjermestad, 114 Wn.2d 828, 791 P.2d 897 (1990); State v. Salinas, 121 Wn.2d
689, 853 P.2d 439, note 1 (1993). But see Section IX.A for rule exceptions.
a. Innocent participant exception
Participant who was not aware illegal recording occurred may testify from
memory. State v. Grant, 9 Wn. App. 260, 511 P.2d 1013 (1973), review denied, 83
Wn.2d 1003 (1973), cert. denied, 419 U.S. 849 (1974).
b. Good faith exception
See Section V.C.
6. Transcript Of lllegally Recorded Conversation Not Admissible
Transcript inadmissible where transcript failed to establish that all parties

consented to recording. Harris v. Harris, 195 Wn. App.1015 (Div. I, 2016),
unpublished.
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B. NON-PRIVATE COMMUNICATIONS/CONVERSATIONS
1. General Rule Not Applicable

Privacy Act generally applies only to private conversation or communication
(See Section I1.D), except when legislature says otherwise. See Section I11.C.13.

a. Traffic stop
RCW 9.73.090(1)(c). See Section 111.C.4.
b. Custodial interrogation
RCW 9.73.090(1)(b). See Section Ill.C.4.
2. Violations, Traffic Stops And Custodial Interrogation
Testimony generally admissible, but not the recording, contingent on
compliance with several statutory requirements for making and retention of the
recording. Lewis v. State, 157 Wn.2d 446, 139 P.3d 1078 (2006).
C. STANDING
1. Automatic Standing
Privacy Act grants defendant standing to object to evidence from unlawful
interception or recording, even though defendant did not participate in conversation.
State v. Williams, 94 Wn.2d 531, 546, 617 P.2d 1012 (1980); State v. Porter, 98
Whn. App. 631, 634, 990 P.2d 460 (1999), review denied, 140 Wn.2d 1024 (2000).
Reason: Legislature's primary purpose in enacting Privacy Act was to
protect privacy of individuals by prohibiting public dissemination of illegally obtained
information. State v. Cramer, 35 Wn. App. 462, 667 P.2d 143 (1983).
2. Not Normal Standing
Unlike constitutional automatic standing, Privacy Act standing does not
require proof of possession at time of search or charged crime in which possession
is essential element. State v. Evans, 159 Wn.2d 402, 407, 150 P.3d 105 (2007).
3. Third Party Standing
Text message sent by defendant to drug dealer’s phone suppressed
where police intercepted message. Defendant retained constitutional and

statutory legitimate privacy expectation in sent message, despite otherwise
having no possession or right to control device to which message was sent.
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State v. Hinton, 179 Wn.2d 862, 319 P.3d 9 (2014); State v. Roden, 179 Wn.2d
893, 321 P.3d 1183 (2014).

D. POLICE MAY NOT EXPLOIT ILLEGAL CIVILIAN INTERCEPTION

Citizen reported drug activity after making visual observations and
monitoring defendant’s cordless phone calls. Police knock and talk, got
defendant’s consent to search. Although acknowledging that "fruit of the poisonous
tree" doctrine doesn't normally apply to private searches unless police instigate
them, court held that police obtained defendant’s consent "solely through the
knowing exploitation" of illegal monitoring. Seized drugs, testimony about the
telephone conversations, and neighbor's observations all suppressed. State v.
Faford, 128 Wn.2d 476, 910 P.2d 447 (1996), reconsideration denied.

E. CIVIL ACTION FOR DAMAGES AND ATTORNEY'S FEES

Actual damages including mental pain and suffering, or liquidated damages
of $100 per day, not to exceed $1,000, plus reasonable attorney’s fees and other
litigation costs. RCW 9.73.060.

F. GROSS MISDEMEANOR

RCW 9.73.080.

Each individual interception, transmission, or recording is separate unit of
prosecution. State v. Novick, 159 Wn. App. 513, 384 P.3d 252 (2016).

G. BEST PRACTICE
1. Attenuate The Taint
Treat the information as unreliable tip, begin investigating from there.
Understand that witness will not be able to testify unless testifying about
observations made before the illegality, or possibly after, if untainted by it. See
State v. Faford, 128 Wn.2d 476, 910 P.2d 447 (1996), reconsideration denied.

2. Conflicting Alternatives

If you listen to recordings to determine whether they violate Privacy Act and
what they cover, you and your case may become tainted.

Recordings may contain Brady material. (Brady v. Maryland, 373 U.S. 83,
83 S. Ct. 1194, 10 L. Ed. 2d 215 (1963)).
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3. How To Investigate
Place recordings into evidence; do not listen or have them transcribed.

Interview the recording witness to assess extent of problem. Take witness
statement that does not include inadmissible information. How many
conversations? When? Who was recorded? Who was primary speaker/provider
of information? What was general subject matter? Do not elicit details of
potentailly illegal interception.

If potentially inadmissible information seems critical, someone (preferably
not case detective) should listen to recording(s) or read transcript(s) to determine
whether case can go forward. If case can proceed, but there was illegal recording
or interception that is material to the case, the person who listened or read should
be disqualified from any further connection to the case. That person should hold
the potentially inadmissible evidence confidentially to avoid tainting case.

Once investigation is completed, address Brady requirement by having
someone listen to the potentially unlawful recording or reading a transcript, but do
so without risking or tainting the case. (Brady v. Maryland, 373 U.S. 83, 83 S. Ct.
1194, 10 L. Ed. 2d 215 (1963)).

Disclose existence of the recording(s) and anything you know about
contents to defense, to satisfy any Brady or other discovery obligation.

At trial, do not elicit witness testimony concerning making the recording,
contents of the conversation, or other inadmissible matter.

Decide whether to inform judge of the recordings before trial or leave it to
defense to make any motions they think appropriate.

4. Should You Prosecute The Withess?
Is there harm? Is there bad motive? Did the person know it was illegal?

If you don't intend to prosecute, consider not mentioning the possibility to
witness. Treat the person as victim/witness, not as suspect.

Your decision not to prosecute may be attacked at trial. Be prepared to

justify it, perhaps by calling colleague or supervisor as witness to explain how your
office deals with RCW 9.73 violations and why you did not treat this as a crime.
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X. OPERATING WITH WIRED AGENTS
A. TACTICAL CONSIDERATIONS
1. Know Your Crime
What are the elements of the crime?
Outline the information you want to get, and the element it supports.
2. Know Your Suspect
What approach/pose you plan to take regarding the suspect.

Discuss with consenting person (CP); CP normally has good insight into how
to best approach the suspect.

Carefully assess risk that suspect will know or suspect recording and will
produce powerful, false negative evidence that will hurt your case.

3. Know Your CP
CP can be victim, other citizen, informant, undercover officer, etc.
Use CP’s terminology, rather than legal.
Assess CP’s ability to carry off a good recorded conversation.
Consider -- will the CP:
e Be able to follow your instructions?
e Turn on you and tip off the suspect?

e Get stage fright and clam up, tip off suspect by body language,
nervousness, other conduct?

e Nervously talk too much instead of letting suspect talk?
e Talk or act in a way that will embarrass you and your case in court?

e Talk or act in way that will create defense of entrapment, duress, or
police misconduct?

Remind the CP that what CP says will also be recorded. Consider role
playing with CP.

67



4, Avoid Apparent Coercion

Carefully consider whether investigative plan creates entrapment issues.
See Appendix C for discussion; State v. Rafay, 168 Wn. App. 734, 285 P.3d 83
(2012), review denied, 299 P.3d 1171 (2013).

Don't threaten suspect with harm, or create impression the suspect
could be harmed, if he does not discuss the crime.

Don't condition offered protection of suspect on suspect first
discussing his crime.

Consider giving suspect a chance to back out.

TIPS FOR THE UNDERCOVER OFFICER

1. Before Going Undercover: Think, Research, Prepare
What are you trying to accomplish?

Elements of the crime.

Suspect identity.

Suspect mind state.

Suspect phone number, address, etc.
What else?

O O O O O

What do you know about the suspect(s)? Conduct surveillance.
Learn how they interact with each other, how they dress, how they
walk, etc.

Anticipate what could happen, and prepare —

o What could be asked of you (“Are you a cop?”).
o Make contingency plans.

Role play.

2. Represented Suspects

For any case, but particularly if suspect has been charged and is
represented in another case, do not:

Elicit attorney's statements or strategies.

Disparage attorney or interfere in attorney-client relationship.
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e Participate in what would otherwise be privileged communication.
3. Rules Of Professional Conduct
See Section VI.G.
C. JOINT TASK FORCE, FEDERAL AGENTS
1. General Rule, Federal Recording Made In Washington
In a state trial court, can't use federal monitoring evidence collected within
Washington State’s borders, unless it was also legally obtained under Washington
law and procedures. State v. Williams, 94 Wn.2d 531, 617 P.2d 1012 (1980); State
v. Caliguri, 99 Wn.2d 501, 664 P.2d 466 (1983). Must comply with RCW 9.73 or fit
within an exception to be able to use the evidence in state trial.
2. Exception
Electronic surveillance information obtained by federal law enforcement
officers in conformity with federal law (so long as state officers not involved) may be
used to establish probable cause for state search warrant or electronic surveillance
order. State v. O'Neill, 103 Wn.2d 853, 700 P.2d 711 (1985); State v. Pacheco, 70
Whn. App. 27, 851 P.2d 734 (1993).

Consider case law on “agency.”

e Agency exists when: antecedent mutual planning, joint operations,
cooperative investigations, mutual assistance.

e Agency does not exist when: Mere contact, awareness of ongoing
investigations, exchange of information. See State v. Swenson, 104
Wn.App. 744, 9 P.3d 933 (2000).
3. Ripe For Reversal
Cases suppressing recordings made solely by federal agents within
Washington’s borders are ripe for reversal, given recent case law admitting
recordings made wholly by out-of-state authorities for their own purposes. See
Section II.G, H, and 1.
4. Consequences

See Section IX regarding consequences when interception violates statute.
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5. Best Practice

If local police work an investigation with federal agents, anticipate that
federal agents will record all covert contacts between undercover agents or
cooperating persons.

Read case law carefully if police do task force work with federal agents.
State v. Williams, 94 Wn.2d 531, 617 P.2d 1012 (1980); State v. O’Neill, 103 Wn.2d
853, 700 P.2d 711 (1985); State v. Rafay, 168 Wn. App. 734, 285 P.3d 83 (2012),
review denied, 299 P.3d 1171 (2013).

Carefully document level of local law enforcement’s participation in informant
handling, planning and decision-making regarding covert operations, and actual
participation, if any, in covert operations.

XI. TRIAL — USE OF AUDIO EVIDENCE

This section assumes recording was either made in compliance with Privacy
Act, or a Privacy Act exception applies, rendering recording admissible under RCW
9.73.

A. FOUNDATIONAL REQUIREMENTS

1. Evidence Rules

Authentication is condition precedent to admissibility, satisfied by evidence
sufficient to support finding that the matter in question is what its proponent claims.
ER 901(a). ER 901(b) lists examples of sufficient authentication.

In making determination of authenticity, court not bound by rules of
evidence. Court may rely on lay opinion, hearsay, etc. State v. Williams, 136 Wn.
App. 486, 150 P.3d 111 (2007).

2. Prima Facie Standard

Court may consider any information sufficient to support prima facie showing
recording is authentic. State v. Williams, 136 Wn. App. 486, 500, 150 P.3d 111
(2007).

3. Factors

No single way to authenticate a recording. Witness testimony provides
necessary foundation if sufficient to support findings that
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a. The recording is what it purports to be

Recording device and operator capable of making accurate recording;
speakers’ voices identified.

b. Recording's condition at trial

e Must be substantially the same as its condition on whatever earlier
date is relevant (usually date on which recording was made).

e Show the manner of preservation; that changes, additions, or
deletions have not been made.

State v. Jackson, 113 Wn. App. 762, 54 P.3d 739 (2002); State v. Smith, 85 Wn.2d
840, 847, 540 P.2d 424 (1975), quoting State v. Williams, 49 Wn.2d 354, 301 P.2d
769 (1956).

4, Qualified Witnesses

Person with knowledge of events recorded not needed if factors otherwise
satisfied. State v. Williams, 136 Wn. App. 486, 150 P.3d 111 (2007).

Recorded telephone call: Identity of parties to the call may be established
by direct or circumstantial evidence. State v. Rodriguez, 103 Wn. App. 693, 14
P.3d 157 (2000). Unnecessary for someone familiar with witness’s voice to identify
it prior to admission. State v. Hurtado, 173 Wn. App. 592, 609, 294 P.3d 838, 847
(2013); U.S. v. Murdock, 699 F.3d 665, 670 (1% Cir. 2012).

Recording properly authenticated when it was identified by witness from
company that made the recording, and speaker’s voices were authenticated by
person who recognized the voices (even though that person’s voice not in the
recording.) State v. Ish, 150 Wn. App. 775, 208 P.3d 1281 (2009), published in
part. (This holding is in review denied part of the opinion.)

5. Inmate Phone Call Recordings

Properly authenticated when record custodian testified that jail recording
system accurately records calls and stores them in computer databank; system
was working properly; participants were made aware that conversations were
recorded; and recording had not been altered. Davis v. State, 279 Ga. 786, 621
S.E.2d 446 (2005) (Case Det. testified to recognizing voices in call.) (Also helpful:
testimony the calls were made from Pod where defendant was housed at the time.)

Inmate phone call authenticated with evidence that calls were made using

defendant’s assigned inmate ID number, and content of call indicated defendant
was the caller. State v. Berrian, 189 Wn. App. 1036 (Div. I, 2015), unpublished.
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6. Foreign Language Recordings

No single factor is dispositive. United States v. Abonce-Barrera, 257 F.3d
959 (2001). Properly admitted where:

e Court reviews transcripts and translations for accuracy;

e Defense counsel is given opportunity to highlight alleged inaccuracies
and introduce alternative versions; and

e Jury is allowed to compare transcript to recording and to hear
counsel's arguments as to the meaning of the conversation.

7. Fixing Errors
Possible error in admitting imperfect transcript can be cured with instruction
to jury, and not sending transcript to jury room. State v. Phillips, 172 Wn. App.
1030 (Div. 11, 2012), unpublished.
B. NOT HEARSAY, OR ADMISSIBLE AS HEARSAY EXCEPTION
1. Admission Of Defendant Against Interest
Recorded statement is so far contrary to defendant’s interest that s/he would
not have made the statement unless s/he believed it to be true. (Evidence of
corroborating circumstances required.) ER 804(b)(3).
2. Adoptive Admission
Defendant’s silence in response to another person’s statement, together
with other circumstances, such that it would have been reasonable for defendant to
respond had defendant disagreed. ER 801(d)(2). (There are other options, see the
rule.)
3. Co-Conspirator Statements
Recording containing co-conspirator statements admissible if made during
course of and in furtherance of conspiracy. ER 801(d)(2)(v); See State v. Israel,
113 Wn. App. 243, 54 P.3d 1218 (2002), reconsideration denied, (2002).
4, Statements Of Other Speakers Show Context

Statements of other speakers on recording admissible to show context. See
State v. Demery, 144 Wn.2d 753, 30 P.3d 1278 (2001).
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5. Caller ID

The Caller ID display is based on computer generated information; not a
representation of human input, thus, not hearsay. Requires showing that caller ID
device has proven reliable. Can be shown by witness testimony. See Culbreath v.
State, 667 So0.2d 156 (Ala. Crim. App.1995); Tatum v. Commonwealth, 440
S.E.2d 133, 17 Va. App. 585 (1994); People v. Caffey, 792 N.E.2d 1163, 205
l.2d 5 (2001); State v. Schuette, 44 P.3d 459, 273 Kan. 593 (2002); Bowe v.
State, 785 So.2d 531 (Fla. App. 4 Dist., 2001).

C. RECORDING NOT UNDULY PREJUDICIAL
State v. Haq, 166 Wn. App. 221, 268 P.3d 997, as corrected (Feb. 24,
2012), review denied, 174 Wn.2d 1004, 278 P.3d 1111 (2012) (post-crime recorded
jail calls that revealed defendant’s mental state and motives at time of crime).
D. DOES NOT VIOLATE BEST EVIDENCE RULE
State v. Frazier, 99 Wn.2d 180, 661 P.2d 126 (1980).
E. INAUDIBLE, IMMATERIAL, PREJUDICIAL MATTER IS NO BAR
Inaudibility, vulgarity, possible immateriality, individually or collectively do not
render otherwise relevant recording inadmissible. State v. Lykoski, 47 Wn.2d 102,
287 P.2d 114 (1955); State v. Slater, 36 Wn.2d 357, 364, 218 P.2d 329 (1950);
State v. Cousineau-Porter, 128 Wn. App. 1063 (Div. Il, 2005), unpublished,
unpublished; State v. Carr, 154 Wn. App. 1016 (Div. I, 2010), unpublished.
F. HOLD PRETRIAL HEARING TO DETERMINE ADMISSIBILITY
1. Court Should Review Transcript For Accuracy
Perfection in transcript is not required. State v. Phillips, 172 Wn. App. 1030
(Div. I, 2012), unpublished (no abuse of discretion in admitting transcript containing
numerous errors as it was “sufficiently accurate”).
2. Evaluate Legal Basis For Admissibility
3. Establish Procedure For Presenting The Evidence
Consider multiple headsets for hard to hear recordings. Approved in
D’Aguino v. United States, 192 F.2d 338 (9th Cir. 1951), cert. denied, 343 U.S. 935

(1952); Gillars v. United States, 182 F.2d 962 (D.C. Cir. 1950) (does not deny
defendant right to public trial).
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G. RCW 9.73.230 RECORDING (DRUG, CHILD SEX ABUSE CASE)
1. When Recording Admissible

In felony drug prosecution (except mere possession), or in commercial child
sex abuse prosecution, and in certain limited other cases. RCW 9.73.230(8)(a).

Likely not admissible in non-drug or non-sex abuse cases. See RCW
9.73.230(8) and 9.73.030(1).

2. Testimony Admissible When Recording Suppressed

Officer’s testimony about event likely admissible in any case if officer did not
refresh memory with the recording or transcript. RCW 9.73.230(8)(d); State v.
Salinas, 121 Wn. 2d 689, 853 P.2d 439 (1993).

This exception only applicable if recording was made pursuant to RCW
9.73.230 authorization (albeit a failed authorization). State v. Salinas, 121 Wn. 2d
689, 853 P.2d 439 (1993).

H. RECORDING, PLAYER, TRANSCRIPTS GO TO JURY

Trial court did not abuse discretion when it allowed jury to have recording
and a player during deliberations. Withholding player would be like admitting a
writing but denying jurors the eyeglasses necessary to read it. State v. EImore, 139
Whn.2d 250, 985 P.2d 289 (1999).

Video recording may be replayed by jury during deliberations. Replay may
occur in room other than jury room, so long as jury is alone during replay. State v.
Gregory, 158 Wn.2d 759, 147 P.3d 1201 (2006) (applying the same principles to
video recordings as those applied to audio recordings).

Properly authenticated transcript can go to jury. State v. Frazier, 99 Wn.2d
180, 661 P.2d 126 (1983).

Jury may play audio recorded confession of defendant during deliberations,
as it sees fit. State v. Elmore, 139 Wn.2d 250, 985 P.2d 289 (1999).

Unrestricted access to recordings during deliberations does not place
undue emphasis on recorded conversation. State v. Douglas, 173 Wn. App. 849
295 P.3d 812 (2013).

Allowing deliberating jury play back equipment and unlimited access to

covert recordings not abuse of discretion. State v. Castellanos, 132 Wn.2d 94, 935
P.2d 1353 (1997).
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DEFENDANT OFFERS UNLAWFUL RECORDING AT TRIAL
1. General Rule
Unlawfully made recording is inadmissible. RCW 9.73.050.
2. Possible Exception
Defendant's constitutional rights may supersede the statute. State v. Baird,
83 Wn. App. 477,922 P.2d 157 (1996), review denied, 131 Wn.2d 1012 (1997),
affirming suppression of illegal recording as too far removed from defendant's right
to testify, under facts of that case. Court should balance the personal and privacy
interests promoted by Privacy Act against defendant's constitutional due process
right to a fair trial. See also State v. Mulholland, 87 Wn. App. 1095 (Div. |, 1997),
unpublished.
3. Best Practice
If court concludes that defendant’s constitutional right supersedes the
statute, consider requesting pretrial hearing to determine whether defendant can
lay ER 901 foundation.

Use common sense as guide to cross-examination on authenticity of
recording:

e Is the recording what defendant purports it to be?
e Can you tell from face of the recording when it was made?
e Who made it?
e Has it been altered or edited?
e Who are the speakers?
e What were the circumstances around making the recording?
e What is the chain of custody?
If defendant authenticates the recording:

e Point out at trial the deception inherent in secretly recording the
conversation.
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e Have testifying defendant confirm having secretly made the
recording. However, avoid mentioning the illegality of the recording
as this would likely be ruled irrelevant and unfairly prejudicial.

J. EXPERT CHALLENGES DEFENDANT’S ADMISSIONS TO UC/CW

Expert testimony admissible under ER 702 when:
a. Witness qualifies as an expert;

b. Witness’s opinion is based upon explanatory theory
generally accepted in the scientific community; and

C. Expert testimony would be helpful to the trier of fact.”

State v. Rafay, 168 Wn. App. 734, 285 P.3d 83 (2012), review denied, 299 P.3d
1171 (2013). In Rafay, defendants offered expert testimony that their admissions
to undercover officers were false and unreliable. Trial court did not abuse
discretion by excluding this testimony because it was highly speculative and
would not have been helpful to jury.

Custodial confessions are distinguishable from confessions to undercover
officers. Research on veracity of the prior not clearly applicable to the latter;
testimony about risk factors of false confessions highly speculative. State v.
Rafay, 168 Wn. App. 734, 285 P.3d 83 (2012), review denied, 299 P.3d 1171
(2013).

K. REVIEW STANDARD IS ABUSE OF DISCRETION

Court has broad discretion to allow jury to use transcript as listening aid.
State v. Cunningham, 93 Wn.2d at 835, 613 P.2d 1139 (quoting United States v.
Turner, 528 F.2d 143 (9th Cir. 1975)); State v. Forrester, 21 Wn. App. 855, 865,
578 P.2d 179 (1978); State v. Clapp, 67 Wn. App. 263, 834 P.2d 1101 (1992)
(quoting 5B Karl B. Tegland, Washington Practice: Evidence § 483(3) (3d
ed.1989)). But court errs if transcript's accuracy is neither stipulated nor proven.
State v. Cunningham, 93 Wn.2d 823, 835, 613 P.2d 1139 (1980).

Test is whether the exhibit bears directly on the charge and is not unduly
prejudicial. Recording may be unduly prejudicial if it is likely to stimulate emotional
response rather than rational decision. “Undue influence” or “unlimited access” is
not the test. State v. EImore, 139 Wn.2d 250, 985 P.2d 289 (1999); State v.
Castellanos, 132 Wn.2d 94, 935 P.2d 1353 (1997).
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Xll.  APPEAL - PRIVACY ACT
A. DE NOVO REVIEW
1. Statutory Interpretation

Objective to ascertain and carry out legislature’s intent. State v. Haddock,
141 Wn.2d 103, 3 P.3d 733 (2000).

Review as to whether a communication was private is de novo, at least
when facts are undisputed. State v. Kipp, 179 Wn.2d 718, 317 P.3d 1029 (2014).

2. Apply Statute To Facts
Whether evidence is protected by Privacy Act is question of statutory
interpretation, which is reviewed de novo, regardless whether facts are disputed.
State v. Kipp, 179 Wn.2d 718, 317 P.3d 1029 (2014).
B. CHALLENGE TO AUTHORIZATION
1. Abuse of Discretion Standard
Issuing judge has “considerable discretion” to determine whether Privacy Act
has been satisfied. State v. Porter, 98 Wn. App. 631, 990 P.2d 460 (1990); State v.
Bourgeois, 133 Wn.2d 389, 945 P.2d 1120 (1997).

Interpret statute in common sense fashion. State v. Porter, 98 Wn. App.
631, 990 P.2d 460 (1990).

2. Minimally Adequate
a. Court order

Minimally adequate RCW 9.73.090 application will be affirmed. State v.
Porter, 98 Wn. App. 631, 634, 990 P.2d 460 (1990).

b. Agency authorization
Court considers only whether facts set forth in RCW 9.73.230 agency
authorization were “minimally adequate” to support the determination made. State

v. Manning, 81 Wn. App. 714, 720, 915 P.2d 1162 (1996), review denied, 130
Wn.2d 1010 (1996).
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C. Informant validation

Authorization relying on facts provided by informant must include at least
minimal information regarding informant reliability and veracity. State v. O'Neill,
103 Wn.2d 853, 700 P.2d 711, 729 (1985); State v. Manning, 81 Wn. App. 714,
915 P.2d 1162 (1996), review denied, 130 Wn.2d 1010 (1996); see also State v.
Guthmiller, 135 Wn. App. 1021 (Div. Ill, 2006), unpublished; State v. Webster, 127
Wn. App. 1056 (Div. Ill, 2005), unpublished.

Xlll.  AERIAL SURVEILLANCE

Using an aircraft (or drone) to view, photograph, or videotape objects and/or
activity on land or water.

A. FEDERAL CONSTITUTION
Open Fields Doctrine: Open fields not entitled to Fourth Amendment
protection from searches and seizures. State v. Myrick, 102 Wn.2d 506, 688 P.2d
151 (1984), citing Oliver v. United States, 466 U.S. 170, 104 S. Ct. 1735, 80
L.Ed.2d 214 (1984); Hester v. United States, 265 U.S. 57, 44 S. Ct. 445, 68 L. Ed.
898 (1924).
B. WASHINGTON CONSTITUTION
1. Provides Greater Protection Than Fourth Amendment
Article |, § 7.
2. Open Fields Doctrine Rejected

Court favors analysis focusing on protection of the person and his private
affairs. State v. Myrick, 102 Wn.2d 506, 688 P.2d 151 (1984).

The nature of the property viewed (whether it is an open field, for example)
is one factor in determining whether police unconstitutionally intruded into a
person’s private affairs. State v. Myrick, 102 Wn.2d 506, 512, 688 P.2d 151 (1984).
3. Case Law Examples
a. Aircraft
View of residential property from fixed-wing aircraft at 800 feet above ground

does not violate Article |, 8 7. State v. Cockrell, 102 Wn.2d 561, 689 P.2d 32
(1984).
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View from fixed-wing aircraft at 500 feet above ground in non-congested
area, without use of vision enhancement device, does not violate Article I, § 7.
State v. Wilson, 97 Wn. App. 578, 988 P.2d 463 (1999) (FAA regulations allow
plane to fly at that altitude, therefore police used lawful vantage point).

b. Binoculars and enhanced still photography

State v. Wilson, 97 Wn. App. 578, 988 P.2d 463 (1999), does not explain
why it emphasized that investigators in that case did not use vision enhancement
devices. Courts considering whether constitutional violation occurred will likely rely
on the following cases: State v. Manly, 85 Wn.2d 120, 530 P.2d 306 (1975), cert.
denied, 423 U.S. 855 (1975) (approved police use of binoculars to confirm what
could otherwise lawfully be seen with the naked eye), cited with approval in State v.
Rose, 128 Wn.2d 388, 909 P.2d 280 (1996); State v. Jones, 33 Wn. App. 275, 653
P.2d 1369 (1982), review denied, 99 Wn.2d 1003 (1983) (police used binoculars to
see at distance that which could have lawfully been seen at closer proximity, but
for the desire to avoid detection by suspects, is constitutional).

C. Video recording

In addition to the above-cited cases, prosecutors and investigators should
carefully consider, as analogous, case law and analysis focused on video
recordings. See Section XXIX.

C. WASHINGTON LAW
No Washington State statutes govern this type of surveillance.

Some local jurisdictions have passed or are considering laws regarding
police use of drones that include limitations on use depending on geographic
location, altitude, and/or time of day. See, for example, Seattle Municipal Code
(SMC) 14.18.10, et. seq. Though recognizing that “people generally do not have a
reasonable privacy expectation in public settings,” SMC provides those same
people with “anonymity rights,” by regulating police use of video surveillance within
city limits.

In general, SMC 14.18.40 permits law enforcement to use temporary video
surveillance equipment for purposes of criminal investigation when supported by
reasonable suspicion, search warrant, or exigent circumstances. Video
surveillance by drone airplane is restricted. Does not apply to body cameras worn
by LE, video cameras installed in police vehicles, red light cameras, or video at
entrances to public buildings, monitoring city infrastructure, or public utilities
reservoirs.
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XIV. BAIT CARS
A. BAIT CAR DESCRIPTION

Vehicle owned and operated by police, or operated with the permission of
owner, to catch auto thieves in act of stealing a car. Bait cars (or “decoy cars”) are
typically equipped with video and audio recording devices, as well as GPS trackers.
Police typically can remotely turn car off and lock doors. This type of investigation
is often referred to as a “sting.” Police typically leave the car unlocked, sometimes
with keys inside, in an area known to have an auto theft problem, and wait for it to
be stolen. They then use recording, tracking, and remote control equipment in the
car to aid in recovering their property.

B. FEDERAL CONSTITUTION

Search warrant required to track a suspect car. United States v. Jones, 132
U.S. 945, 132 S. Ct. 945, 947, 181 L.Ed.2d 911 (2012).

Rule may not apply to warrantless tracking of stolen car when defendant’s
presence with the car is unlawful. See United States v. Roy, 734 F.2d 108, 111 (2d
Cir. 1984), citing Rakas v. lllinois, 439 U.S. 128, 141 n.9, 99 S. Ct. 421, 429 n.9, 58
L. Ed. 2d 387 (1978) (defendant was escapee at time of arrest from stolen car;
escapee is “a trespasser on society”).

C. WASHINGTON CONSTITUTION

1. No Case Law

No case discusses application of Washington’s Article |, § 7 to this
investigative technique.

When vehicle has not been stolen, focus of privacy expectation analysis is
on person in possession, rather than on ownership. State v. Jackson, 150 Wn.2d
251, 76 P.3d 276 (2003).

2. Constitutional Analysis
a. Automatic standing

Automatic standing applies when:

e proof of possession is an "essential element” of the charged crime,
and,

e at time of search, defendant was in possession of the place or item
searched.
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State v. Evans,159 Wn.2d 402, 407, 150 P.3d 105 (2007), quoting State v.
Simpson, 95 Wn.2d 170, 622 P.2d 119 (1980).

Defendant who qualifies for automatic standing can contest legality of
seizure and search even though he “could not technically have a privacy interest in
such property.” State v. Evans,159 Wn.2d 402, 407, 150 P.3d 105 (2007). A
defendant with automatic standing “stands in the shoes of an individual properly in
possession of the property that was searched or seized,” and can assert that
person’s privacy interests in the property. State v. Simpson, 95 Wn.2d 170, 175
and 182, 622 P.2d 119 (1980).

Nexus required between challenged search and evidence sought to be
suppressed. Automatic standing rule may not be used where defendant is not
faced with risk that statements made at suppression hearing will later be used to
impeach, and thereby incriminate him. State v. Simpson, 95 Wn.2d 170, 622 P.2d
119 (1980).

Division | added another requirement to qualify for automatic standing:
Defendant must reasonably believe he was legitimately at place where search
occurred.” State v. Kypreos, 110 Wn. App. 612, 39 P.3d 371 (2002), review
denied, 149 Wn.2d 1029, 78 P.3d 657 (2003). Note that State Supreme Court
denied review of this case, even though it was decided only three months before
issuing State v. Jones, 146 Wn.2d 328, 45 P.3d 1062 (2002). Jones articulated the
test for automatic standing solely in terms of the two elements, stated above, but
there was no question in that case whether defendant was legitimately on the
premises searched (his car), which could explain why that issue was not discussed
in the Jones opinion.

b. Effect of automatic standing
I Taking motor vehicle

Defendant has no automatic standing because no element of possession in
this crime.

i. Unlawful possession of bait car

Defendant unlikely able to demonstrate reasonable expectation he is in
legitimate possession.

C. Tracking device use to locate bait car
No case law on point. In State v. Jackson, 150 Wn.2d 251, 76 P.3d 217
(2003), the court concluded that law enforcement needs a warrant to install and

monitor a tracking device on a car owned by the driver, because owner has
reasonable expectation that he will not be tracked in his travels via device mounted
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on his own car. But court’s focus seems to be more on privacy right of driver than
on owner.

Does it matter that tracking device is operated by police or vehicle owner?
Though Jackson focuses on a person’s right not to be tracked, rather than on
vehicle ownership, automatic standing seems a particularly difficult argument for
thief in possession of bait car defendant when arrest occurs shortly after theft. It
would be rejected outright in Division |I. State v. Kypreos, 110 Wn. App. 612, 39
P.3d 371 (2002), review denied, 149 Wn.2d 1029, 78 P.3d 657 (2003).

d. Search of bait car after recovery

Two cases imply defendant did not have reasonable privacy expectation in
stolen car. See State v. Samalia, 186 Wn.2d 262, 375 P.3d 1082 (2016), citing
State v. Zakel, 61 Wn. App. 805, 812 P.2d 512 (1991); but both cases were
decided on abandonment exception to search warrant.

Even if defendant has reasonable privacy expectation in recovered bait car,
at a minimum, police may, without a warrant:

Search arrestee’s person and possessions in his immediate control. See
Arizona v. Gant, 556 U.S. 332, 129 S. Ct. 1710, 173 L.Ed.2d 485 (2009)
(narrowing search incident to arrest rule). Narrowed by State v. Snapp, 174
Wn.2d 177, 275 P.3d 289, 291 (2012); State v. Byrd, 178 Wn.2d 611, 310 P.3d
793 (2013); and

Conduct inventory search of the bait car. State v. Tyler, 177 Wn.2d 690,
302 P.3d 165 (2013) (search must be “restricted to areas necessary to fulfill
purpose of the search).

e. Search of arrestee

Evidence found during search of arrestee conducted after lawful arrest not
subject to suppression, even if a different unlawful search occurred prior to the
arrest. See State v. Williams, 142 Wn.2d 17, 11 P.3d 714 (2000).

f. Entrapment, due process

Defendant not likely entrapped when police left unlocked car with keys for
aspiring defendant to steal. Police sting operation not likely outrageous
government conduct violating defendant’s due process rights. See 11 Wash. Prac.,
Pattern Jury Instr. Crim. WPIC 18.05 (4th Ed) (Entrapment); and State v. Lively,
130 Wn.2d 1, 921 P.2d 1035 (1996), and cases citing Lively (Outrageous
government conduct in sting investigation). See also, People v. Watson, 22 Cal.
4th 220, 990 P.2d 1031 (2000) (discussing entrapment in connection with auto theft
sting operation).
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D. FEDERAL LAW
1. Audio Interception Probably Not A “Bug”

Use of bug to intercept conversation not unlawful where speakers do not
have reasonable expectation their conversation is private. See 18 U.S.C. §
2510(2), limiting term “oral communication” under ECPA to “oral communication
uttered by a person exhibiting an expectation that such communication is not
subject to interception under circumstances justifying such expectation.”

2. Example Cases — No “Oral Communication” Intercepted

Secret interception of two arrestees in back of patrol car not unlawful.
United States v. Clark, 22 F.3d 799 (8th Cir. 1994), rehearing denied; United States
v. McKinnon, 985 F.2d 525 (11th Cir. 1993), cert. denied, 510 U.S. 843, 114 S. Ct.
130, 126 L.Ed.2d 94 (1993).

Secret interception of trespassers who were alone inside apartment not
unlawful. United States v. Pui Kan Lam, 483 F.2d 1202 (2nd Cir. 1973), cert.
denied, 415 U.S. 984, 94 S. Ct. 1577, 39 L.Ed.2d 881 (1974).

E. WASHINGTON LAW
1. Conversation In Bait Car Possibly Not Private

Privacy Act applies only to Private conversation or communication. RCW
9.73.030. If conversation or communications inside bait car not private, then
Privacy Act not implicated.

Communication or conversation not private where defendant did not have
subjective and reasonable expectation it was private. “The ordinary person does
not reasonably expect privacy in a stranger's car.” State v. Clark, 129 Wn.2d 211,
231, 916 P.2d 384 (1996), citing Kadoranian v. Bellingham Police Department, 119
Wn.2d 178, 829 P.2d 1061 (1992), and several other cases. (Defendant in Clark
was invited into car by driver for brief purpose of consummating drug transaction.)

2. Sounds Of Crime Not Protected By Privacy Act

Sounds of crime are not private communication or conversation. State v.
Smith, 85 Wn.2d 840, 540 P.2d 424 (1975).

XV. COMMUNICATIONS RECORDS, HISTORIC

This section deals only with service provider records that exist within the
service provider's computers before law enforcement requests them. These are
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known as “historic records” or records of “historic communications.”

Differentiate between historic data saved in service provider's computers
before law enforcement requests it, and prospective data, which does not exist at
the time law enforcement requests it. Only historic data is available by search
warrant or warrant exception. Prospective data requires court order for pen
register, trap and trace, cell site simulator, or qualifying emergency. Prospective
information discussed in Section XXII.

A. COMMON TERMS
1. Contents
Refers to the message’s purport or meaning conveyed to another; does not
include header information or other records regarding characteristics of the
message. Inre Zynga Privacy Litig., 750 F.3d 1098 (9th Cir. 2014).

2. Device Identifying Information

Includes target device’s phone number, MAC address, IP address, other
hardware and software identifiers unique to the particular device.

3. Header Information
a. Email

Addressing, receipt and sending information associated with email, including
unigue sending and destination addresses for both incoming and outgoing
electronic mail; other impulses identifying originating sender; IP addresses;
numbers, and/or other unique identifier of an electronic device from which an email,
wire or electronic communication is transmitted. None of this information contains
any content of the communication.

b. Social networking
Social network user's unique ID; address of user's webpage.
4, Subscriber Or Registration Account Information
Registered user/subscriber name or identity; address; billing/payment
information; account initiation date; type of account; custom account features;
additional phone numbers; addresses (physical and electronic) and/or other contact
information; additional persons having authority on the account; any additional

accounts linked to the subject account; account changes for the target address and
any linked accounts.
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5. Usage And Location Information

Stored and transactional records, such as inbound and outbound call,
message, radio or other communication detail data; IP, Port, and Socket
Addresses; VolIP address, routing information; address(es) from which
communication is made, conducted, and terminated; non-content text or email
header and IP address; and other non-content information.

6. Location Information

Positioning information such as GPS longitude/latitude or multilateration or
precision location; cell site location information (CSLI); E911 contact data; IP, Port,
and Socket Addresses; address(es) from which communication is made,
conducted, and terminated.

B. FEDERAL CONSTITUTION

Several cases conclude that sender of email message does not have
constitutionally recognizable reasonable privacy expectation in content of message
once it has been delivered to intended recipient’s device. For more detailed
discussion, see Searching and Seizing Computers and Obtaining Electronic
Evidence in Criminal Investigations,
http://www.justice.gov/criminal/cybercrime/docs/ssmanual2009.pdf.

But federal statutes restrict disclosure by service provider. See below.
1. When Privacy Expectation Is Extinguished
a. Message content

Several courts, analogizing message content to letter within sealed
envelope, have found that sender of message does have reasonable privacy
expectation regarding content of sent messages that are stored with service
provider. Love v. Texas, _ SW.3d __, 2016 WL 7131259 (Tex. Crim. App. Dec. 7,
2016), unpublished, and cases cited therein (email messages distinguished from
business records, which are described in this context as messages in which the
service provider has an “independent interest”).

b. Addressing information

Sender has no constitutionally recognizable privacy expectation in message
addressing information because that information is disclosed to service provider.
United States v. Forrester, 512 F.3d 500 (9th Cir. 2008) (Email); Quon v. Arch
Wireless, 529 F.3d 892 (9th Cir. 2008), rev'd on other grounds sub nom City of
Ontario, California v. Quon, 560 U.S. 746 (2010) (text messages). But federal
statutes restrict disclosure. See below.
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C. Location information
Federal courts are divided. See Section XIX.C.
d. Social media
I Information disclosed to public

No privacy expectation when person knowingly discloses information to
public, such as via public postings on social networking website. United States v.
Gonzalez, 121 F. Supp. 3d 1094, 1142 (D.N.M. 2015).

No warrant required if poster’s friend agrees to show the posts to police.
United States v. Meregildo, 883 F. Supp. 2d 523 (S.D.N.Y. 2012), review denied.

Postings using more secure privacy settings reflect user's intent to preserve
information as private, so may be constitutionally protected. United States v.
Meregildo, 883 F. Supp. 2d 523 (S.D.N.Y. 2012), unpublished.

il Waiver

Some courts hold that user’s acceptance of privacy policy is contract to
which user can be held. This amounts to waiver of privacy regarding disclosure
made by social media provider pursuant to its announced privacy policy. See, for
example, Carlsen v. GameStop, Inc., 833 F.3d 903 (8th Cir. 2016); Austin-
Spearman v. AARP & AARP Servs. Inc., 119 F. Supp. 3d 1 (D.D.C. 2015). Other
courts disagree. See, for example, In Re Application for Tel. Info. Needed for
Criminal Investigation, 119 F. Supp. 3d 1011 (N.D. Cal. 2015), appeal dismissed.

2. Records Held Outside United States

Emerging area of law: An internet service provider can hold digital data
anywhere in the world where it has a presence. Courts disagree regarding
whether, assuming court has jurisdiction over service provider, search warrant (or
2703(d) order) can compel production of service provider records held in other
countries.

Email records held by Google in other countries (pertaining to particular
account) obtainable by search warrant. In re Search Warrant No. 16-960—M—01 to
Google, 2017 WL 471564 (E.D. Pa. Feb. 3, 2017).

Email records held by Microsoft in Ireland (pertaining to particular account)
not obtainable by search warrant. Matter of Warrant to Search a Certain E-Mall
Account Controlled & Maintained by Microsoft Corp., 829 F.3d 197 (2d Cir. 2016),
rehearing denied, __ F.3d __ (Jan. 24, 2017).
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C. WASHINGTON CONSTITUTION
1. Service Provider Records Protected

Search warrant or warrant exception required to obtain service provider’s
records for a particular customer account. Article I, 8 7, State v. Gunwall, 106
Whn.2d 54, 720 P.2d 808 (1986).

2. Waiver

Privacy expectations may be waived when person uses website that publicly
states it collects data about a person’s use of website and shares it with others,
such as advertisers. State v. Townsend, 147 Wn.2d 666, 57 P.3d 255 (2002) (chat
site’s privacy notice instrumental in determining whether user had reasonable
privacy expectation in chats).

3. Message Content

Warrant required to obtain from service provider. State v. Gunwall, 106
Wn.2d 54, 720 P.2d 808 (1986).

Warrant required to obtain from intended recipient, at least until it has been
received by addressee. State v. Hinton, 179 Wn.2d 862, 319 P.3d 9 (2014)
(police responded to Hinton’s message to cell phone owner, posing as owner;
read Hinton'’s response, in violation of Hinton’s constitutional privacy in the
message he had sent).

D. FEDERAL LAW
1. Electronic Communications Privacy Act (ECPA)

Service provider disclosure of email, including addressing information, that is
passing through or stored on Internet Service Provider's (ISP) computers is
regulated by ECPA, 18 U.S.C. § 2701, et. seq. The ECPA protects "any temporary,
intermediate storage of wire or electronic communication incidental to the electronic
transmission thereof or any backup of this communication.” In plain English, any
unread or unheard message, and any backups on email server are protected.
Searching and Seizing Computers and Obtaining Electronic Evidence in Criminal
Investigations, http://www.justice.gov/criminal/cybercrime/docs/ssmanual2009.pdf,
thoroughly discusses government access to service provider’s records of customer
email account.

2. ISP Records Accessible Via ECPA

Internet communications records and internet account information law
enforcement might seek from an ISP include:
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a. Basic subscriber/customer information

Can be obtained from ISP by standard subpoena, consent, or search
warrant (18 U.S.C. § 2703(c)(2)):

e name;
e address;

e local and long distance telephone connection records, records of
session times and durations;

e start date, length of service and types of service utilized;

e telephone, instrument number or other subscriber number or identity,
including any temporarily assigned network address; and

¢ means and source of payment for the service (including any credit
card or bank account number).

This list does not include more extensive transaction-related records, such
as log information revealing email addresses of persons with whom a customer
corresponded during a prior session.

b. Expanded subscriber and transactional information

Can include logs that record account usage (for example, date, time, user,
and detailed internet address of sites accessed); and email addresses of other
individuals with whom account holder has corresponded.

Law enforcement must obtain search warrant, 18 U.S.C. § 2703(d) court
order, or subscriber consent, to obtain most account logs and most transactional
records from service provider. Message content cannot be obtained under this
provision. Requirements for § 2703(d) order discussed at Section XVI.C in
Searching and Seizing Computers and Obtaining Electronic Evidence in Criminal
Investigations, http://www.justice.gov/criminal/cybercrime/docs/ssmanual2009.pdf.

C. Header information

Disclosure of header information not addressed by 18 U.S.C. § 2703, which
discusses only disclosure of “content” of stored electronic message. Not required
to satisfy 18 U.S.C. § 2703 when law enforcement seeks only header information
from service provider. See In re Facebook Internet Tracking Litig., 140 F. Supp. 3d
922 (N.D. Cal. 2015).
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d. Contents

Law enforcement can always use search warrant to compel ISP to disclose
contents of Email or social networking page.

What lesser legal authority is also sufficient depends on whether Email is
opened or unopened, and how long it has been stored on ISP server. For detalils,
see Searching and Seizing Computers and Obtaining Electronic Evidence in
Criminal Investigations,
http://www.justice.gov/criminal/cybercrime/docs/ssmanual2009.pdf.

3. Preservation Letter
Upon receipt of request from governmental entity, ISP “shall take all
necessary steps to preserve records and other evidence in its possession pending
issuance of a court order or other process.” 18 U.S.C. 8§ 2703(f). ISP must retain
the material for 90 days, plus 90 days more upon receipt of renewed preservation
letter.
4. Search Warrant

Always sufficient authority to compel ISP to disclose historic email or social
networking subscriber and content records.

5. Consent
I User
User of a communications service can consent to service provider’s
disclosure of message content, but only “with respect to a communication of or
intended for that user.” 18 U.S.C. § 2701(c)(2). Presumably true even if user is not
also subscriber.

ii. Subscriber

A service provider’s subscriber can consent to provider’s disclosure of
contents of communications. 18 U.S.C.§ 2702(b)(3).

6. Disclosure On Service Provider Initiative
Provider can disclose contents of communications to law enforcement if

contents were both inadvertently obtained by provider, and appear to pertain to
commission of crime. 18 U.S.C. § 2702(b)(7); 18 U.S.C. § 2702(c)(2).
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1. Emergency

Provider can disclose information relating to an emergency to requesting
government agency, if provider in good faith believes that emergency involving
danger of death or serious bodily injury to any person requires disclosure without
delay. 18 U.S.C. § 2702(c)(4).

Device location information may be disclosed to government if necessary to
enable response to a user’s call for emergency services. 47 U.S.C. § 222(d)(4)(A).
(Service provider may also disclose user’s location to user’s legal guardian or
immediate family in emergency involving risk of death or serious physical harm. 47
U.S.C. § 222(d)(4)(B)).

8. Notice

No notice required if basic and expanded customer information provided to
law enforcement. 18 U.S.C. § 2703 notice requirements limited to disclosure of
content information.

No notice is required if content of customer communications and/or
subscriber records are disclosed to law enforcement pursuant to a search warrant.
18 U.S.C. § 2703(b)(A) and (c)(1)(A).

E. WASHINGTON LAW

No Washington statutes or cases discuss compelled disclosure of historic
communication records by internet service provider. But State v. Gunwall, 106
Wn.2d 54, 720 P.2d 808 (1986) likely applicable to these records such that search
warrant or warrant exception is required. See discussion of that case infra.

1. Email

Email “communication” is considered “private” within meaning of RCW 9.73.
But Privacy Act order not needed to obtain historic email from service provider
because both the sender and recipient consented to the message being recorded.
State v. Townsend, 147 Wn.2d 666, 57 P.3d 255 (2002) (consent implied because
message must be recorded to be sent and later read).

2. Messaging Or Chat

Service provider recording of chat or instant message lawful under Privacy
Act because sender implicitly consents to recording of communication where
software provider’s policy expressly warns users that their messages could be
recorded or forwarded to others. State v. Townsend, 147 Wn.2d 666, 57 P.3d 255
(2002).
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3. Emergency

Law enforcement seeking historic message content or records from a
service provider must obtain a search warrant, or have a search warrant exception,
and must comply with ECPA.

F. BEST PRACTICE

If seeking records from service provider, whether content or non-content,
seek court order prohibiting notice to subscriber, if appropriate in your case. Most
service providers will notify subscriber unless ordered not to, despite lack of
statutory requirement to do so.

After giving Miranda advice, ask arrestee his cell phone number; ask for
consent to “verify” the phone number; ask consent to open the phone to note the
phone number. (Police need the phone number to identify the service provider.)

G. USE AT TRIAL

See Sections XXVI, XXVII, and XXVIII.

XVI. INTERCEPTION OF AURAL COMMUNICATIONS

Real-time acquisition of audio communication is wiretap or bug. See
Section XXXI.

Real-time acquisition of written records relating to audio communication,
involves capturing a digital record indicating that an audio communication is
occurring. Law enforcement must obtain Pen Register, Trap and Trace Order,
and/or to obtain these records in real time. See Sections XVII and XXI.

XVII. INTERCEPTION OF DIGITAL WRITTEN COMMUNICATIONS
A. COMMON TERMS
1. Interception, Federal Law
Interception occurs when message is captured while “in transit” between
originating and temporary or final destination. Does not include wire or electronic
communications that are already in “electronic storage.” Limited to communications

that are “in transit,” or “in flight.” Steve Jackson Games, Inc. v. U.S. Secret Serv.,
36 F.3d 457 (5th Cir. 1994). See also 18 U.S.C. § 2510.
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2. Interception, Washington Law

Interception occurs when police read incoming message before intended
recipient has opportunity to read it. State v. Hinton, 179 Wn. 2d 862, 319 P.3d 9
(2014); State v. Roden, 179 Wn.2d 893, 321 P.3d 1183 (2014) (rejecting federal
interpretation of the term).

3. Other Terms
See Section XIX.C for more common terms relevant to this section.
B. FEDERAL CONSTITUTION

1. Probable Cause Required

Transmitter of email message enjoys reasonable expectation that police will
not intercept the transmission without search warrant. United States v. Maxwell, 45
M.J. 406 (C.A.A.F. 1996); United States v. Jones, 149 F. App'x 954 (11th Cir.
2005).

2. Privacy Expectation Expires On Arrival At Destination

Sender has no subjective privacy expectation in contents of computer to
which he had sent messages. Guest v. Leis, 255 F.3d 325 (6th Cir. 2001) (no
legitimate privacy expectation in email that had reached its recipient); United States
v. Lifshitz, 369 F.3d 173 (2nd Cir. 2004); United States v. Haffner, 3:09-CR-337-J-
34-TEM, 2010 WL 5296920 (M.D. Fla. Aug. 31, 2010), report and recommendation
adopted, 3:09-CR-337-J-34TEM, 2010 WL 5296847 (M.D. Fla. Dec. 20, 2010).

Sender has no legitimate privacy expectation in sent message because he
cannot control what recipient does with it. Commonwealth v. Proetto, 2001 PA
Super 95, 771 A.2d 823, 831 (Pa. Super. Ct. 2001), aff'd, 575 Pa. 511, 837 A.2d
1163 (2003); United States v. Maxwell, 45 M.J. 406 (C.A.A.F. 1996).

3. Letter, Pager Analogy

Akin to letters and pager messages — sender loses control over message
once delivered, so no ability to exclude others. Rawlings v. Kentucky, 448 U.S. 98,
100 S. Ct. 2556, 65 L.Ed.2d 633 (1980); Hoffa v. United States, 385 U.S. 293, 87 S.
Ct. 408, 17 L.Ed.2d 374 (1966) (misplaced confidence doctrine); Katz v. United
States, 389 U.S. 347, 88 S. Ct. 507, 19 L.Ed.2d 576 (1967) (no constitutional
protection in the thing once it has been exposed to another).
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4. Law Still Evolving
Courts not always clear regarding whether message must reach recipient, or
just be delivered to intended address because usually not an issue in cases
involving letters/packages. Case law still developing. For discussion, see Rehberg

v. Paulk, 611 F.3d 828 (11th Cir. 2010), affd, 132 S. Ct. 1497, 182 L.Ed.2d 593
(2012).

C. WASHINGTON CONSTITUTION
1. “Interception” Redefined
See Section XVIILA.
2. Sender Retains Privacy Expectation After Message Delivered
Sender of written message retains reasonable privacy expectation, at least
until addressee has received it. State v. Hinton, 179 Wn.2d 862, 319 P.3d 9
(2014) (police had seized addressee’s phone, sent message to Hinton while

posing as addressee, read Hinton’s response).

What constitutes receipt by addressee is unclear. Message arrives while
device is in addressee’s possession? Or does addressee have to open and read
the message, too?

D. FEDERAL LAW
1. No “Intercept” Once Message Arrives At Destination
See Section XVIILA.
2. Ethics: Legal Email Or Texting
ABA ethics opinions 11-459 and 11-460 (both issued 8/4/11) clearly
recognize the likely privileged nature of Email and text messages sent and
received between client and counsel.
E. WASHINGTON LAW

1. “Interception” Redefined

See Section XVII.A.

93



2. Sender Privacy Rights

Message protected until received by intended addressee. State v. Roden,
179 Wn.2d 893, 321 P.3d 1183 (2014); At least where police have possession of
the receiving device when message is sent.

3. Recipient Consent

Likely inadequate under Privacy Act as to sender’s privacy rights. Privacy
Act requires both party consent, or statutory exception. Law enforcement reading
of incoming text, email or instant messaging communication “intercepts” that
message, in violation of sender’s statutory privacy protection, at least until recipient
has opportunity to see the message. State v. Roden, 179 Wn.2d 893, 321 P.3d
1183 (2014).

Similarly, device owner consent to police assumption of device owner’s
identity and use of phone to communicate with others would violate the other’s
Privacy Act rights.

Possible exceptions:

e Recipient consent for police to look at and respond to incoming

messages, PLUS, written interception authorization by Court Order
(RCW 9.73.090(2)), or Agency Commander Authorization (RCW
9.73.210 or .230) is likely adequate authority to overcome sender’s
constitutional and Privacy Act rights.

e If LE ensures that device owner views incoming messages before police
view them, then there is no “interception” under Washington law, so no
violation of sender’s privacy rights.

F. SEARCH OF SEIZED PHONE FOR WRITTEN MESSAGES

See Section XVIII.B.

G. TRIAL: AUTHENTICATION OF SEIZED PHONE CONTENT

See Sections XIX.J, XXVI, XXVII, XXVIII, and XXIX.
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XVIII. INVESTIGATIVE USE OF SEIZED CELLULAR PHONE
A. FEDERAL CONSTITUTION
1. Covert Use To Communicate With Others
a. Phone owner’s rights

Police lawfully in possession of seized phone may answer it, particularly
where LE reasonably believes incoming call will contain evidence of device owner’s
crime. Constitutional because exigent circumstances exist, due to fleeting nature of
a phone call. United States v. Gomez, 807 F. Supp. 2d 1134 (S.D. Fla. 2011) (also
approving covert text messaging with phone-owner’s co-defendant); State v.
Carroll, 322 Wis. 2d 299, 778 N.W.2d 1 (2010).

b. Caller’s rights

Caller to seized phone that belongs to third party lacks standing to assert
constitutional violation.

2. Search Of Seized Phone
a. Warrant or warrant exception required

Warrant, or exception, to search warrant requirement required to search
previously seized phone, even incident to arrest, even when phone is in evidence
or stored in jail property room. Riley v. California, 134 S.Ct. 2473, 189 L.Ed.2d 430
(2014), distinguishing contents of cell phone from contents of pants pockets.

b. Staleness

Warrant not stale if there is sufficient basis to believe, based on continuing
pattern or “other good reasons” that items are still on premises. United States v.
Gann, 732 F.2d 714, 722 (1984).

Expertise matters. United States v. Johnson, 865 F. Supp. 2d 702 (D. Md.
2012) (evidence recoverable from computer months or years after deleted); United
States v. Lacy, 119 F.3d 742 (9th Cir. (1997) (computer seized 10 months after
suspect downloaded kiddie porn; warrant valid because affidavit explained that
porn collectors rarely delete).

C. Particularity and overbreadth

Search may be as extensive as reasonably required to locate items listed in
warrant for seizure. United States v. Triplett, 684 F.3d 500 (5th Cir. 2012).
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d. Time of service

Warrant is executed at time law enforcement takes possession of property
authorized by warrant. Examination of seized data after warrant expired
permissible if computer was seized by warrant service before warrant expired.
United States v. Hernandez, 183 F.Supp.2d 468 (D. Puerto Rico 2002) (1.5 month
delay in examination of seized computer data); Wolf v. State, 152 Idaho 64, 266
P.3d 1169 (Ct. App. 2011); People v. Deprospero, 91 A.D.3d 39, 932 N.Y.S.2d 789
(2011), aff'd, 20 N.Y.3d 527, 987 N.E.2d 264 (2013).

Two-step process recommended. First, seize digital data before warrant
expires. Second, search data for evidence authorized by warrant for seizure.
United States v. Beckmann, 786 F.3d 672 (8th Cir.), cert. denied, 136 S. Ct. 270,
193 L. Ed. 2d 136 (2015). See also FRCRP 41(e)(2)(B).

e. Change of focus

As with service of any other warrant, must obtain new warrant to search for
evidence of newly discovered crime, or to expand search beyond that authorized by
existing warrant. United States v. Cary, 172 F.3d 1268 (10th Cir. 1999).

f. Best practice

Draft search warrant to authorize, before warrant expires, seizure of
specified data that could be in a digital device and, at any reasonable time
thereafter, to search data for evidence listed in warrant for seizure. Avoid drafting
warrant to “seize computer” unless computer/device itself is evidence (e.g., stolen).

B. WASHINGTON CONSTITUTION

1. Covert Use To Communicate With Other Suspect
a. Received but not read messages

Police reading incoming messages on seized phone before device owner
can violates sender’s constitutional rights.

b. “Intercepting” (answering) incoming voice calll
Voice calls distinguished from written communications because caller can
knowingly choose whether to continue once caller hears answerer’s voice and
knows it is not the person s/he called. State v. Hinton, 179 Wn.2d 862, 319 P.3d 9
(2014).

LE can answer incoming voice call in undercover capacity, talk with caller.
State v. Gonzales, 78 Wn. App. 976, 900 P.2d 564 (1995), review denied, 128
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Wn.2d 1020 (1996) (officer answered phone while in defendant’s residence. No
legitimate privacy expectation in incoming calls when person answering phone is
legitimately on premises). State v. Brown, 184 Wn. App. 1008 (Div. I, 2014),
unpublished (police answered Deon’s phone, set up buy-busts with callers). Matter
of Pers. Restraint Petition of Forga, 196 Wn. App. 1070, 2016 (Div. Il, 2016),
unpublished (police answering of incoming call lawful, but because search warrant
permitted search of the phone).

C. When police use unlawfully seized phone

Evidence suppressed as to person calling unlawfully seized phone where
police answered call to seized phone, arranged to buy drugs from that person.
State v. Ibarra-Cisneros, 172 Wn.2d 880, 263 P.3d 591, 595 (2011). Prosecutor
waived standing issue, so court only considered whether fact that defendant
appeared at arranged meeting with drugs was adequately attenuated from unlawful
seizure of third person’s phone; it was not.

2. Search Seized Phone
a. Warrant or warrant exception required

Affidavit must establish probable cause to believe evidence will be in the
phone. State v. Samalia, 186 Wn. 2d 262, 375 P.3d 1082 (2016).

Law still under development, so use caution. In addition to complying with
Privacy Act, consider including authority to intercept and respond to incoming
messages in warrant to search phone.

Example language: “... and all incoming text and email messages
(searching officers are authorized to answer incoming text/email
messages and converse with texters/emailers who appear to be
sending messages in regard to [state nature of crime] and document
the messages without revealing their true identity).

b. Particularity and overbreadth
Warrant search authority must be limited to evidence related to specified
crime; generated, accessed, acquired, etc. close in time to events supporting
probable cause for search. State v. Keodara, 191 Wn. App. 305, 364 P.3d 777
(2015), review denied, 185 Wn. 2d 1028, 377 P.3d 718 (2016).
C. Third party standing

Person sending written message to seized phone has third party standing
until intended recipient has opportunity to view the message.
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Warrant to search phone may not be adequate authority (at least as to sender) for
LE to view received but unread messages in seized phone. See Section IX.C.

d. Time of service

Warrant must be served within 10 days of issuance. CrR 2.3. In this
context, a search warrant is served in one of two ways. Either:

e When phone is seized pursuant to warrant; or

e When phone is imaged pursuant to warrant. Applicable if phone is in
police possession at time they obtain warrant.

Once warrant served, search of data not date-restricted by CrR 2.3. Search
may continue until completed. State v. Grenning, 142 Wn. App. 518, 174 P.3d 706
(Div. 2 Jan 08, 2008) (search timely so long as it begins before expiration of
warrant); State v. Kern, 81 Wn. App. 308, 914 P.2d 114 (1996).

e. Abandoned phone

May be searched without warrant. State v. Samalia, 186 Wn.2d 262, 375
P.3d 1082 (2016), citing State v. Zakel, 119 Wn.2d 563, 834 P.2d 1046 (1992).

For lengthy discussion of searching cell phones, see
http://www.justice.gov/criminal/cybercrime/docs/ssmanual2009.pdf, and
http://www.waprosecutors.org/pubs.html

C. WASHINGTON LAW

In some cases, warrant to search seized phone not enough to overcome
Privacy Act rights of person sending message to seized phone.

1. Stored Messages

Written or voice messages received by phone before police seized it.
Messages, whether voice or written, are private communications. But both sender,
recipient consent to recording of message, so Privacy Act, RCW 9.73, protection
extinguished as to stored messages. State v. Townsend, 147 Wn.2d 666, 57 P.3d
255 (2002).

Best Practice: Get device owner’s consent in writing so there can be no
confusion later as to the exact extent of consent.
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Example:

“I consent to police searching my cell phone,
[Describe the phone by physical description and/or phone numberf];
answering any incoming phone calls; reviewing any unopened text
and/or email messages; and responding to them.”

2. Incoming Messages

See Sections IX.C and XVII.

XIX. LOCATING A CELLULAR TELEPHONE

Cell phone can be located using historic and/or real time data. Locating
phone using historic data is evaluated under search warrant analysis. Locating
phone using real-time data is evaluated under pen register, trap and trace, cell site
simulator, and wiretap analysis.

A. GENERAL CONCEPTS

Cell phones accompany users everywhere, almost as permanent
attachments to their bodies. Riley v. California, 134 S. Ct. 2473, 2490, 189 L. Ed.
2d 430 (2014) (“[M]any of the more than 90% of American adults who own a cell
phone keep on their person a digital record of nearly every aspect of their lives,
from the mundane to the intimate.”)

GPS location information can reveal where people go — which doctors,
religious services, and stores they visit. It can also reveal the people and groups
with whom they affiliate, and when they actually do so. United States v. Jones,
132 S. Ct. 945, 181 L. Ed. 2d 911, 925 (2012) (Sotomayor, J., concurring).

No one buys a cell phone to share detailed information about their
whereabouts with police. State v. Earls, 214 N.J. 564, 70 A.3d 630 (2013).

B. TECHNOLOGY
As one court described:

A basic cell phone operates like a scanning radio. Cell
phones use radio waves to communicate between a user's handset
and a telephone network. To connect with the local telephone
network, the Internet, or other wireless networks, cell-phone
providers maintain an extensive network of cell sites, or radio base
stations, in the geographic areas they serve.
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Whenever a cell phone is turned on, it searches for a signal
and automatically registers or identifies itself with the nearest cell
site—the one with the strongest signal. The process is automatic.
Cell phones re-scan every seven seconds, or whenever the signal
strength weakens, even when no calls are made. Cell phones can
be tracked when they are used to make a call, send a text
message, or connect to the Internet—or when they take no action
at all, so long as the phone is turned on. Today, cell-phone
providers can pinpoint the location of a person's cell phone with
increasing accuracy. In some areas, carriers can locate cell-phone
users within buildings, and even within “individual floors and rooms
within buildings.”

The degree of accuracy in tracking a cell phone depends on
the type of mobile device, the type of tracking method, the service
provider, and other factors. We consider two main types of mobile
phone devices: cell phones and smartphones. Smartphones are an
advanced version of basic cell phones that can be used not only to
make calls and send text messages, but also to connect to the
Internet, among other features. Those connections create
countless cell-site records that facilitate tracking.

There are two primary methods to track mobile devices: network-
based (cell-site) and handset-based (GPS). Network-based location
tracking relies on the network of cell sites and antennas described above.
As mobile devices register with a cell site, make a call, or download data,
they “communicate” with a station through radio signal data that is
collected and analyzed at the provider's cell towers. That process enables
carriers to identify “the position of virtually every handset active in the
network at all times.” The information is typically created and stored in a
database. A log is also ordinarily created each time a call is made or data
downloaded.

The accuracy of the location information depends in part on
the size of the “sector’—the area served by the cell tower. That
area can range from miles to meters. As the number of cell towers
or base stations increases, the size of the sector shrinks and
tracking becomes more precise. [...]. In dense urban areas and
environments that use “microcells” — newer, smaller cellular base
stations — a sector’s coverage area can be “quite small indeed.”

Handset-based tracking uses GPS technology to locate cell
users. The GPS system is comprised of “orbiting satellites that
provide navigation data to military and civilian users” throughout the
world. Most modern phones contain GPS receivers, and “the user's
phone calculates its own location” with “GPS satellite receiver
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hardware built in to the handset,” GPS technology works reliably
outdoors, and “can precisely locate something to within about 10
meters of accuracy.”

State v. Earls, 214 N.J. 564, 576-79, 70 A.3d 630, 637-38 (2013)(citations
omitted).

C. COMMON TERMS
1. Geographic Location Of 911 Caller

Cellular service providers required to provide 911 operators with 911 caller’s
phone number and location information. 47 C.F.R. § 20.18; 47 C.F.R. § 64.5105;
18 U.S.C. 8§ 2702(b)(7)(ii); RCW 80.36.555; RCW 80.36.560; RCW 82.14B.020.
Privacy Act not applicable to 911 CSLI.

This information also exempt from the Privacy Act, so long as location
information needed “for purpose of aiding public health or public safety agencies to
respond to calls placed for emergency assistance.” RCW 9.73.070(2)(b).
Exception limited to exact phone/device that was used to contact 911, and applies
only as long as necessary to accomplish statutorily stated purpose for the
exception.

2. Cell Site Data
Includes dialing, routing, addressing, or signaling information.
3. Cell Site Location Information (CSLI)

Cellular telephone location information is known variously as “cell site
location information (CSLI),” “cell site data.”

CSLI identifies the cellular antenna tower(s) and/or global positioning
satellites that a particular cellular device communicates with, together with date and
time of that communication. Cellular devices communicate with multiple antenna
towers and/or satellites at a time. A device’s geolocation is revealed by
triangulation — comparison of the relative times it takes device to send and receive
signals between each of tower/satellite it communicates with at a given time. This
process is repeated as the device is taken from place to place. See State v. Earls,
214 N.J. 564, 70 A.3d 6308 (2013), for more extensive discussion.

Service providers routinely, in the normal course of business, record and
retain customer CSLI.
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4, Cell Site Simulator (CSS)

In most of the country, CSS refers to a law enforcement owned device that
simulates cellular antenna tower, such as a triggerfish, stingray, dirtbox, or similar
mobile device. Used in the vicinity of a cellular phone, by virtue of proximity, a CSS
device receives signals a cell phone sends when it is trying to locate a cellular
antenna. During the time a cell phone is communicating with a cell site simulator, it
is not able to communicate with a service provider’s cellular antenna tower. When
a law-enforcement-owned CSS is in operation in a particular locale, most phones
communicating in the vicinity will communicate with the simulator.

Washington’s use of the term cell site simulator is much broader. It includes
law enforcement request to service provider that it ping the phone to obtain device’s
geolocation.

5. Historic Location Information

Information about events that have occurred; data created and stored prior
to date and time request made or order/warrant signed. Information becomes
"historic" an instant after saved to service provider's computers.

6. Location Identification Service

Private service that has been approved by Washington Utilities and
Transportation Commission may provide location information to approved
requester. RCW 9.73.070(2)(a).

7. “Pinging” A Cell Phone

Ping data is a type of prospective information. Service provider pings a
phone to locate it by purposefully sending an electronic signal to the phone. This
causes the phone to send response signal indicating its longitude and latitude at
that moment.

In Washington, law enforcement request of service provider that it ping
customer’s phone falls within definition of Cell Site Simulator. Cell Site Simulator
Order or qualifying emergency required; or obtained by emergency call center, but
then only as to phone or device used to call 911, and only so long as necessary to
aid response to the reported emergency.

Courts in other jurisdictions variously require trap and trace order, qualifying
emergency, or E911 exception before government can lawfully request phone ping.

8. Prospective Location Information

Information that does not yet exist, about events that have not yet occurred.
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D. FEDERAL CONSTITUTION
1. Prospective Location Information

The majority of courts require Fourth Amendment probable cause showing
to obtain prospective cell phone CSLI. Commonwealth v. Rushing, 71 A.3d 939
(Pa. Super. Ct. 2013); State v. Andrews, 227 Md. App. 350, 134 A.3d 324 (2016)
(no one expects their phone information to be sent directly to police). United States
v. Jones, 132 S. Ct. 945, 181 L. Ed. 2d 911 (2012) reinforced this, saying that
citizens rightfully expect to be free from government tracking as they move about
in public.

A minority of courts conclude that society is not prepared to recognize as
reasonable any privacy expectation in location data, either because a person does
not have any reasonable expectation of privacy in records held by third parties, or
because service provider’s privacy policy nullified the reasonableness of any such
expectation. For a general discussion, See, for example, State v. Subdiaz-Osorio,
357 Wis. 2d 41, 849 N.W.2d 748, cert. denied, 135 S. Ct. 379, 190 L. Ed. 2d 269
(2014).

Where prospective CSLI informs LE that cell phone is within a private place,
such as residence, police warrantless acquisition of CSLI almost certainly violates
Fourth Amendment. See Kyllo v. United States, 533 U.S. 27, 121 S. Ct. 2038, 150
L. Ed. 2d 94 (2001) (sense-enhancing technology used to gather information not
otherwise available from interior of home violates Fourth Amendment). Except in
exigent circumstances. United States v. Caraballo, 831 F.3d 95 (2d Cir. 2016).

2. Historic Location Information

Some courts hold there is no reasonable privacy expectation in records of
historic events held as business records by service providers. See, for example,
Ford v. State, 477 S.W.3d 321 (Tex. Crim. App. 2015) (customer does not own
phone service records, even though they pertain to him); United States v.
Graham, 824 F.3d 421 (4th Cir. 2016), petition for review filed (No. 16-6308,
Sept. 26, 2016); Patrick E. Corbett, The Fourth Amendment and Cell Site Location
Information: What Should We Do While We Wait for the Supremes?, 8 Fed. Cts. L.
Rev. 215 (2015).

Other courts hold that Fourth Amendment (or State Constitution) search and
seizure analysis applies. Commonwealth v. Augustine, 467 Mass. 230, 4 N.E.3d
846 (2014) (Constitution protects customer CSLI data in provider’s records).

The Ninth Circuit has not spoken. See United States v. Anderson, 2016
WL 4191045 (D. Nev. Apr. 27, 2016), report and recommendation adopted, No.
215CR0O0200KJDPAL, 2016 WL 4180965 (D. Nev. Aug. 5, 2016) (acknowledging
split among circuit courts).
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E. WASHINGTON CONSTITUTION
1. Prospective Location Information

Prospective CSLI likely protected from disclosure to law enforcement (LE)
by Article I, 8 7. State v. Gunwall, 106 Wn.2d 54, 69, 720 P.2d 808 (1986) (phone
records held by service provider protected from disclosure on police request).

When CSLI informs LE that cell phone is within a private place, such as
residence, police warrantless acquisition of that information almost certainly violates
Article I, 8 7. See State v. Young, 123 Wn.2d 173, 867 P.2d 593 (1994) (infrared
thermal imaging of a home interior is a search).

2. Historic Information
a. Search warrant required

CSLI held by service provider protected from disclosure to law enforcement
(LE) by statute and Article |, § 7. State v. Gunwall, 106 Wn.2d 54, 720 P.2d 808
(1986) (service provider’s customer has reasonable privacy expectation in his own
account records held by service provider).

Should not extend to person who is not the account subscriber. That person
has no legal right to request or control access to information from provider because
he is not the owner of telephone and has no legitimate privacy expectation in the
records. Commonwealth v. Benson, 2010 PA Super 234, 10 A.3d 1268 (Pa.
Super. Ct. 2010), citing State v. Clay, 145 Wn. App. 1040 (Div. I, 2008),
unpublished. State v. Gail, 713 N.W.2d 851 (Mn. 2006) (phone user who was not
service provider’'s customer and who did not receive or pay the phone bill, had no
privacy expectation in service provider’s records for customer’s account).

A search warrant for historic cell site information satisfies both Washington’s
constitution and the ECPA.

b. Search warrant exception

Exigency, typically community caretaking, supports obtaining historic CSLI
from service provider, so long as necessary to respond to ongoing emergency.
Community caretaking does not involve officers investigating a crime. Rather,
focus is on LE’s responsibilities to the public. In many emergencies there may be
no suggestion of crime, rendering question of probable cause inapplicable. State v.
Swenson, 59 Wn. App. 586, 799 P.2d 1188 (1990).

Claimed emergency must not be pretext for conducting evidentiary search.

Search must be motivated by perceived need to render aid or assistance. To
satisfy emergency exception rule:
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e Searching officer must subjectively believe emergency exists;

e Reasonable person in same circumstances would also believe
emergency exists; and

e There must be some reasonable basis to associate the emergency
with the place searched.

State v. Swenson, 59 Wn. App. 586, 799 P.2d 1188 (1990).

Emergency exception to warrant requirement is applicable only to historic
records. But “time marches on,” and what isn’t history yet will be in just a moment.

See Confessions, Search, Seizure, And Arrest: A Guide For Police Officers
And Prosecutors, May, 2015, Pam B. Loginsky, Staff Attorney, Washington
Association of Prosecuting Attorneys, http://70.89.120.146/wapa/manuals.html.

C. Special inquiry proceeding

Use of Special Inquiry Judge to obtain business records on less than
probable cause satisfies Washington constitution. State v. Reeder, 184 Wn.2d 805,
365 P.3d 1243 (2015).

F. FEDERAL LAW
1. Prospective Information

Police acquisition of CSLI not an interception of oral or aural communication,
so not wiretap under federal law. United States v. Forest, 355 F.3d 942 (6th Cir.
2004), vacated on other grounds, Garner v. United States, 543 U.S. 1100, 125 S.
Ct. 1050, 160 L.Ed.2d 1001 (2005).

But, unsettled whether prospective CSLI falls outside federal pen register,
trap and trace statutes; falls within definition of “tracking device,” 18 U.S.C. 8§
3117(b); or is protected by Fourth Amendment. See Dialing routing, addressing,
and signaling information, 2 Crim. Proc. § 4.7(c) (4d ed. 2016).

Many courts require LE seeking prospective CSLI to make probable cause
showing (higher than federal statutory standard). These courts focus on Fourth
Amendment reasonable privacy expectation likely held by cell phone possessor,
particularly where cell site information locates the phone inside residence or other
private place. Disclosure to service provider does not undermine that person’s
reasonable privacy expectation in disclosed information. See State v. Earls, 214
N.J. 564, 584, 70 A.3d 630, 641 (2013).
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Policy: United States Department of Justice adopted policy follows
conservative line of federal court opinions requiring either pen register trap and
trace order, obtained upon a probable cause standard, or qualifying emergency
under the pen/trap statute before prospective CSLI can lawfully be released to
government. Searching and Seizing Computers and Obtaining Electronic Evidence
in Criminal Investigations,
http://www.justice.gov/criminal/cybercrime/docs/ssmanual2009.pdf.

Exception: Service provider can install pen register or trap and trace without
warrant to protect itself and its customers from hackers, toll fraud, extortionate calls,
harassing calls, etc. 18 U.S.C. § 3121(b).

2. Historic Location Information
a. Private by statute

Service provider data regarding customer phone location is private, and
generally may not be disclosed without an order. 47 U.S.C. § 222 (except CSLI
and subscriber information may be provided to emergency responders when
necessary to aid in response to a qualifying emergency).

Historic CSLI is “information pertaining to a subscriber or customer.” 18
U.S.C. 8§ 2702(a)(3). ltis a “stored communication,” so access is regulated by
Electronic Communications Privacy Act (ECPA -- 18 U.S.C. § 2701, et. seq). Cell
site information distinguished from “content” information. (“Content” means
information concerning the substance, purport, or meaning of that communication.)
18 U.S.C. 88 2702(b) and 2703.

b. Search warrant or 2703(d) order
LE may obtain historic CSLI with search warrant or possibly order issued
pursuant to 18 U.S.C. § 2703(d). The law is unsettled. Several courts have held
that Fourth Amendment requires probable cause showing prior to obtaining historic
CSLlI, thereby rendering an 18 U.S.C. § 2703(d) order unconstitutional, unless the
pleadings contain probable cause showing and findings. See, Patrick E. Corbett,
The Fourth Amendment and Cell Site Location Information: What Should We Do
While We Wait for the Supremes?, 8 Fed. Cts. L. Rev. 215 (2015).
C. State court order
A “2703(d)” order may be issued by a state court judge if:

e State law does not prohibit court from issuing such an order,

e The state court is a “court of competent jurisdiction” as defined by 18
U.S.C. § 2711(3), and 18 U.S.C. § 3127(2)(B) includes a state court
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of general criminal jurisdiction authorized by state law to enter orders
authorizing use of pen register or trap and trace device"); and

e Application for 2703(d) order contains specific and articulable facts
showing reasonable grounds to believe that contents of wire or
electronic communication, or records or other information sought, are
relevant and material to ongoing criminal investigation.

d. Preservation letter

Investigators protect existing data from deletion by sending service provider
a “preservation letter” requiring preservation of existing information pertaining to
particular subscriber or account. 18 U.S.C. § 2703(f). This has no effect on
records not yet made.

e. Notice to subscriber

Subscriber must be notified if disclosed information sought includes
“content.” 18 U.S.C. § 2703(b). Notice can be delayed up to ninety days when
notice would seriously jeopardize the investigation. See 18 U.S.C. § 2705(a).
Notice not required when information obtained pursuant to 2703(d) order does not
include content. 18 U.S.C. § 2703(c).

If notice to subscriber is required, court may order service provider to not
disclose existence of 2703(d) order, when court concludes there is reason to
believe that notice will result in:

e Endangering the life or physical safety of an individual,

e Flight from prosecution;

e Destruction of or tampering with evidence;

e Intimidation of potential withesses, or otherwise seriously jeopardizing an
investigation or unduly delaying a trial.

18 U.S.C. § 2705(b).
G. WASHINGTON LAW
1. Prospective Location Information
Interception of real-time CSLI is “cell site simulator” data. This includes

“pings.” RCW 9.73.260(1)(f) (excluding from cell site simulator only devices used
by provider solely for provider’s purposes).
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a. General rule

Cell Site Simulator Order needed. Detailed requirements for both
application and order. See Section XXI.

b. Exception — 911 calls

Emergency responders lawfully seek prospective CSLI when needed to aid
response to an emergency. Applicable only to cellular numbers that were used to
call/contact 911. RCW 9.73.070(2)(b).

C. Exception — qualifying emergency

Prospective cell site and communications information lawfully disclosed to
LE when "an emergency situation exists that involves immediate danger of death or
serious bodily injury.” Very specific limitations apply to this exception. RCW
9.73.260(6). See Section XXI.H.

Caution: RCW 80.36.570 applies only to information a service provider “has
in its possession” (i.e., historic information) when law enforcement seeks CSLI.
This statute does not alter the Qualifying Emergency analysis. Statute was passed
in 2015 by the same legislature that created “Cell Site Simulator” Order enabling
police to obtain prospective CSLI via court order, or the exceptions discussed here.

d. Exception — service provider operations

Service provider can install pen register or trap and trace without warrant if
done in construction, maintenance, repair, or operations of its services or
equipment. RCW 9.73.070(1); State v. Riley, 121 Wn.2d 22, 846 P.2d 1365 (1993)
(Phone company lawfully used trap and trace in response to hacking activity;
results admissible because Privacy Act not violated by either trap or disclosure to
police).

2. Historic Location Information

General rule — warrant needed. State v. Gunwall, 106 Wn.2d 54, 720 P.2d
808 (1986).

a. Exception — ongoing emergency

Service provider “must provide information in its possession” concerning
current or most recent location of subscriber’s device and call information of device
user “when requested by a law enforcement agency” to enable its response to an
emergency situation involving “risk of death or serious physical harm.” RCW
80.36.570.
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I Detailed requirements

1) Officer requesting historic CSLI must be performing official duties at time of
request. RCW 80.36.570(1)(b).

2) Police agency must verify there is no conflict of interest between a)
responding, investigating, or requesting officer and b) any person seeking to
locate a device or person whose location is sought by request. RCW
80.36.570(1)(b).

3) Requesting officer must reasonably believe request necessary to respond
during “an emergency situation that involves the risk of death or serious
physical harm and requires disclosure without a delay of information relating
to the emergency.” RCW 80.36.570(1)(c). Request may not be made for
any other purpose. RCW 80.36.570(1)(g).

4) Police must concurrently check FBI National Crime Information Center
(NCIC) and other available databases to determine whether either person
seeking to locate device or person whose location is sought has history of
domestic violence or court order restricting contact, and if so, not disclose
CSLI. RCW 80.36.570(1)(d) and (f).

5) Police must determine whether, and if so not provide CSLI to person
seeking to locate device, or person whose location is sought, if either is
participant in RCW 40.24 address confidentiality program. RCW
80.36.570(1)(e) and (f).

b. Exception: Special Inquiry Proceeding

Historic CSLI lawfully obtained via Special Inquiry Proceeding where
subpoena also complies with the federal ECPA requirements (discussed above).
State v. Reeder, 184 Wn. 2d 805, 365 P.3d 1243 (2015).

H. CORRECTLY IDENTIFYING THE SERVICE PROVIDER

1. Cell Phones

Any cell number can be serviced by any service provider regardless of
geographic location. Cell phone owner can change service providers but keep
original phone number. This is called "porting."

Neustar holds the contract to administer the North American Numbering
Plan Administration (NANPA) and the Number Portability Administration Center

(NPAC), the sole source of verification of local number portability. Neustar also
operates LEAP and IVR, both online databases accessible to law enforcement.
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Law enforcement can register for free access to this information, by going to
http://www.npac.com/the-npac/access/law-enforcement-agencies-psaps/ivr-system.

Armed with an NPAC PIN, law enforcement should take the following steps
to ensure correct identification of the Service Provider:

e Call571-434-5781. Enter PIN, follow automated prompts. System will
provide carrier and contact information, or, statement that the number
has or has not been ported.

e If number has not been ported, service provider can be identified by
going to www.nanpa.com. Click on "reports," then "central office codes,"
then "central office code utilized report." Follow prompts, and scroll to
block of numbers containing the cell number you are interested in.

Finally, check internet for recent news that identified service provider has
been purchased by another service provider.

Service provider can also be identified by searching www.fonefinder.net,
then calling identified service provider to verify the website’s provider identification
(fonefinder does not necessarily contain current information, so must be verified).

2. Internet Protocol Addresses

An Internet Protocol (IP) address is conceptually identical to origin and
destination phone numbers and CSLI. To gain access to the internet, an individual
utilizes an Internet Service Provider (ISP). IP addresses of both sender and
recipient(s) are needed for communications over the internet. An IP address,
together with date and time, is unique to every internet communication and can
identify individual users by their account, ISP, and geographic location. Service
providers, in the regular course of business, retain these records, as well as unique
identifiers for electronic devices used to access the internet.

When a particular IP address can simultaneously be used by several users,
the ISP assigns each user device a "port" address. The IP address and port
address session combination is the "socket address” or "socket address pair.” A
socket address, together with date and time, is unique for each communication.

Query the American Registry of Internet Numbers (www.Arin.net) to identify
service provider for particular Internet Protocol (IP) address. ARIN is the regional
internet registry that allocates internet protocol resources for all United States,
Canada, and many Caribbean and North Atlantic Islands. ARIN also responsible
for maintaining up to date registries identifying service providers to whom IP
addresses are allocated.

110


file://///paofsvm04/sys/WP50/MANUAL/www.Arin.net

l. STOLEN CELL PHONES
If cell phone to be located is stolen, it can be located.
1. Owner-Initiated Location Of Stolen Cell Phone

Person possessing stolen phone can be located via customer-initiated
efforts to locate his/her own phone, using a pre-installed application. Law
enforcement use of this customer installed tool should not violate thief/possessor’'s
constitutional rights. See Section XIV, bait car discussion, by analogy.

2. Police-Initiated Location Of Stolen Cell Phone

Thief does not have a Katz-like reasonable privacy expectation in data
police cause to be sent from stolen property in thief's possession. People v.
Barnes, 216 Cal.App.4™ 1508, 157 Cal. Rptr. 3d 853 (2013). Fourth Amendment
does not protect defendant from warrantless search of property he stole
because, regardless whether he expects to maintain privacy in the contents of
stolen property, such expectation is not one society is prepared to accept as
reasonable. United States v. Caymen, 404 F.3d 1196 (9th Cir. 2005). The
principle enjoys wide acceptance. State v. Jackson, 42 So0.3d 368 (La.2010);
State v. Soukharith, 253 Neb. 310, 570 N.W.2d 344, 356 (1997); United States v.
Tropiano, 50 F.3d 157 (2nd Cir. 1995), and decisions cited; United States v.
Bailey, 628 F.2d 938 (6th Cir. 1980); United States v. Soto, 779 F. Supp. 2d 208
(D. Mass. 2011).

No case law yet regarding application of Washington State’s constitution.
J. USE AT TRIAL
1. CSLI Is Business Record

Almost universally admitted into evidence. United States v. Hill, 818 F.3d
289 (7th Cir., 2016).

2. Frye Hearing Not Needed

In brief, the “Frye Test” requires offered evidence to be based on principles
generally accepted in the relevant scientific community that are capable of
producing reliable results. State v. Copeland, 130 Wn. 2d 244, 922 P.2d 1304
(1996), citing Frye v. United States, 293 F. 1013 (D.C.Cir.1923). Test in other
jurisdictions is similar, but called the “Daubert Test.” Daubert v. Merrell Dow
Pharm., Inc., 509 U.S. 579, 113 S.Ct. 2786, 125 L.Ed.2d 469 (1993).

Principles of cellular telephone technology have reached a “scientific state of
verifiable certainty,” sufficiently established in prior cases. United States v. Jones,
918 F. Supp. 2d 1 (D.D.C. 2013), and numerous cases citing Jones. See also
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People v. Fountain, 62 N.E.3d 1107, reh'g denied (2016); Pullin v. State, 272 Ga.
747,534 S.E.2d 69, 71 (2000) (service provider location data reliable and based on
sound scientific theory).

Evidence not involving new (novel) methods of proof or new scientific
principles not subject to examination under Frye and does not require Frye hearing.
State v. Baity, 140 Wn.2d 1, 10, 991 P.2d 1151 (1991) (citing State v. Ortiz, 190
Wn.2d 294, 831 P.2d 1060 (1992)); State v. Phillips, 123 Wn.App. 761, 766-67, 98
P.3d 838 (2004)(citing, inter alia, State v. Hayden, 90 Wn. App. 100, 104, 950 P.2d
1024 (1998)); State v. Vermillion, 112 Wn. App. 844, 862, 51 P.3d 188, 198 (2002)
(Frye hearing not required before evidence of confidential tracking device admitted
that involved transmission and reception of radio signals).

If the methodology is accepted in scientific community, concerns about
possibility of error or mistakes in the offered evidence can be argued to factfinder.
State v. Russell, 125 Wn.2d 24, 41, 882 P.2d 747, 761 (1994).

3. Evidence Should Clearly Indicate Limitations

Court cautioned against admitting CSLI evidence without clearly indicating
the level of precision, or imprecision, of the proffered location information. United
States v. Hill, 818 F.3d 289 (7th Cir., 2016).

4. Law Enforcement Can Be Expert Witness

But testimony should point out well-known advantages, drawbacks, and
limitations of cell-site analysis. United States v. Hill, 818 F.3d 289 (7th Cir., 2016).
See also People v. Garlinger, 247 Cal. App. 4th 1185, 203 Cal. Rptr. 3d 171 (2016),
reh'g denied (June 21, 2016), review denied (Aug. 31, 2016); United States v.
Machado-Erazo, 950 F. Supp. 2d 49 (D.D.C. 2013).

5. Service Provider Expert

Some courts require testimony from service provider employee, if evidence
offered is interpretation of cell site records as applied to physical location of a
phone at any particular point in time. For example, multiple factors influence cell
tower a phone will use, which will not necessarily be geographically closest tower.
Specialized knowledge needed to decipher data with accuracy. That person is
typically service provider employee. State v. Patton, 419 S.W.3d 125 (Mo. Ct. App.
2013), reh'g and/or transfer denied (2013 and 2014);State v. Fleming, 286 P.3d 239
(Kan. Ct. App. 2012), unpublished, and cases cited therein; United States v. Banks,
93 F. Supp. 3d 1237 (D. Kan. 2015); Payne & Bond v. State, 211 Md. App. 220, 65
A.3d 154, reconsideration denied (June 3, 2013), cert. granted sub nom. State v.
Payne, 434 Md. 311, 75 A.3d 317 (2013) (police officer's lay testimony regarding
details of cellular telephone tower operations, usage, signals, and position was
reversible error).
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6. Expert Not Always Needed
a. Testimony based on provider’s records

Lay witness can testify to location of cell towers, distance between towers,
subscriber information, cell-tower usage, and detailed call information where no
opinion offered and testimony based on information contained in service provider
business records. Malone v. State, 73 So. 3d 1197 (Miss. Ct. App. 2011).

b. CSLI plotted on a map

Detective properly testified about map on which he had plotted locations of
cell towers (addresses provided by service providers) defendant’s cell phone had
used while traveling from crime scene. State v. Hubbard, 188 Wn. App. 1025
(2015), unpublished ; United States v. Feliciano, 300 F. App'x 795 (11th Cir. 2008),
and cases citing Feliciano (no error where detective testified to location of cell tower
that defendant’s phone used at a particular time; detective did not offer expert
opinion).

C. Cell tower address

Geolocation, map, address of cell towers provided by service provider
should be admissible without testimony, as a business record.

See Section XXVI regarding admitting computer generated records into
evidence.
XX. PAGERS - DIGITAL AND VOICE
A. FEDERAL CONSTITUTION AND LAW
1. Stored Data
Obtaining stored pages is not an interception, but it is a search; Fourth
Amendment principles apply. United States v. Reyes, 922 F. Supp. 818 (S.D.N.Y.
1996).
2. Interception
“Interception” in federal law means to acquire data while it is “in flight”
between its origination and ending points. Intercepting duplicate messages via

clone pager is an interception, so requires wiretap order. Adams v. City of Battle
Creek, 250 F.3d 980 (6th Cir. 2001), rehearing denied.
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B. WASHINGTON CONSTITUTION AND LAW
1. Stored Data

Warrant or warrant exception required to search data stored in seized pager.
See State v. Hinton, 179 Wn.2d 862, 319 P.3d 9 (2014).

2. Interception

Subject to Privacy Act, RCW 9.73. See State v. Roden, 179 Wn. 2d 893,
321 P.3d 1183 (2014); State v. Faford, 128 Wn.2d 476, 910 P.2d 447 (1996),
reconsideration denied.

3. Seized Pager - Incoming Messages

Leaving pager on to see new pages as they come in:

e Not a search.
e Not a violation of RCW 9.73.

State v. Wojtyna, 70 Wn. App. 689, 855 P.2d 315 (1993), review denied, 123
Wn.2d 1007 (1994). No reasonable privacy expectation and no interception.
Police use of ruse to respond to message OK.

Caution: This analysis rejected when the only different fact was that
incoming message was text rather than page. State v. Roden, 179 Wn.2d 893,
321 P.3d 1183 (2014).

XXI.  PEN REGISTER, TRAP AND TRACE, CELL SITE SIMULATOR

Pen register and/or trap and trace order required to follow conversations and
communications to and from their origination points, in real time, as they occur.
Does not apply to conversations or communications that occurred at some time in
the past. Pen/trap order will not reveal the substantive content of any
communications. Except for qualifying emergencies, discussed below, this order
must be obtained before use of a pen register or trap and trace.

A cell site simulator order is required to obtain real time geolocation data for
a particular phone or other digital device. Except for qualifying emergencies,
discussed below, this order must be obtained before use of a simulator.

A. COMMON TERMS

Note: Washington Statutory definitions of these terms differ from federal
(and many states) definitions of these terms.
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1. Cell Site Location Information

Cell phone location information (CSLI) is generated when a cellular device
communicates with a service provider's antenna tower. CSLI is composed of
device longitude and latitude, together with an error rate, which can range from a
few feet to hundreds of yards. See Section XIX.B and C and State v. Earls, 214
N.J. 564, 70 A.3d 630 (2013), for detailed explanation.

Many federal and state courts hold that law enforcement effort to locate a
cellular device is either a pen register and/or a trap and trace. Washington uses
the term “Cell Site Simulator” when referring to police efforts to locate a cellular
device in real time. See discussion on locating a cellular device in Section XIX.

Law enforcement use of CSLI to locate a person is a recognized legitimate
use of CSLI. Riley v. California, 134 S. Ct. 2473, 189 L. Ed. 2d 430 (2014),
observing that most people keep their phones within reach at virtually all times.

2. Cell Site Simulator (Federal Law)

Traditional cell site simulator involves use of technological equipment taken
into the field, usually by law enforcement, to simulate a cellular antenna, thereby
causing all cell phones in the vicinity to communicate with the simulated cellular
antenna rather than a service provider’s cellular tower. In Washington, this
equipment is also encompassed within the statutory term “cell site simulator.” This
field equipment has been variously identified, including as a “triggerfish,” “stingray,”
“dirtbox,” etc.

3. Cell Site Simulator (Washington Statute)

In Washington, CSS includes both traditional cell site simulator and
information obtained when government asks a service provider to actively signal a
particular device to determine its geolocation (this is commonly called a ping).
RCW 9.73.260(1)(f). Use of a simulator for this purpose is discussed at length in
Section XIX.

Government specifically prohibited from using a cell site simulator to collect
or use electronic data or metadata regarding a particular person unless:

e That person has given “informed consent”;

e The court has issued a search warrant (or order)* for the information;
or

e An exception to the warrant requirement applies. RCW 9.73.270.
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*The legislature used the terms “warrant” and “order” interchangeably in the
bill that created the Cell Site Simulator “Order.” Laws of Washington, 2015, c. 222.

4. Email

Messages transmitted between email addresses by an electronic
communication service provider; every email address is unique. Providers
automatically create and retain records of email communication, including the
associated Internet Protocol (IP) addresses, connection times and dates, electronic
mail header information, and other data regarding the communication. IP
addresses are associated with geographic locations. Email sending and receiving
signals, without content, can be obtained via pen register and/or trap and trace
order, or qualifying emergency exception.

Geolocation of the sender or recipient is identified using the email’s IP
address combined with date and time the address was used. This data available
with cell site simulator order, or qualifying emergency exception.

5. Historic Data

Historic records of communications that occurred before law enforcement
seeks to obtain the information. Search warrant analysis applies. See Section XV.

6. Pen Register (Washington Statute)

When attached to a particular phone line or IP address, a pen register
captures and records, in real time:

e The date and time a telephone call is initiated, an email is sent, or an
internet connection or communication begins;

e Numbers, addresses, routing, symbols, signals, signs, or other
impulses dialed or sent; and

e The date and time the communication ends.
Captures all numbers dialed, not just the numbers necessary to initiate a
contact. Example: captures bank account or credit card numbers dialed into a

phone after the call has connected with the dialed business.

Statutory definition excludes device used by service provider for billing,
recording incident to billing, cost accounting, etc.
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7. Ping

For the purpose of this Manual, pinging involves a cellular service provider
locating the phone in real time by purposefully sending an electronic signal to the
phone. This causes the phone to respond, essentially with a “here | am, over here”
wave of the metaphorical hand.

In Washington, a law enforcement request to service provider that it ping a
customer’s phone falls within the definition of Cell Site Simulator. Lawfully obtained
via Cell Site Simulator Order, qualifying emergency exception, or by an emergency
call center, but then only as to the phone or device that was used to call 911, and
only so long as necessary to aid response to the reported emergency.

Courts in some jurisdictions consider pinging a phone to include acquisition
of prospective information. Those courts variously require a trap and trace order,
qualifying emergency, or 911 exception before government can lawfully ping a
phone.

8. Real Time Data

Data or information pertaining to a communication, collected in real time, as
the communication is actually occurring (pen, trap, and/or simulator law applies).

9. Social Networking Webpage

Website through which users can post items and communicate with others.
User typically must have login and user ID. To access a social networking
webpage, the user must use an IP address associated with a digital device that is
connected to the internet. Service Providers routinely retain records of their
assignment of an IP address, combined with a particular date and time of the IP
address assignment and use from a particular geographic location. Law
enforcement can obtain this information in real time with a cell site simulator order.

10.  Trap And Trace Device (Washington Statute)

Captures data and records in real time, such as numbers, addressing;
routing; symbols; signals; signs; or other impulses dialed or sent from the number
or address to which the trap and trace is applied; the date; time; duration of the
communication; and should identify the service carrier. RCW 9.73.260(1)(e).

Usually a software program executed by service provider to capture, then
provide the data to law enforcement. Reports can be received in nearly real time.
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B. LAWFUL USES

Although service providers and police often have other ways of dealing with
the typical threatening or harassing telephone calls, a trap and trace device and/or
cell site simulator can be employed to identify and locate the suspect.

1. Crime Required

Law enforcement can use pen, trap, and cell site simulators to obtain
“evidence of the crime, contraband, fruits of crime, things criminally possessed,
weapons, or other things by means of which a crime has been or reasonably
appears about to be committed.” RCW 9.73.260(4).

2. Purposes
¢ |dentify potential suspects or witnesses.
e Show telephone or internet links among co-conspirators.
e |dentify a computer hacker and to build a case.
e Provide important investigative leads.
C. FEDERAL CONSTITUTION
1. Traditional Pen Register, Trap And Trace

Not a "search" within meaning of Fourth Amendment (when used strictly for
pen register or trap and trace functions). Smith v. Maryland, 442 U.S. 735, 99 S.
Ct. 2577, 61 L.Ed.2d 220 (1979) (pen register case).

2. Pen Register, Trap And Trace As Tracking Device.

Several federal courts have concluded that government use of a pen register
and trap and trace on a cellular phone, with the purpose of locating that device, in
effect turns the phone into a tracking device, which is unconstitutional without a
probable cause showing and finding. (Unlike in Washington, federal pen register
and trap and trace law does not require a probable cause showing or judicial
finding.) See In the matter of the application of the United States of America for an
order directing a provider of electronic communications service to disclose records
to the government, 534 F. Supp. 2d 585 (W.D. PA. 2008); In Matter of Application
for an Order Authorizing the Installation and use of a Pen Register and Directing
the Disclosure of Telecommunications Records for Cellular Phone assigned the
Number Sealed, 439 F. Supp. 2d 456 (D. Md. 2006).
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3. Subscriber Information.

Under federal law, unlike Washington, customer identifying subscriber
records held by a telephone company are not private, so not entitled to
constitutional protection. For this reason, some courts approve using a pen
register and/or trap and trace order on less than probable cause showing to learn
the identity of persons communicating with a suspect or others. See, for
example, United States v. Fregoso, 60 F.3d 1314 (8" Cir. 1995).

D. WASHINGTON CONSTITUTION

Use of pen register is an invasion of “private affairs,” therefore governed by
Washington Const. art. |, 8 7. See State v. Gunwall, 106 Wn.2d 54, 720 P.2d 808
(1986).

The court did not decide whether a non-consensual trap and trace involves
“private affairs” and is therefore also be subject to Const. art. I, 8§ 7.

Washington’s use of the term “cell site simulator” did not exist at the time
Gunwall was decided.

E. FEDERAL LAW
1. General Rule
Unlawful to use pen register or trap and trace device without court order or
statutory exception. Statute sets minimum requirements for lawful use; only
“minimal” showing required for court order:
e |dentity of government attorney making the application.

e |dentity of law enforcement agency conducting the investigation.

e Statement under oath that information likely to be obtained is relevant
to an ongoing criminal investigation being conducted by the agency.

18 U.S.C. 8§ 3121-3127.
Federal definitions of "pen register" and "trap and trace" are broader than
this state's definitions in some important ways, and codify pre-9/11 federal case law
interpreting the old federal definitions.

2. Emergencies

Disclosure of customer location information permitted when to emergency
responders to enable them to respond in an emergency. 47 U.S.C. § 222(d)(4).
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3. Not A Wiretap

Not regulated by Title Ill. United States v. New York Telephone Co., 434
U.S. 159, 98 S. Ct. 364, 54 L.Ed.2d 376 (1977) (pen registers). Real time tracing or
email, sent or received, is a pen register or trap and trace, not a wiretap.

F. WASHINGTON LAW
1. General Rule

Use of pen register, trap and trace device, or cell site simulator (including
requesting provider to “ping” cell phone) prohibited except in compliance with RCW
9.73.260 and .270. Detailed requirements for application and order, or emergency.

The Washington version of pen register and trap and trace refer to the pre-
9/11 version of the federal statutes, which defined pen register and trap and trace
more narrowly than do the current federal statutes. Because the Washington
statute does not address the broader federal concept of pen register trap and trace,
there is arguably a group of pen register trap and trace investigative techniques that
are both lawful under federal law and not regulated by Washington law.

2. Exceptions To General Rule
a. Emergencies

Applicable to phone used to dial 911 and qualifying emergencies. See
Section XXI.H.

b. Citizen initiated call trace

RCW 9.73.070(2)(a) authorizes citizens to initiate call traces from their
telephones (though not all telephones have this service).

Commonly referred to as *57 (star fifty-seven). To use *57, break the
connection with caller; obtain a dial tone; dial *57; follow the directions. Must dial
*57 before making or receiving another call. Provider can provide caller data to law
enforcement with a search warrant, or warrant exception.

C. Citizen initiated device locate
If stolen cell phone has owner-installed application, the owner can remotely

trigger the phone to report its geographic location. See Section XIX.I for detailed
discussion.
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G. COURT ORDER REQUIREMENTS
RCW 9.73.260(4) and (5) require court orders to satisfy the following
elements:
1. Superior Court Only
2. Application, Required Contents
a. Under oath by a law enforcement officer
See RCW 9A.72.085 for oath format.
b. Identify officer and officer's agency

C. Relevance to crime

Statement plus a showing that information likely to be obtained is relevant to
an ongoing criminal investigation being conducted by the agency.

d. Showing of probable cause
That use will lead to “obtaining evidence of a crime, contraband, fruits of
crime, things criminally possessed, weapons, or other things by means of which a
crime has been committed or reasonably appears about to be committed, or
learning the location of a person who is unlawfully restrained, reasonably believed
to be a witness in a criminal investigation, or for whose arrest there is probable
cause.”
3. Order, Required Contents
a. Name offense being investigated
Order must identify the crime being investigated.

b. Relevance finding

Finding that information likely to be obtained is relevant to an ongoing
criminal investigation.

C. Probable cause finding

Finding of probable cause that use of this tool will lead to obtaining evidence
or location of person.
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d. Suspect/Customer identity
State identity of customers and suspect, if known.
e. Device ID number and location
State number and physical location of telephone or computer, if known.
f. Geographic limits of trace
The service provider needs to know how far you want them to trace a
communication. The further away from the source, the more expensive the trace.
For example: "From any location within the United States" or "without respect to
geographic limitations" are very broad. Depending on your case, narrower
geographic limits could include a particular phone exchange, city, area code or
code(s), or state(s).

g. Service provider must install forthwith

If requested in application, court may require “forthwith” installation and
provision of information by service provider.

h. Direct service provider to assist
If requested in application, court may require service provider to install a trap
and trace and provide information, but only requires the service provider to provide
access and assistance for pen registers. RCW 9.73.260(5).
I Cannot exceed sixty days
Maximum length of pen, trace and/or simulator order limited to 60 days.

J- Secrecy

Order must be filed under seal, and service provider may be directed not to
disclose order or investigation to any person. See secrecy discussion below.

4, Simulator, Additional Order Requirements
When a Cell Site Simulator Order is sought, whether independently of or in
conjunction with pen trap and/or trap and trace orders, the order must include the

following, in addition to all the requirements listed above. RCW 9.73.260(4)(a)(ii)
and (b)(ii).
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a. Device identifying number

Order must state the telephone number or other unique subscriber account
number associated with the device to which the cell site simulator is to be applied.

b. Device physical location

If known, order must state the physical location of the device to which the
simulator is to be applied.

C. Device type

Order must state the device type and communications protocols used by the
device to which the simulator is to be applied. If these are unknown at time order is
issued, this fact should be stated.

d. Geographic area covered by the simulator device

Order must describe the geographic area that will be covered by the cell site
simulator device. The geographic area will be determined by the combination of
the geophysical location of the simulator device, plus the range of signals sent to
and from the device. The order should account for mobility of the simulator device.

This is different than the geographic area of a trap and trace, which merely
indicates to the service provider the maximum distance for which they must trace
incoming signals.

e. Metadata, data, information collected

Order must identify “all categories of metadata, data, or information to be
collected by the cell site simulator device from the targeted device including, but not
limited to, call records and geolocation information.”

f. Incidental data collection

Order must state whether cell site simulator device will “incidentally collect
metadata, data, or information from any parties or devices not specified in the court
order, and if so, what categories of information or metadata will be collected.”

g. Service disruptions
Order must identify “any disruptions to access or use of a communications

or internet access network that may be created by use of the [cell site simulator]
device.”
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5. Extension Orders
Authorized only under extraordinary circumstances:

e First extension with a showing that probability of success is higher
than under the original application;

e Additional extensions only with a showing of "high probability” that
information sought is "much more likely to be obtained" and "there
are extraordinary circumstances such as direct and immediate
danger of death or serious bodily injury to a law enforcement officer."

Best Practice: The order should double as a search warrant, finding
probable cause and directing the service provider to provide subscriber and
geolocation information for telephone numbers or internet users identified by the
pen register, trap and trace, or cell site simulator.

6. Secrecy
a. Filed under seal

The order (and logically the application) “shall” be sealed unless or until
otherwise ordered by the court. RCW 9.73.260(4). See also 18 U.S.C. § 3123.

b. Best practice
I Language

Given recent case law on sealing of court records, the cautious prosecutor
will also include language explaining the need for sealing, and will have the court
enter a similar finding. Consider including in both the application and the order, if
relevant, a showing and findings regarding how suspect knowledge of the
investigation and the investigative tool being used would be a substantial threat to
the investigation, such as law enforcement’s ability to conduct covert operations,
locate and interview witnesses, locate physical evidence, threats to law
enforcement or informant’s life or safety. Consider including language in the order
indicating that the court has considered and rejected less restrictive actions as not
viable.

. Consider inserting an un-sealing date in order
C. Order prohibiting disclosure
The service provider “shall” be directed “not to disclose the existence of the

pen register, trap and trace, or cell site simulator order or the existence of the
investigation to the subscriber or any other person, unless or until otherwise
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ordered by the court.” RCW 9.73.260(4). (18 U.S.C. 8§ 2705(b) also authorizes the
court to issue this order.)

Service providers now routinely notify their customers when they receive a
disclosure order from government, unless explicitly told not to.

7. Service Provider Must Be Reasonably Compensated
RCW 9.73.260(5).
8. Judges Annual Report
Filed with the Administrative Office of the Courts at end of calendar year.
Required for Pen Register, Trap and Trace Orders (and One-Party Consent
Orders) but not for Cell Site Simulator Orders. The legislature did not add cell site
simulators to the annual reporting requirements when it created this tool. RCW
9.73.120(2).
H. EMERGENCY EXCEPTIONS
1. Phone Used To Call 911
Calls to 911 excluded from Privacy Act requirements for pen, trap, simulator
when data collected “for purposes of aiding public health or public safety agencies
to respond to calls placed for emergency assistance.” RCW 9.73.070(2)(b).
a. Limited to phone used to dial 911

b. Limited to enabling emergency response

Normal Privacy Act rules apply once the need for an emergency response
has dissipated. See also RCW 82.14B.030(3).

2. Qualifying Emergency - Imminent Risk Death, Serious Injury
RCW 9.73.260(6)(a) authorizes installation and use of pen registers, trap
and trace devices, and cell site simulators in qualifying emergencies, with the
following restrictions:

a. Death or serious bodily injury

“[Aln emergency situation exists that involves immediate danger of death or
serious bodily injury to any person.” RCW 9.73.260(6)(a).
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b. Situation requires immediate response
Situation “requires the installation and use of pen register, trap and trace
device, or cell site simulator device before an order authorizing such installation and
use can, with due diligence, be obtained.” RCW 9.73.260(6)(a).
C. Grounds exist for court order
“[T]here are grounds upon which an order could be entered under this
chapter to authorize such installation and use.” RCW 9.73.260(6)(a). (If there is no
crime, then there are no grounds.)

d. Emergency must involve a crime

Court may only issue pen, trap or simulator order upon probable cause to
believe will be used in responding to or investigating crime. RCW 9.73.260(3).

e. Insufficient time to prepare order
Under emergency circumstances as they exist at the time, law enforcement
must respond quickly, and there is not time, using due diligence, to prepare and
obtain a court order.
f. Joint determination by police and prosecutor
Prosecutor and police must reasonably agree, before pen, trap, or simulator
use commences, that qualifying emergency exists, and that if there were time to
craft an application, a judge could legally issue a requested order.
g. Time limited — 48 hours
Must stop using device when:
e Have obtained information needed;
e Judge denies application; or

e Emergency is resolved; or

e 48 hours has passed (if no judicial order issued), whichever is
sooner.

h. Nunc Pro Tunc order required

Must obtain court order authorizing the action taken after the fact, within 48
hours, regardless of weekends or holidays, and regardless whether law
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enforcement seeks to continue using a pen, trap, or simulator. RCW
9.73.260(6)(a).

Failure to obtain this order renders all information obtained via pen, trap, or
simulator inadmissible “in any legal proceeding.” RCW 9.73.260(6)(a).

I Notice to AOC required

Police must file monthly report with AOC regarding emergency use of pen,
trap, simulator. RCW 9.73.260 (6)(b). Report must state:

number of emergency authorizations made;

date and time of each;

whether nunc pro tunc order was sought; and

whether the order was granted.

J- RCW 80.36.570 not applicable

RCW 80.36.570 applies only to information a service provider “has in its
possession” when law enforcement seeks CSLI. This statute does not alter the
Qualifying Emergency analysis.

K. Violation consequences

Knowing violation of emergency provisions is a gross misdemeanor. RCW
9.73.260(6)(a).

3. Community Caretaking Alternative
Not strictly a pen register, trap and trace, or cell site simulator exception,
because this exception is only available for obtaining historic information. See
Section XIX.E for detailed discussion.
l. BEST PRACTICES
1. Talk To The Service Provider Before Obtaining The Order
What equipment will they provide? Any specific language they want in the
order? Do they see any functional issues with your proposed approach? How
does frequency of reporting affect cost? How does size of geographic area

covered by a trace affect cost? Be prepared to tell the service provider who to bill
for their service, and to give them a contact name for billing purposes.
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2. Correctly Identify Provider Before Obtaining Order
See Section XIX.H.
3. Emergencies And Service Provider

Washington's emergency exception contains elements not contained in
federal law, or the laws of most states. Service providers do not know Washington
laws, and will respond to any emergency declaration that satisfies federal law. This
situation requires extra vigilance and training on our part to ensure that our Statute
is satisfied.

4, Application Provides Facts To Support Findings

Though the statute does not specifically list correlating requirements for the
application, investigator should include in the application facts that support the
statutorily required findings.

5. Application, Order Double As Search Warrant

Application should contain facts supporting a court’s probable cause finding
and order directing service provider to divulge subscriber information and historic
calling and geolocation information for target number.

6. Reporting Frequency Language In Order

"Reasonable intervals during regular business hours" is the usual, standard
language. "On a 24-hour basis" should be used only if there is an emergency or
other special circumstance.

7. Account Or Equipment Changes, Special Features

Application should note the possibility for account or equipment change after
order issued, or special features such as call forwarding, three-way calling. Court’s
order should cover these. For example, ask that court direct service provider to
disclose all related information and draft the order to apply to any account or
equipment changes that are directly traceable to the account identified in the order.

8. Subscriber Information
Order should also direct service provider to provide complete subscriber
information for the target number or address, and subscriber identity information on

telephones or internet accounts identified by the trap and trace. Application should
contain a probable cause based justification for this part of the order.
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9. Historic Information

If historic subscriber and call detail records are desired, order should direct
service provider to provide them. "Two billing cycles prior to the date of this order"
is the standard request. Application should contain a probable cause based
justification, and probable cause findings, supporting this part of the order.

10. Extensions Of Order

Some service providers charge extra if they don’t receive an extension order
until after the prior order has expired and the equipment has already been
removed.

11. Location Information

If police want to locate the device on which the pen register, trap and trace
and/or cell site simulator is installed, the order should direct service provider to
provide real time cell site location information. Application should contain a
probable cause based justification for this part of the order.

Many service providers refuse to provide location information unless the
order states that it is issued pursuant to specific federal laws. Order should state it
is issued pursuant to 18 U.S.C. 88 3122 and 3123, 18 U.S.C. 8§88 2703, 2705, and
2711, and 47 U.S.C. § 1002.

12.  Annual Reports

County prosecutor should establish a system to facilitate easy and accurate
annual reporting by judges.

13.  Caution Regarding Service Providers

Washington's emergency exception contains elements not contained in
federal law, or the laws of most states. Service providers do not know Washington
laws, and will respond to any emergency declaration that satisfies federal law. For
example, federal law permits emergency cell phone location when phone
possessor is threatening suicide. Washington law does not, because suicide is not
a crime here. In this situation, specifically ask service provider to provide only
historic location information for the phone.

This situation requires extra vigilance and training on our part to ensure that
our statute is satisfied.
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J. FEDERALLY OBTAINED PEN/TRAP EVIDENCE AT TRIAL
1. Pen Register

Federal pen register probably intercepts a “private communication
transmitted by telephone,” as that term is used in RCW 9.73.030. See State v.
Gunwall, 106 Wn.2d 54, 720 P.2d 808 (1986) (strong dicta). As such, evidence
derived from federally obtained pen registers within Washington State borders may
be used to support a Washington search warrant, but will not likely be admissible in
a Washington state court unless the pen register application complied with RCW
9.73. See Section llI.G, H, and I.

2. Trap And Trace

Privacy Act general rule prohibits interception or recording of
‘communication.” Defined in computer hacking as “the act of imparting or
transmitting facts or information.” State v. Riley, 121 Wn. 2d 22, 846 P.2d 1365
(1993). Trap and trace evidence admissible where service provider used it to
identify hacker's phone number because trap and trace did not communicate the
number. Service provider use of trap and trace also lawful because permitted by
statute to perform operations necessary to the protection and use of their
equipment. RCW 9.73.070. See also State v. Wojtyna, 70 Wn. App. 689, 855 P.2d
315 (1993) (acknowledging and expanding upon Riley analysis); State v. Clark, 129
Whn. 2d 211, 916 P.2d 384 (1996) (reaffirming Riley).

XXIl. SEALING INVESTIGATIVE WARRANTS/ORDERS
A. DURING INVESTIGATION
1. Constitutional

During a criminal investigation (uncharged case), neither federal nor state
constitutional provisions (First Amendment, Article I, 8§ 10) provide for a public right
of access to search warrants issued. Seattle Times v. Eberharter, 105 Wn.2d 144,
713 P.2d 710 (1986) (distinguishing State v. Ishikawa, 97 Wn.2d 30, 640 P.2d 716
(1982)). See also In re Detention of Reyes, 176 Wn. App. 821, 315 P.3d 532
(2013). Courts have common law authority to seal search warrants and related
records during investigative phase of criminal action, when the required Eberharter
showing (below) is made.

2. Basis: Interests Of Effective Law Enforcement
Motion for sealing order must show that sealing would be in the interest of
effective law enforcement; to protect ongoing investigation; for safety of police and

informants, etc. “Premature disclosure of search warrant materials can do more
than just inconvenience the police. It could ... compromise the ... investigation.”
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Seattle Times v. Eberharter, 105 Wn.2d 144, 713 P.2d 710 (1986) (State sought
sealing to allow police to accurately and efficiently analyze new information based
on evidence obtained so far, sift representations of purported witnesses, and
evaluate which facts are incidental and which vital).

Sealing also approved to deprive suspects the advantage of being
forewarned about the investigation, and help in identifying false confessors and
screening out false leads. Openness should not be achieved at the expense of
compromised investigative integrity, particularly where issuance of a warrant by an
independent, disinterested magistrate secures constitutional safeguards against
unreasonable search and seizure. In re Essex Search Warrants, 2012 VT 92, 60
A.3d 707 (Vt. 2012), citing Seattle Times Co. v. Eberharter, 105 Wn.2d 144, 713
P.2d 710 (1986).

3. Other Pleadings Filed During Investigative Phase

The reasoning of Eberharter applies equally to other orders issued during a
criminal investigation, such as orders issued pursuant to the Privacy Act.

4, Required Showing
Eberharter established (at 147) ground rules for sealing warrant documents:

The court must find that “a substantial threat exists to the interests of
effective law enforcement or individual privacy and safety.”

This part of the test is similar to public disclosure exemptions:

e “Specific investigative records compiled by law enforcement ..., the
nondisclosure of which is essential to effective law enforcement or for
the protection of any person’s right to privacy (RCW 42.56.240(1));
and

e Information identifying victims or witnesses of crime “if disclosure
would endanger any person’s life, physical safety, or property” (RCW
42.56.240(2)).

If such a threat exists, court must determine whether these interests can be
protected by deletion of the harmful material rather than sealing the file. A judge
who considers relevant factors and potential alternatives will not be overturned
absent abuse of discretion.

5. What Is Sealed

Affidavit, Warrant, and Inventory can be sealed. Beuhler v. Small, 115 Wn.
App. 914, 64 P.3d 78, 81 (2003).
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Courts must publicly file (1) transcript of in camera proceeding, if any, (2)
sealing order, and (3) written findings of fact and conclusions of law supporting the
sealing order. Seattle Times v. Eberharter, 105 Wn.2d 144, 713 P.2d 710 (1986).

6. GR 15 Probably Not Applicable

No case has yet considered whether GR 15 (discussed in detail below) is
applicable during investigative phase of unfiled criminal matter. The rule and rule
commentary contain no indication that application of GR 15 to investigative matters
was contemplated. Wash. St. Reg. 05-13-019 (June 2, 2005). GR 15 does not
refer to Eberharter, which does clearly pertain to sealing clerk’s records during a
criminal investigation. GR 15 does not define its use of the term “case,” and
appears to only contemplate permanent sealing or redaction of court records.

B. FILED CASES
1. Washington Constitution

“Justice in all cases shall be administered openly.” Const. Art. |, § 10. This
guarantees public and press a right of access to judicial proceedings and court
documents. Dreiling v. Jain, 151 Wn.2d 900, 93 P.3d 861 (2004). See also Inre
Marriage of Treseler and Treadwell, 145 Wn. App. 278, 187 P.3d 773 (2008). But
access is limited to “case records.” See Beuhler v. Small, 115 Wn. App. 914, 64
P.3d 78 (2003).

a. Public access not absolute

Lawful to limit public access to protect other significant and fundamental
rights. But limitation must be carefully considered and specifically justified. State v.
Sublett, 176 Wn.2d 58, 292 P.3d 715 (2012); State v. Waldon, 148 Wn. App. 952,
202 P.3d 325 (2009), quoting Dreiling v. Jain, 151 Wn.2d 900, 93 P.3d 861 (2004).

b. Experience and logic test

Whether some aspect of the court’s work is subject to public trial
requirement depends on whether that work has historically been open to press or
public, or whether public access would play a significant role in the process. State
v. Sublett, 176 Wn.2d 58, 292 P.3d 715 (2012) (no violation when juror question
concerning instructions handled in chambers because such matters not
historically open to press and public); State v. Sykes, 182 Wn.2d 168, 339 P.3d
972 (2014) (drug court staffings not presumptively open proceedings, in part
because not historically open to public access).
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2. Required Showing

Burden is on moving party to show need as specifically as possible without
endangering those interests. State v. Ishikawa, 97 Wn.2d 30, 640 P.2d 716 (1982).
In this criminal case, newspapers sought to open a hearing the trial court had
closed upon defendant’s request. Established basic rule and test for sealing, when
the sealed document or proceeding occurs in the context of a court proceeding.
The test was reiterated in State v. Bone-Club, 128 Wn.2d 254, 906 2d 325 (1995),
and is now collectively referred to as the “Bone-Club factors.”

a. Compelling interest
If closure and/or sealing is sought to further any right or interest besides the
defendant's right to a fair trial, a serious and imminent threat to some other
important interest must be shown.
b. Least restrictive means
Requested sealing must be least restrictive method available that will protect
the threatened interests. If endangered interests do not include defendant's Sixth
Amendment rights, that burden rests with the proponents.
C. Balancing
Court weighs competing interests of defendant and public, considers
alternative methods suggested, articulates these considerations in its findings
(which should be specific, not conclusory).
d. Narrow

Order must be no broader in its application or duration than necessary to
serve its purpose.

e. Opportunity to object
Anyone present must be given the opportunity to object.
f. Appellate review

Appellate review is De Novo. In re Det. of Reyes, 184 Wn. 2d 340, 358 P.3d
394 (2015); State v. Parvin, 184 Wn.2d 741, 364 P.3d 94 (2015).
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3. GR 15
Provides in relevant part:

e For a criminal “case,” court must hold a hearing, with notice to parties
and victim (if ascertainable) and pre- or post-conviction supervision
authority. GR 15(c)(1).

e Written findings must justify the specific sealing or redaction by
identified compelling privacy or safety concerns that outweigh public
interest in access to the court record. GR 15(c)(2).

e Findings must balance public safety concerns against public interest.
The rule suggests several such findings, including: “(A) The sealing
or redaction is permitted by statute; ... (E) The redaction includes
only restricted personal identifiers contained in the court record; or (F)
Another identified compelling circumstance exists that requires the
sealing or redaction.” GR 15(c)(2).

e A court record shall not be sealed if redaction will adequately protect
the identified interests. GR 15(c)(3).

The rule also sets further specific procedures to be followed if sealing or
redaction is ordered. GR 15(c)(5) and (6).

4, Harmonizing Ishikawa/Bone-Club and GR15

When sealing proponent meets one or more of the [GR 15] listed criteria,
court can comply with Ishikawa by analyzing whether the identified compelling
concern also poses a serious and imminent threat. The remainder of the Ishikawa
factors are then applied. State v. Waldon, 148 Wn. App. 952, 202 P.3d 325 (2009);
See also, State v. Parvin, 184 Wn. 2d 741, 364 P.3d 94 (2015).

5. Motion To Unseal

In filed cases, burden is on proponent of continued sealing to establish that
continued sealing is appropriate. Reviewing court revisits the Ishikawa/Bone-Club
factors, and GR 15(e)(2). State v. Richardson, 177 Wn. 2d 351, 302 P.3d 156
(2013). GR 15(e)(2) provides: “A sealed court record in a criminal case shall be
ordered unsealed only upon proof of compelling circumstances, unless otherwise
provided by statute, and only upon motion and written notice to the persons entitled
to notice under subsection (c)(1)....” There are a few exceptions. See the rule for
details.
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XXIIl. SPYWARE AND STOLEN DIGITAL DEVICES®

This area of the law is still under development. Legal results may vary,
depending on the role of the party moving to suppress evidence: device owner,
device possessor, thief, sender of message, etc.

A. TECHNOLOGY

Spyware comes in many forms. In broad categories, spyware can be used
to observe computer and smart phone activity as it occurs within a digital device, or
as it occurs across the internet. A device owner can contract with a service
provider to, on request, locate the device, collect data from within the device, and
monitor internet activity via software the owner has installed on his/her device.
Here are some examples:

1. "Phone Home"

When a computer is turned on and connected to the internet, this software
causes the computer to send a signal to its owner or his agent regarding its use,
geolocation, and, if applicable, IP address.

2. Remote Access Tool (RAT)

Allows the computer's owner or his agent to remotely view everything
occurring on the computer's monitor, look into stored files, create, or alter files.

3. Keystroke Logger

Captures every keystroke (but not mouse activity), and stores that
information in a file within the computer. After saving, the software can direct the
computer to send the keystroke file to the true owner or his agent.

4. Master File Table Scanner

Scans the master file table (automatically created by Microsoft's Windows
program), searching for all files created, modified, or accessed after a specified
date and time. Creates a document listing these files, and can send that document
to the computer's owner or his agent.

® This section covers the legality of digital tools commonly available to help a person locate his or her
digital device. This section is not intended to address crimes a person may be committing if using
these tools to hack into someone else’s digital device. Law enforcement efforts to locate a digital
device are discussed at Section XX.
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5. Registry File Scanner

Scans for specific "keys," which are created by Microsoft software, and
reports back to the computer's owner or his agent.

B. FEDERAL CONSTITUTION
No Fourth Amendment violation if no government action.

No Fourth Amendment violation because, regardless of whether thief
expects to maintain privacy in the contents of the stolen property, such an
expectation is not one that “society is prepared to accept as reasonable.” United
States v. Caymen, 404 F.3d 1196, 1200 (9th Cir. 2005); see also United States v.
Wong, 334 F.3d 831 (9" Cir. 2003).

C. WASHINGTON CONSTITUTION
No Article I, 8 7 violation if spyware is used by device owner or agent.

Law unresolved when police directly or indirectly encourage spyware service
provider to locate stolen device or look within stolen device. First question will be
whether police made the service provider their agent for search warrant analysis.
Will depend on facts in each case regarding interactions between law enforcement
and the service provider.

Second question will be whether defendant had standing (or automatic
standing) to assert a reasonable privacy expectation in use or contents of the stolen
device.

Third question will likely be, to what extent the court finds applicable its
analysis in State v. Hinton, 179 Wn. 2d 862, 319 P.3d 9 (2014) (sender of message
to another person’s phone can assert a violation of his/her Article |, § 7 rights).

For lengthier discussions of Standing and Automatic Standing, See Sections
IX.C, and XIV.C. See also Confessions, Search, Seizure, And Arrest: A Guide For
Police Officers And Prosecutors, May, 2015, Pam B. Loginsky, Staff Attorney,
Washington Association of Prosecuting Attorneys,
http://70.89.120.146/wapa/manuals.html.

D. FEDERAL LAW

1. 18 U.S.C. § 2510(4)

In most cases, spyware does not intercept internet communications because
any communication is captured before it leaves its origination point or after it arrives
at its destination, and is not captured while communication is moving across the
internet from point A to point B. See 18 U.S.C. § 2510(4) and discussion of the
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term "intercept” in Searching and Seizing Computers and Obtaining Electronic
Evidence in Criminal Investigations,
http://www.justice.gov/criminal/cybercrime/docs/ssmanual2009.pdf

2. Stored Electronic Communications

The Electronic Communications Privacy Act only regulates access to
communications stored by providers of Electronic Communication or Remote
Storage services. The spyware discussed here typically does not access
communications stored by a provider.

E. WASHINGTON LAW

1. No Direct Case Law

Analysis will be highly fact dependent and turn upon the court's parsing of
the Privacy Act’s general rule, RCW 9.73.030(1).

Privacy Act prohibits interception of private communications, regardless
whether the interceptor is law enforcement. A private citizen, or a service provider
paid to locate its customer’s stolen property, could potentially violate the Privacy
Act. State v. Novick, 196 Wn. App. 513, 384 P.3d 252 (2016) (Novick’s conviction
for eight counts of violating the Privacy Act affirmed where he remotely accessed
victim’s phone, each time sending it a command to record victim’s conversation).

2. Indirect Case Law

Third Party Standing granted to persons sending messages to a phone
police have seized, and receiving message from officer pretending to be device
owner. State v. Roden, 179 Wn. 2d 893, 321 P.3d 1183 (2014). See Section IX.C
and XVIII.B for extensive discussion. Unknown whether or how courts will apply
this case to Privacy Act analysis of communications to and from a stolen phone or
computer. Does person using stolen computer have a Privacy Act reasonable
privacy expectation regarding either a private business’s or law enforcement’s
reading of his/her communications via that stolen device? Will it matter whether the
communication is a computer-generated signal, such as a “handshake” with a
cellular tower or the internet, or a user-created message (text, email, social
networking, etc.)?

3. Use Caution
Washington courts have resisted arguments that the introduction of new

technology automatically defeats a traditional privacy expectation. See State v.
Faford, 128 Wn.2d 476, 910 P.2d 447 (1996), reconsideration denied.
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XXIV. THERMAL IMAGING
A. TECHNOLOGY

Thermal imaging is used to send infrared signals into the place at which it is
aimed, and returns a representation of relative temperatures, depicted as particular
shapes and locations within the target structure.

B. FEDERAL CONSTITUTION

Use of thermal imaging to measure heat emanating from residence is a
search violating Fourth Amendment unless done with search warrant or warrant
exception. Kyllo v. United States, 533 U.S. 27, 40, 121 S. Ct. 2038, 150 L. Ed. 2d
94 (2001) (“[T]he Fourth Amendment draws a firm line at the entrance to the house.
That line, we think, must be not only firm but also bright.” Rejecting all distinctions
between off-the-wall emanations and through-the wall observation).

C. WASHINGTON CONSTITUTION

Thermal imaging, or thermal surveillance of residence, is a search when its
use provides police with information about activities inside a residence that they
otherwise could not know without search warrant or other legal means of physical
entry. A search warrant can render use of this technology lawful. State v. Young,
123 Wn.2d 173, 867 P.2d 593 (1994).

D. FEDERAL LAW

No statutory guidance for law enforcement use.

E. WASHINGTON LAW

No statutory guidance for law enforcement use.

Use of thermal imaging equipment by game hunters is prohibited. RCW
77.15.450.
XXV. TRACKING DEVICES

A. TECHNOLOGY

e Transmitter attached to an object; used in conjunction with a direction

finding receiver or receivers to allow tracking and geolocation of the
object; or
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e Device using a global positioning system (GPS) in conjunction with a
receiver to geolocate and track an object.

e OnStar: A proprietary system to track customer’s vehicles with their
consent; activated when the car moves. OnStar will not provide
vehicle owner with locator information if customer is not with the car.
OnStar will give police a vehicle location if police state the car was
reported stolen and provide an investigative case number. OnStar
keeps historical information about a vehicle’s whereabouts.

e EarthTrak Vehicle Tracking Systems: Markets to companies for
tracking fleet vehicles. Works similar to Onstar.

e LoJack: Installed by vehicle owner; transmits radio signal from car
which is “read” by a receiver. Activated when vehicle owner makes
stolen vehicle report. Sends geolocation data directly to police.

B. FEDERAL CONSTITUTION
1. Trespass Or Expectation Of Privacy

Whether tracker installation and monitoring constitutes a Fourth Amendment
search rests upon trespass and reasonable expectation of privacy analysis.

Affixing tracking device to a vehicle, even to its exterior, is Fourth
Amendment search, because government has “physically occupied private property
for the purpose of obtaining information.” Warrant required. United States v.
Jones, 132 S. Ct. 945, 949, 181 L.Ed.2d 911 (2012).

Warrant required under Fourth Amendment when monitoring installed
tracker after it has been removed from public view. United States v. Karo, 468
U.S. 705, 104 S. Ct. 3296, 82 L.Ed.2d 530 (1984).

A law requiring recidivist sex offenders to wear tracking devices for the
duration of their lives implicates the Fourth Amendment because the device
provides government with information “by physically intruding on a subject’s
body,” which is a constitutionally protected area. Grady v. North Carolina, 135 S.
Ct. 1368, 191 L. Ed. 2d 459 (U.S. 2015).

2. Installation

Law enforcement “may break and enter to execute a search warrant where
such entry is the only means by which the warrant effectively may be executed,”
even if the order does not explicitly authorize the entry. See United States v.
Webster, 750 F.2d 307 (5th Cir. 1984), cert. denied, 471 U.S. 1106 (1985)
(emphasis added), citing Dalia v. United States, 441 U.S. 238, 99 S. Ct. 1682, 60
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L.Ed.2d 177 (1979) (approving covert entry to execute surveillance order).
However, the safer course is to obtain specific authority to enter private property to
install, maintain, and remove equipment.

3. Monitoring

Police monitoring of LoJack signal does not implicate Fourth Amendment.
People v. Cortorreal, 181 Misc. 2d 314, 695 N.Y.S.2d 244 (Sup. Ct. 1999).

Customer initiated tracking of stolen car, reported by LoJack to police does
not violate Fourth Amendment. (No search initiated by police.) See People v.
Cortorreal, 695 N.Y.S.2d 244, 247 (1999).

Order issued on probable cause directing OnStar to provide vehicle location
to police satisfies Fourth Amendment. United States v. Coleman, 2008 WL
495323, 3 (E.D. Mich. 2008), unpublished.

Caution: These cases decided before US Supreme Court concluded that
police use of tracking device on a car constitutes a search.

4. Delaying Notice And Inventory

Delayed notice of search warrant service is constitutionally valid where
police make a showing of reasonable necessity for delay. United States v. Villegas,
899 F.2d 1324 (2nd Cir. 1990); United States v. Scully, 108 F. Supp. 3d 59
(E.D.N.Y. 2015) (notice is rule based, not constitutionally based, so failure to
provide proper notice does not violate Fourth Amendment, or automatically result in
suppression).

Court considers whether failure of or delayed notice prejudiced defendant,
and whether the failure was deliberate disregard for notice requirement. United
States v. Donovan, 429 U.S. 413 (1977); State v. Sveum, 328 Wis. 2d 369, 787
N.W.2d 317 (2010); United States v. Freitas, 800 F.2d 1451 (9th Cir. 1986),
remanded and reissued, 856 F.2d 1425 (1988) (indefinite failure to serve Inventory
“casts doubt upon its constitutional adequacy,” resulting in evidence suppression);
United States v. Johns, 948 F.2d 599 (9th Cir. 1991), cert. denied, 505 U.S. 1226,
112 S. Ct. 3046, 120 L.Ed.2d 913 (1992). See also United States v. Christopher,
2009 WL 903764 (D. Virgin Islands, 2009), unpublished, discussing several cases
approving reasonable delay and/or extensions; opining that the court should find
reasonable cause to believe that providing immediate notice may have an adverse
result on the investigation.

5. Standing And Stolen Vehicles

One post-Jones court stated that there is “no bright-line rule that a person
operating or occupying a stolen motor vehicle did not have a reasonable privacy
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expectation, regardless of the person’s knowledge of the vehicle’s status.” State v.
Taylor, 440 N.J. Super. 515, 114 A.3d 1010 (App. Div. 2015).

Courts consider the two-part Fourth Amendment inquiry: 1) did defendant
manifest a subjective privacy expectation in the stolen car; 2) is that an expectation
that society is willing to recognize as reasonable. This is a fact-intensive inquiry.
State v. Taylor, 440 N.J. Super. 515, 114 A.3d 1010 (App. Div. 2015) (but New
Jersey does not require defendant to prove a subjective privacy expectation, only
that the expectation is reasonable).

C. WASHINGTON CONSTITUTION
1. Installation
a. Vehicles

Search warrant needed to install GPS tracking device into vehicle
(connecting it to the car’s battery) that was previously seized pursuant to search
warrant. State v. Jackson, 150 Wn.2d 251, 76 P.3d 217 (2003) (intrusion into
private affairs made possible by GPS surveillance is “quite extensive”).

b. Other objects

No Washington law. Warrant clearly needed if installation requires police to
enter private property, including packages.

2. Monitoring
a. Vehicle

Monitoring tracker to reveal a person’s public travels intrudes upon his/her
private affairs. State v. Jackson, 150 Wn.2d 251, 76 P.3d 217 (2003) (A GPS
tracker case). Jackson heavy relied on State v. Campbell, 206 Or. 157, 759 P.2d
1040 (1988), involving transmitter device installed to vehicle’s exterior.

Commenting on Jackson, the State Supreme Court noted in 2009: "In our
decision we looked beyond the act of installing the device and considered instead
the information imparted by the device, the potential for abuse, and the surreptitious
nature of the tracking." State v. Harrington, 167 Wn.2d 656, 670, 222 P.3d 92,

98 (2009).

I A single search
Continuous monitoring of tracking device not separate searches requiring

separate warrants, rather was reasonable continuation of original search. State v.
Sveum, 328 Wis.2d 369 (Wis. 2010) (warrant approving 35-day surveillance).
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i. Stolen vehicles
Jackson focuses on protecting the person and suspect under surveillance,
rather than the vehicle being tracked. But, to what extent does that person have a
reasonable expectation in the stolen vehicle? No Washington case law on point.
Use Caution and see Section XIV.
b. Other objects
No Washington law.
3. Standing And Stolen Vehicles
After conducting Fourth Amendment two-part test, discussed above,
Washington courts will likely also consider the automatic standing rule, if applicable
(i.e., if defendant is charged with crime involving possession of stolen vehicle as an
element). See Sections IX.C and XIV.C.
D. FEDERAL LAW

Federal Rules Of Criminal Procedure, Rule 41 provides specific
requirements for issuance of warrant to install and use a tracking device.

1. Issuance
Tracking-device warrant must identify the person or property to be tracked,
designate the magistrate judge to whom it must be returned, and specify a
reasonable length of time the device may be used, not to exceed 45 days from
warrant issuance date. Extensions up to 45 days available on good cause
showing. FRCRP 41(e)(2)(c). Per this rule, warrant must command the officer to:

e Complete installation authorized by warrant within a specified time, no
longer than 10 calendar days;

e Perform authorized installation during daytime, unless judge expressly
authorizes installation at another time; and

e Return warrant to the judge designated in warrant.
2. Execution And Return
FRCRP 41(f)(2) requires the executing officer to:

¢ Note date and time of installation and the period during which tracker
was used;
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e Submit a return to issuing judge within 10 calendar days after use of
tracking device has ended; and

e Serve the person who was tracked or whose property was tracked
within 10 calendar days after use of tracking device has ended.

3. Delayed Notice
“Any notice required” may be delayed if authorized by FRCRP 41(f)(3).
Must give notice within reasonable period; can be extended on good cause.
US v. Freitas, 800 F.2d 1451 (9th, 1986) (up to 7 days except on strong showing of
necessity); United States v. Simons, 206 F.3d 392 (4th 2000) (45 days OK).
4. Not Applicable To State Warrants
FRCP Rule 41 may serve as guidance for Washington Courts, but does not
apply when federal authorities are not involved in applying for or executing the
warrant. United States v. Williams, 977 F.2d 866 (4th Cir. 1992); United States v.
Fredericks, 273 F. Supp. 2d 1032 (D.N.D. 2003).
5. Other States
Permitted length varies, typically between 45 and 90 days.
Report to court or Inventory focus on both suspect and possessor of vehicle.
E. WASHINGTON LAW
1. No Statute; Privacy Act Does Not Apply

Because electronic signals from a tracking device do not involve
“‘communication.” State v. Jackson, 150 Wn.2d 251, 76 P.3d 217 (2003)(FN 1).

2. Authority To Issue Tracking Device Warrant
State v. Jackson, 150 Wn.2d 251, 76 P.3d 217 (2003), implicitly approved
the court’s authority to issue tracking device warrants. Washington’s CrR 2.3
establishes authority and procedure for court issuance and management of search
warrants. Virtually identical (differences appear immaterial to this discussion) to
FRCP 41, the authority relied on by federal courts. See also RCW 10.79.020.
3. Consent And Stolen Vehicles

See Section XIV Dealing With “Bait Cars.”
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If monitoring is initiated by citizen, rather than by police or police agent, then
any “search” cannot violate Fourth Amendment or Article |, § 7. No warrant needed
for police to use citizen-collected information.

If police initiate the surveillance, recall that Jackson’s focus is on protecting the
person and suspect under surveillance, rather than the vehicle being tracked.

4. Cellular Telephone Used As A Tracking Device

Cell Site Simulator Order needed. See Section XXI.

F.

TRACKER AFFIDAVIT, WARRANT CONTENT

1. Affidavit

Fourth Amendment particularity requirement satisfied with the following
affidavit content, in addition to standard probable cause showing:

Describes object into/onto which tracking device is to be placed;
Describes circumstances that led investigators to want to use tracker;

Shows probable cause to believe that use of tracker will lead to evidence
of the specified crime (nexus);

Assertion that criminals return to the crime scene fails to
establish required nexus. State v. Jackson, 150 Wn.2d 251,
76 P.3d 217 (2003).

Requests authority to monitor tracking device for specified length of time.
State v. Jackson, 150 Wn.2d 251, 76 P.3d 217 (2003); United States v.
Karo, 468 U.S. 705, 104 S. Ct. 3296, 82 L.Ed.2d 530 (1984).

2. Warrant

Should contain, in addition to standard language:

Install within 10 days of warrant issuance. (CrR 2.3, requires warrant
service within 10 days of issuance);

Definite time limit for monitoring the tracking device. (No Washington law
establishes time limit for monitoring tracking device. Two subsequent
10-day periods approved in State v. Jackson, 150 Wn.2d 251, 76 P.3d
217 (2003) (90 days approved, but not tested in United States v.
Webster, 750 F.2d 307 (5th Cir. 1984));
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e Authority to install;
e Authority to monitor; and
e Authority to maintain, change batteries, remove equipment.
3. Return With Inventory
No case law in Washington.
a. CrR 2.3
Officer taking property under a warrant shall “promptly” give to the person
from whom or from whose premises the property is taken a copy of the warrant and
receipt inventorying the property taken... . CrR 2.3. Violation of CrR 2.3 is
ministerial, and suppression does not follow as a matter of course. Defendant must
first show prejudice. State v. Ettenhofer, 119 Wn. App. 300, 79 P.3d 478 (2003).
But see State v. Linder, 190 Wn. App. 638, 360 P.3d 906 (2015) (analyzing and
distinguishing seven other Washington cases that reached the same conclusion as
Ettenhofer, and suppressing evidence where officer completed an unwitnessed
inventory, in violation of the rule).
b. Best practice
A good return would state:

e Date tracking device was installed and duration of use;

e |f applicable, the dates on which surreptitious entry was made onto
private property; and

e That no property was taken.

Consider, if applicable, serving the warrant and inventory on the person
whose property was tracked, as well as on the suspect.

G. CONSIDER SEALING AFFIDAVIT, WARRANT, INVENTORY

See Section XXII.

145



H. USE AT TRIAL
1. Frye Hearing Not Needed

At least not for the tracking system used in bank robberies. Reason:
tracking system does not involve novel scientific theory. Rather, it employs
common technology involving transmission and reception of radio signals plus
objective observation of information received from the device. State v. Vermillion,
112 Wn. App. 844, 51 P.3d 188 (2002). See also Still v. State, 917 So.2d 250 (FI.
2005). See Section XIX.J for discussion of Frye Test.

2. Best Evidence Rule, ER 1001

Unless the officer witnessed travels recorded by GPS tracking device, it may
be prejudicial error to admit the officer's testimony about the tracking record without
also offering a printout of the recorded GPS data. See United States v. Bennett,
363 F.3d 947 (9th Cir. 2004).

3. Authentication Of Tracking Device Data

Tracking data authenticated where prosecution presented evidence:
detailing how the system worked; how long it had been in common use; regarding
the frequency of calibration and testing; and that the nature of the signal is such
that police will not accidentally track a signal broadcast by something else. State v.
Vermillion, 112 Wn. App. 844, 51 P.3d 188 (2002).

Tracker device results adequately authenticated where case detective
testified he had been trained to use GPS tracking device; explained generally that it
communicates with orbiting satellites and uses information they transmit to
determine its location; has proven itself to provide reliable results; and detective
had tested the device by putting it on his own car and comparing his actual location
with the location reported by the device, even though detective could not explain
exactly how the device worked. State v. Danney, 153 Idaho 405, 283 P.3d 722
(2012), reh'g dismissed, (Apr. 23, 2012).

GPS records from devices installed and used by trucking company properly
admitted as business records. State v. Sukin, 140 Wn. App. 1005 (Div. IIl, 2007),
review denied.

See also Section XXVIII on authenticating digital evidence.

XXVI. TRIAL — ADMISSION OF COMPUTER RECORDS

Ultimately it all boils down to the same question: Is the record what it
purports to be? See 5C Karl B. Tegland, Washington Practice: Evidence Law and
Practice § 901.22 (6th ed. 2016).
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Most business records are stored in computers. As such, some attorneys
and judges may consider those records “electronic evidence” needing special
treatment. Do not get confused. Digital business records are just business records
stored in computers. The same analysis applies to all business records. Handled
properly from the outset, court should admit these records without requiring record
custodian to testify.

Computer generated phone company records normally admissible under
business records exception to hearsay rule. See, for example, Rezaie v. State, 259
S.W.3d 811 (Tex. App. 2007); State v. Reynolds, 456 S.W.3d 101 (Mo. Ct. App.
2015).

A. NO CONFRONTATION RIGHT VIOLATION

ER 803, business records exception, does not violate defendant’s right to
confrontation. State v. lverson, 126 Wn. App. 329, 108 P.3d 799 (2005), citing
State v. Monson, 113 Wn.2d 833, 784 P.2d 485 (1989) (discussing State v.
Kreck, 86 Wn.2d 112, 542 P.2d 782 (1975)).

Cell site location information admissible as business record; does not violate
confrontation clause. United States v. Banks, 93 F. Supp. 3d 1237, 1248 (D. Kan.
2015); In re: Application of the United States of America For Historical Cell Site
Data, 724 F.3d 600 (5th Cir. 2013) (provider collects and stores information for its
own purposes, to monitor or optimize service, accurately bill customers, etc.).

B. AUTHENTICATION BY CERTIFICATE

Record Custodian’s Certificate must satisfy RCW 10.96.030.

Certification authenticates records that were found and are being offered at
trial. Certificate itself not hearsay because nontestimonial. State v. Lee, 159 Wn.
App. 795, 247 P.3d 470 (2011).

In contrast — certification that records not found after diligent search violates
constitutional right of confrontation. State v. Jasper, 158 Wn. App. 518, 245 P.3d
228 (2010), aff'd, 174 Wn.2d 96, 271 P.3d 876 (2012).

C. WHEN RECORD CUSTODIAN NOT NEEDED

e Business record is accompanied by qualifying certification, affidavit,
or declaration. RCW 10.96.030(2) (detailed content requirements);

and

e Opposing counsel has been provided with written notice of your intent
to rely on this law. RCW 10.96.030(3).
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See also, 5C Wash. Prac., Evidence Law and Practice § 803.41 (6th ed., 2016).

Opposing counsel has right to demand the witness's appearance. Showing
required. RCW 10.96.030(3) and (4).

D. FRYE HEARING NOT NEEDED, PHONE LOCATION

Frye hearing not required because use of service provider records to locate
phone has been sufficiently established in prior cases. United States v. Jones, 918
F. Supp. 2d 1 (D.D.C. 2013), and numerous cases citing Jones. Principles of
cellular telephone technology have reached a “scientific state of verifiable certainty.”
See also Pullin v. State, 272 Ga. 747, 534 S.E.2d 69 (2000) (service provider data
revealing location of phone calls was based on sound scientific theory; analysis of
the data can produce reliable results. Court heard testimony from six experts and
reviewed prior case law).

E. MIXED EVIDENCE, HEARSAY AND NON-HEARSAY

Distinguish between computer generated records and user inputted content-
records.

A computer receives commands and data and stores them. Printout from
computer with little or no human involvement not a statement of the computer;
computer is not a person, so computer cannot be declarant. See 5C Karl B.
Tegland, Washington Practice: Evidence Law and Practice § 803.42 (5th ed.
2013).

Computer printout is merely reflection of what is stored therein. Log files,
date/time stamps, IP address stamps on sent and received email correspondence,
and other computer-generated data associated with data input are not hearsay.
State v. Hibberd, 133 Wn. App. 1019 (Div. Il, 2006), unpublished. Similarly,
digital data associated with an email’s movement across the internet are not
hearsay.

Social media evidence is good example of mixed evidence. Hearsay mixed
into business records remains hearsay. See United States v. Browne, 834 F.3d
403 (3d Cir. 2016) for lengthy discussion of authenticating evidence from
subscriber's Facebook page.

1. Business Records Portion
The portion of the records the business creates and relies on in the course

of operating its business. Examples include IP addresses, log-in dates, times,
locations, session times, any billing records, and the like.
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Analyze and admit these as you would any other business record. See
discussion above.

2. Non-Business Records Portion

The portion of records not relied on by the provider to operate its business
are almost certainly not business records, but instead may contain hearsay.

These can still be authenticated and admitted if not offered for truth of matter
asserted. The proponent must only demonstrate a “reasonable likelihood” that a
computer printout is authentic. State v. Bell, 2009-Ohio-2335 (Ohio Ct. App. May
18, 2009). Examples:

e Evidence that electronic communication originates from email or social
networking website bearing purported author's name is not sufficient
alone to authenticate it. Commonwealth v. Purdy, 459 Mass. 442, 945
N.E.2d 372 (2011).

e Evidence of the password requirement for posting and deleting
content; consistency of the content; personal photographs; other
details tending together to identify and show owner-management of the
page is sufficient foundation. People v. Valdez, 201 Cal. App. 4th 1429
(2011).

e See also Parker v. State, 85 A.3d 682 (Del. 2014) (lengthy discussion
of authenticating Social Media web pages such as Facebook).

F. REFERENCE MATERIAL

For additional guidance regarding admission of computer or digital evidence,
See Chapter 5 of DOJ’s Searching and Seizing Computers and Obtaining
Electronic Evidence In Criminal Investigations,
http://www.justice.gov/criminal/cybercrime/docs/ssmanual2009.pdf.

See also Prosecutor’s Encyclopedia, a members’ only website run by the
New York Prosecutors Training Institute, Inc. https:/pe.nypti.org/wiki/What is_PE.

Example articles include:

e “Authenticating Social Media Evidence”

e “Electronic Evidence — Getting it Admitted and Using it Effectively”
You can also find foundational questions, such as

https://pe.nypti.org/wiki/File%3ACell.expert.predicate.questions.final.doc
and transcripts of witness testimony for all sorts of digital evidence.
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XXVII. TRIAL: ADMISSION OF ELECTRONIC COMMUNICATIONS

Electronic communications include email, chat, text, messaging, social
networking, etc.

A. EMAIL

Circumstantial evidence is often the key to establishing authorship and
authenticity of a computer record.

“By way of illustration only, the following [is an example] of authentication
or identification conforming with the [foundational] requirements of this rule: ....
Electronic Mail (Email): Testimony by a person with knowledge that (i) the Email
purports to be authored or created by the particular sender or the sender's agent;
(if) the Email purports to be sent from an Email address associated with the
particular sender or the sender's agent; and (iii) the appearance, contents,
substance, internal patterns, or other distinctive characteristics of the Email,
taken in conjunction with the circumstances, are sufficient to support a finding
that the Email in question is what the proponent claims.” ER 901(10).

For good discussion of authentication for emalil, see United States v.
Siddiqui, 235 F.3d 1318 (11th Cir. 2000).

Common ways to authenticate Email include:

e Header information showing originating internet protocol address that
is associated through other evidence with the alleged writer/sender.

e Chain of custody following route of the message, coupled with
testimony that alleged sender had primary access to the computer
where message originated.

e Emalil content refers to a matter that only the writer would have
known.

e Recipient used the reply with history function to respond to the email;
new message may include the sender’s original message.

e After receipt of email, sender took action consistent with the email
content.

e Other emails from same person using same address, combined with
any of the above.
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B. TEXT MESSAGES

Burden on party offering to make prima facie showing that would allow
reasonable juror to find in favor of authenticity. Court may rely on hearsay and lay
opinions to decide whether burden is satisfied. State v. Young, 192 Wn.App. 850,
369 P.3d 205 (2016); see also State v. Francis, 455 S.W.3d 56 (Mo. Ct. App.),
reh'g and/or transfer denied ( 2014) (citing to multiple cases across several
jurisdictions that considered authentication requirements for text messages).

Examples of approved authentication evidence for Text Messages:

e Police obtained text messages from victim’s cell phone; they bore the
same number defendant used when he called and spoke with victim;
and content was consistent with other statements of defendant. State
v. Bradford, 175 Wn. App. 912, 308 P.3d 736 (2013).

e Witness with personal knowledge message came from defendant
testified, and contents indicated they were from defendant. State v.
Young, 192 Wn.App. 850, 369 P.3d 205 (2016).

C. SOCIAL MEDIA

Social media evidence is often a mix of business records and non-business
records, which could be hearsay. For detailed discussion regarding admitting
mixed digital evidence, see Section XXVI.E.

For excellent discussions of foundational requirements for admitting social
media evidence, see State v. Gibson, 2015 WL 1962850 (Ohio-1679, 2015),
unpublished, and State v. Inkton, 60 N.E.3d 616, 2016-Ohio-693 (2016).

The possibility that another person accessed and used an account goes to
the weight, not the admissibility, of the evidence.

Examples of approved authentication evidence for social media evidence:

e Person who captured screenshot of social networking page testified that
screenshot is an accurate representation of what he encountered upon
visiting the website.

e Testimony of person with personal knowledge regarding the social
networking page and the identity of its owner.

e Data in User Profile, including email address, phone number,

photograph, date of birth and other biographical data, matches the
person who is believed to be owner of the social networking page.
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e Circumstantial evidence from social networking page and other sources
reveal the identity of author. Appearance, contents, substance, internal
patterns, other distinctive characteristics.

e Evidence that sender used the same screen name when participating in
chat room discussions.

e Sender took action consistent with content of the message.

e Evidence discovered on sender’s computer reflects that user of the
computer used the same screen name.

e Other use of the computer around same time as the chat is consistent
with some fact about sender.

D. REFERENCE MATERIAL

Authentication of Electronically Stored Evidence, Including Text Messages
and Email, 34 A.L.R. 6™ 253 (Originally published 2008).

Social Media Evidence: “What You Post Or Tweet Can And Will Be Used
Against You In A Court Of Law,” Morales, Lawrence I, 60 The Advocate (Texas)
32, Fall 2012.

Facebook And MySpace In The Courtroom: Authentication Of Social
Networking Websites, Mehlman, Julia, American University of Criminal Law Brief 8,
No. 1 (2012).

Email, social media, web pages, text messages, instant messages electronic
signature; 5 Federal Evidence § 9:9 (4th ed.).

5D Karl B. Tegland, Washington Practice: Courtroom Handbook on
Washington Evidence MCL 7 and CL 11 (2013-14 ed.).

John G. Browning, Symposium: With “Friends” Like These, Who Needs
Enemies? Passwords, Privacy, and the Discovery of Social Media Content, 36 Am.
J. Trial Advoc. 505 (Spring 2013).

Breanne M. Democko, Social Media and the Rules on Authentication, 43 U.
Tol. L. Rev. 367 (Winter 2012).
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Find good sample direct examination questions for texting, email, and other
forms of digital communication in Sasha Rutizer, Admitting Digital Evidence in Trial
Outline with Predicate Questions, NDAA; and “Proof of Cyberstalking and
Cyberbullying,” 134 Am. Jur. POF3d 115.°

Authenticating Evidence Found in Cyberspace. (2015) (Law Enforcement
Sensitive). Request article from https:\\Search.org.

XXVIII. TRIAL — ADMISSION OF SEIZED DIGITAL EVIDENCE
A. THE RULES HAVEN'T CHANGED
The same old evidence rules apply: authentication, relevance, etc.

The majority of courts considering the question conclude that a spreadsheet
of call data produced for purposes of trial by human query of a digital device,
seeking the data included in the spreadsheet, is admissible where underlying data
is kept and maintained by a reliable computer program in regular course of
business. People v. Zavala, 216 Cal. App. 4™ 242 (2013), review denied (Aug. 21,
2013).

Detective may testify, despite hearsay objection, to contents of spreadsheet
to explain his/her steps in the investigation. People v. Zavala, 216 Cal. App. 4™ 242
(2013), review denied (Aug. 21, 2013).

B. DUPLICATES AND BEST EVIDENCE RULE

Forensic (bit by bit) copy of computer hard drive considered an original,
satisfying best evidence rule. Midkiff v. Commonwealth, 280 Va. 216, 694 S.E.2d
576 (2010); United States v. McNealy, 625 F.3d 858 (5th Cir. 2010);
Commonwealth v. Salyer, 84 Mass.App. 346 (2013) (copy of electronic records
satisfies best evidence rule, because there is no “original” in traditional sense).

C. TO QUALIFY OR NOT TO QUALIFY FORENSIC ANALYST
Should prosecutor qualify detective who searched the computer or phone
using specialized software such as EnCase, FTK, Cellebrite, or some othePor

software as an expert witness?

Or is this witness simply a highly trained investigator, doing what detectives
have always done — searching for evidence?

® However, use caution, particularly with the article’s affidavit suggestions. Some of that language
has since been disfavored by the courts.
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Is the examiner’s opinion on something needed, or does prosecutor only
need to offer evidence the detective found?

If prosecutor does elect to qualify analyst as an expert, useful advice
available in the “draft” document titled “Presentation of Expert Testimony Police
Recommendations, by the National Commission On Forensic Science,”
http://www.justice.gov/sites/default/files/pages/attachments/2014/10/20/draft_on_ex
pert_testimony.pdf.

D. FRYE AND COMPUTER/PHONE SEARCH TOOLS

Software used by LE to search digital devices, such as Cellebrite, FTK,
Encase, and the like, does not have to be subjected to Frye analysis. Purpose of
testimony is not to explain how the software works. United States v. Lauder, 409
F.3d 1254 (10th Cir. 2005). Officer can testify to experience that using the software
results in display of information contained on the device. “The idea that images
may be downloaded from a cell phone is familiar to the general population....” Inre
D.H., 2015 WL 514336 (Cal. Ct. App. 2015), unpublished. See Section XIX.J for
discussion of Frye Test.

E. IDENTIFY THE USER

Tie defendant to phone or device that contained evidence, through evidence
of device location relative to defendant location, user accounts, passwords,
contents that only defendant would know, etc. Anticipate “my account was
hijacked” as a likely “alibi” defense.

XXIX. VIDEOTAPING (WITHOUT SOUND)

“Hidden video surveillance is one of the most intrusive mechanisms
available to law enforcement. The sweeping, indiscriminate manner in
which video surveillance can intrude upon us, regardless of where we are,
dictates that its use be approved only in limited circumstances.” United
States v. Nerber, 222 F.3d 597 (9th Cir. 2000).

A. FEDERAL CONSTITUTION
1. Reasonable Privacy Expectation
Fourth Amendment applies if video surveillance is an invasion of a
reasonable privacy expectation. Test is whether the person had a subjective
privacy expectation that society is prepared to recognize as reasonable. Due to the

“severe intrusion” of video surveillance, courts will find an expectation of privacy
where they might not otherwise.
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See United States v. Nerber, 222 F.3d 597 (9th Cir. 2000) (videotaping, after
informant left, of suspects in hotel room rented by agents was invalid without a
warrant).

“A person has a stronger claim to a reasonable expectation of privacy from
video surveillance than against manual search.” United States v. Gonzalez, 328
F.3d 543 (9th Cir. 2003) (noting also that, depending on the circumstances, a
person can have a legitimate expectation of privacy in a commercial area).

Vantage point of the surveillance may affect reasonableness of privacy
expectations. See Cowles v. State, 23 P.3d 1168 (AK Sup. Ct. 2001) (observing in
dicta that person in doorless restroom stall has reasonable expectation of privacy
from overhead surveillance, but not from surveillance through the doorless
opening).

No reasonable privacy expectation if consenting person is present during
videotaping because non-consenting person bears the risk that government is
monitoring his/her activities with an informant. United States v. Nerber, 222 F.3d
597, 606 (9th Cir. 2000); United States v. Shryock, 342 F.3d 948 (9th Cir. 2003);
United States v. Davis, 326 F.3d 361 (2nd Cir. 2003).

2. Necessity And Minimization

Some federal courts have also required video surveillance affidavits and
warrants to address: a) Necessity — whether normal investigative procedures have
been tried and failed or reasonably appear to be unlikely to succeed if tried or are
too dangerous to employ; and b) Minimization — recording only what and for the
length of time appropriate to the case. See for example United States v.
Koyomejian, 970 F.2d 536 (9th Cir. 1992); United States v. Nerber, 222 F.3d 597
(9th Cir. 2000), and cases citing these.

3. Surreptitious Entry To Install
Does not need to be spelled out in the warrant if it is clear the entry must
occur in order to serve the warrant. See Dalia v. US, 441 U.S. 238, 99 S. Ct. 1682,
60 L.Ed.2d 177 (1979).
B. WASHINGTON CONSTITUTION
No case law directly on point. Article I, 8 7 provides greater privacy rights
than the Fourth Amendment, and that citizens have a greater expectation of privacy

in their residences than in other locations. See State v. Young, 123 Wn.2d 173,
867 P.2d 593 (1994).
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C. FEDERAL LAW
See Sections XXV.D.

Federal courts uniformly hold that, when the Fourth Amendment is
implicated, FRCRP 41 authorizes a court to issue warrants for video surveillance.
(Some federal courts rely on other authority to reach the same conclusion.)

D. WASHINGTON LAW
1. No General Statute

No Washington cases address hidden video surveillance, except to say that
RCW 9.73 does not apply if there is no sound recording. See State v. Clark, 129
Wn.2d 211, 215, 916 P.2d 384 (1996).

2. A Recognized, Accepted Tool

Courts have however recognized that “[p]olice officers have long availed
themselves of photographic and visual surveillance techniques.” State v. Raymer,
61 Wn. App. 516, 810 P.2d 1383 (1991), review denied, 117 Wn.2d 1022 (1991);
See also Haymond v. DOL, 73 Wn. App. 758, 872 P.2d 61 (1994).

3. Authority To Issue Video Surveillance Warrant

CrR 2.3 establishes authority and procedure by which Washington courts
issue and manage search warrants. See also RCW 10.79.020. No Washington
case has specifically considered the authority by which courts issue video
surveillance warrants.

4, Surreptitious Entry To Install
The Washington court cited Dalia for this point, with approval, though that
court was deciding a different issue. State v. Spargo, 30 Wn. App. 949, 639 P.2d
782 (1981). See Daliav. US, 441 U.S. 238, 99 S. Ct. 1682, 60 L.Ed.2d 177 (1979).
No other direct Washington case law. (But recall Washington cases providing that
Washington Constitution is more protective, particularly of residences, than is the
Fourth Amendment. See for example, State v. Young, 123 Wn.2d 173, 867 P.2d
593 (1994)).
See Section XXIV.C and E.
5. Return with Inventory

See Section XXV.F.
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6. No Surveillance Location Privilege

Location of video equipment during surveillance, if video recording is made,

is probably not discoverable - depends upon relevance. See State v. Reed, 101
Wn. App. 704, 6 P.3d 43 (2000) (location of observation unlikely to be relevant

where a contemporaneous video recording documents the event). However, court

rejects surveillance location privilege. Such a privilege would conflict with
defendant’s rights of confrontation and cross-examination.

Defendant does not have right to get otherwise irrelevant evidence admitted.

State v. Darden, 145 Wn.2d 612, 41 P.2d 1189 (2002) (surveillance location in
“see-pop” case is relevant, therefore discoverable). State may possibly prevent
discovery of surveillance location by choosing not to rely on surveillance officer's
testimony.
7. Traffic Safety Cameras
a. Limited use: traffic violations only

RCW 46.63.170(1)(a).

b. Limited focus: only on car and plate, not to capture
driver or passenger

RCW 46.63.170(1)(g).

C. Notice of traffic camera use must be posted
RCW 46.63.170(1)(h).
E. DRONE -- SEATTLE ORDINANCE

Video surveillance by drone airplane is restricted. See Seattle
Municipal Code 14.18.40. See also Section XIV.C.

F. EXAMPLES - WARRANT REQUIRED OR RECOMMENDED
1. Backyard
Secretly videotaping activities in suspect’s fenced backyard (even though
can see over or around fence in spots). Need a warrant to film unless taping is

extremely brief (minutes). United States v. Cuevas-Sanchez, 821 F.2d 248 (5th
Cir. 1987).
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2. Visitor In An Office

Warrantless video recording of suspect visiting the office of another violates
his right to privacy, even though suspect has no standing to challenge a search of
the office. United States v. Taketa, 923 F.2d 665 (9th Cir. 1991).

3. Employee Workspace

Probably need warrant to video record. Analysis depends upon employee’s
reasonable privacy expectation and the nature of the intended intrusion. See Jones
v. Houston Cmty. Coll. Sys., 816 F. Supp. 2d 418 (S.D. Tex. 2011) (applying
analysis of O'Connor v. Ortega, 480 U.S. 709, 107 S. Ct. 1492, 94 L.Ed.2d 714
(1987)) regarding search of employee office to video surveillance in the workplace);
Vega-Rodriguez v. Puerto Rico Telephone Co., 110 F.3d 174 (1st Cir. 1997);
Cowles v. State, 23 P.3d 1168 (AK Sup. Ct. 2001) (warrant not needed where
employee’s workspace was open to view of both public and co-workers); Carter v.
Cnty. of Los Angeles, 770 F. Supp. 2d 1042 (C.D. Cal. 2011) (government
employees secretly surveilled inside dispatcher room).

G. EXAMPLES - NO WARRANT NEEDED

Videotaping with a long lens from woods north of toll plaza. No different
from physical observation with binoculars. Investigators in a public place, but
hidden. No warrant required. Use caution if surveilling a residence.

Hidden camera placed with consent of private party, filming conduct
exposed to others, e.g., in storefront sting buying stolen property, or in drug-buyer
informant’s car. Probably don't need a warrant, but caution dictates getting one if
possible.

H. BEST PRACTICE

Obtain a warrant if there is any question that a reasonable privacy
expectation exists. The court may disagree with you. For example, the Colorado
Supreme Court found store manager had reasonable privacy expectation in
surveilled back room of liquor store, a business in a highly regulated industry.
People v. Galvadon, 103 P.3d 923 (Colo. 2005).

1. Affidavit, Warrant Content

Particularly describe the conduct targeted to be filmed and particular offense
to which it relates.

A definite time period of surveillance, no longer than needed to accomplish

the goals of the investigation. The maximum limit federal courts have placed on
video surveillance is 30 days, with extensions permitted. Federal courts do not
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discuss the selection of this time limit. FRCRP permits 45 days for tracker
surveillance warrants. See Section XXV.

2. Install Within 10 Days
Install and begin surveilling within 10 days. See CrR 2.3.
3. Minimization
State that minimization precautions will be taken. The video camera should
be positioned and operated (perhaps only at particular times) to minimize the
recording of activities unrelated to the targeted crime.
4, Surreptitious Entry
Seek and obtain court authorization if surreptitious entry is necessary to
install, maintain and remove video surveillance equipment. Such entry is very
touchy and should be sought only as a last resort. Consider having an experienced
prosecutor and command-level police officer make this decision.
5. Return With Inventory
See Sections XXIV.F.
6. Consider Sealing Affidavit, Warrant, And Inventory
See Section XXII.

7. General Caution

Hidden video surveillance has obvious Orwellian overtones, "Big Brother
watching."

Washington has always been very protective of citizens' privacy rights, most
recently in the cases involving searches of trash and use of thermal imaging.
Remember the overriding theme of electronic surveillance: get a warrant.

l. TRIAL: AUTHENTICATING VIDEO RECORDING

Proper foundation laid when witness gives some indication of when, where,
and why the video was taken and additionally testifies that the video accurately
identifies the defendant and the situation in question. State v. Newman, 4 Wn. App.
588, 484 P.2d 473, review denied, 79 Wn.2d 1004 (1971).

Video containing a two-minute gap properly admitted. State v. Gomez-
Duran, 119 Wn. App. 1043 (Div. Il, 2003), unpublished.
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Quality of video goes to weight, not admissibility. State v. Parkins, 173 Wn.
App. 1012 (Div. lll, 2013), unpublished (video grainy and robber disguised).

Authenticating witness need not be the photographer. Evidence need only
establish that the thing or scene is a “reasonable representation” of the subject
matter. State v. Sapp, 182 Wn. App. 910, 332 P.3d 1058 (2014).

XXX. VOICE MAIL
A. FEDERAL LAW
1. Covered By The Electronic Communications Privacy Act
18 U.S.C. § 2701, et. seq. (ECPA)

If a message is left on voice mail furnished by a telephone service provider,
then the ECPA governs law enforcement’s ability to get it from the service provider.
The ECPA does not apply if law enforcement seeks to obtain the voice mail directly
from the subscriber via consent.

Find thorough discussion of collecting and using voice mail at Searching and
Seizing Computers and Obtaining Electronic Evidence in Criminal Investigations,
http://www.justice.gov/criminal/cybercrime/docs/ssmanual2009.pdf.

Search warrant always sufficient authority to compel disclosure
from service provider. (Can also use subpoena or an 18 U.S.C. § 2703(d) order,
but then must give notice to the subscriber.) However, if service provider is a “non-
public” provider, and voice mail has been opened, then under 18 U.S.C. § 2711(2)
a subpoena can be used to compel release of these records.

B. WASHINGTON LAW
1. Privacy Act Inapplicable
The interception and recording prohibition of RCW 9.73 is implicitly waived
when a person leaves voice mail message. In re Marriage of Farr, 87 Wn. App.
177,940 P.2d 679 (1997), review denied, 134 Wn.2d 1014 (1998) (“Knowing that
his messages were being recorded, Martin had no reasonable privacy
expectation.”); See also State v. Townsend, 147 Wn.2d 666, 57 P.3d 255 (2002).
2. Comply with ECPA

Remember to comply with the ECPA, discussed above.
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XXXI. WIRETAPS AND BUGS
A. COMMON TERMS
1. Wiretap
Listening device to overhear, transmit, or record telephone conversations,
without knowledge or consent of any of the speakers or participants in the
conversation.
2. Bug
Device secretly positioned to overhear, transmit or record conversations,
without knowledge or consent of any of the speakers or participants in the
conversation.
3. Eavesdropping
Simple listening, without use of any device other than the ears, to
conversations and discussions believed to be private by those who engage in them.
Berger v. State of N.Y., 388 U.S. 41, 87 S. Ct. 1873, 18 L. Ed. 2d 1040 (1967).
B. FEDERAL CONSTITUTION
Wiretaps and bugs both regulated by Fourth Amendment. Use of either
without a warrant or other constitutionally accepted authority violates a defendant’s
rights and will result in suppression of evidence. Berger v. State of N.Y., 388 U.S.
41,127,87 S. Ct. 1873, 1918, 18 L. Ed. 2d 1040 (1967); Katz v. United States, 389
U.S. 347,88 S. Ct. 507, 19 L. Ed. 2d 576 (1967).
C. WASHINGTON CONSTITUTION
Wiretaps and bugs prohibited by the State Constitution, except in
compliance with both federal and state Statutes. State v. O'Neill, 103 Wn. 2d 853,
700 P.2d 711 (1985).
D. FEDERAL LAW
Title 111 (18 U.S.C. § 2510- § 2522) governs and sets minimum standards.
E. WASHINGTON LAW
1. Governed By RCW 9.73.040

Can obtain court authorization to use wiretap or bug only for intervention
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where essential to:

e Preserve national security;
e Prevent arson or a riot; or
e Save human life.

Requires procedure similar to Title 1ll, but does not conform to Title III
standards (therefore technically violates federal law).

2. Not Admissible In Evidence

RCW 9.73.050.

XXXIL. CONCLUSION

Information collected by using surveillance and collected electronic data is
often highly probative, even overwhelming evidence. But, be sensitive to the
public’s negative view of “big brother” government surveillance.

Both the law and the tools used in electronic surveillance and collecting

electronic evidence are complex and technical. Remember as you collect evidence
and prepare for trial that courts sometimes misunderstand both.
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APPENDIX A: OBTAINING COURT ORDER AUTHORIZING COVERT
INTERCEPTION AND RECORDING OF SUSPECT COMMUNICATIONS

A. STEP BY STEP GUIDE FOR CASE DETECTIVES
1. Does your case qualify legally?
You must have probable cause to believe that the felony under investigation
has occurred, is occurring, or is about to occur, and that a communication about the

felonious conduct will occur.

At least one person must consent (preferably in writing) to be a party to, and
to be recorded during the anticipated communication.

You must have approval from a high ranking officer (above first-line
supervisor) to seek a court order authorizing one-party consent recording.

2. Practical considerations

Consider your goals and anticipated results for the proposed covertly
recorded conversation.

Consider the risks. Is the consenting party capable of conducting the
proposed communication? Is there a risk of the suspect getting suspicious and
making self-serving statements on the recording?

Formulate a plan and general outline of points to be covered during the
conversation.

Discuss the plan with the consenting person. Make sure the consenting
person is comfortable with all aspects of the plan.

If the court requires, are you prepared to notify the suspect that you sought
authority to record his/her conversations?

3. What if the suspect has previously asserted the right to remain
silent?

This generally does not prevent use of the one-party consent recording, so
long as the suspect has not been charged with the crime under investigation.

4, What if the suspect is represented by counsel?

This generally does not prevent your use of one-party consent covert
recording as long as:

Is A One-Party Consent Recording Order Right For My Case?



a. The suspect has not been charged with the crime
under investigation or another crime that is part of the
same offense, and

b. You have not made any promises to counsel regarding
your contact with the suspect other than that you will do
what the law allows.

5. Should | discuss my plan to use a one-party consent recording
with the prosecutor?

Yes. Electronic surveillance is very controversial, and receives extra
scrutiny by the courts, the media, and the ACLU. It is important that electronic
surveillance be employed only when appropriate.

Failure to comply with all the technical requirements of the statute can lead
to suppression of the recording, suppression of the testimony of everyone who
knowingly participated in the recording, suppression of all contemporaneous
observations (including visual observations) by everyone who knowingly
participated in the recording, and suppression of all fruits of the recording and
observations. A faulty court authorization, or no authorization, can destroy an entire
case.

King County Prosecutor's Office will not automatically defend orders
approved by deputies who are not authorized by this office to review electronic
surveillance matters, or orders that were not approved by this office at all. Call Val
Epperson, 206-477-1965 or 206-477-3733 for list of approved deputies.

6. How do | complete the application and order? What must
these documents contain?

Any one of the listed prosecutors can help you with this. When you contact
the prosecutor, you should be prepared to discuss:

a. The particular felony under investigation; your probable cause
to believe the suspect has committed, is committing or is
about to commit the felony; and your probable cause to
believe that a conversation about this felony will occur;

b. Reasons why “other normal investigative procedures with
respect to the offense have been tried and have failed or
reasonably appear to be unlikely to succeed if tried, or [are]
too dangerous to employ.” This showing must be made in
detail and requires more than a desire to avoid a swearing
contest. Explain investigative actions taken so far that have
not provided adequate evidence. Explain less intrusive

Is A One-Party Consent Recording Order Right For My Case?



7.

investigative actions considered and rejected as not feasible,
and the reasons for rejecting them;

How much time you need to record, and the reasons why that
amount of time should be granted. The court may authorize
one-party consent recordings for up to seven days;

The specific investigative plan, including whether you
contemplate telephone or face to face contact, and where (or
using what telephone) you anticipate that will occur.

If you are using a confidential informant to establish your
probable cause, be sure to a) disclose that person’s reason for
cooperating and your agreement and promises with that
person, and b) include facts demonstrating that the informant
is credible, reliable, and that s/he has a basis of knowledge as
to the informant’s assertions.

What else will the prosecutor expect of me?

You should make arrangements with your department's electronic
surveillance technician. Contact that person to discuss and identify the necessary
equipment and to ensure the technician's availability. If your department does not
have an electronic surveillance technician, discuss this with the prosecutor.

The prosecutor will provide you with the basic format for your application.
You must then prepare a draft application for order authorizing a PCR. Take this
draft to the prosecutor in both disk and paper format (saved to disk in a format that
can be accessed and manipulated by the prosecutor's office).

Allow the prosecutor at least one day to review and finalize the application
and order and to make arrangement for a judge to review the documents.

8.

How do | begin and end the recording?

Begin by recording the following:

v

v

v

v

v

Identify yourself;

Identify the case number;
Identify your consenting person;
State the date; and

State the time.

Is A One-Party Consent Recording Order Right For My Case?



If you must turn the recording off, for any reason:
v" Record the time, and purpose of turning the recording off;

v" Record the time and date immediately upon recommencing
recording.

End your recording with the following, on the recording:
v Identify yourself;
v’ State the time;
v’ State that the recording has concluded.

9. What if the communication does not occur within the time
allowed by the court order?

The law permits the court to authorize both extensions and renewals of one-
party consent orders for up to seven additional days. (You can also obtain new
authority at a later date, but must disclose the prior authority and results. This also
doubles the required reporting paperwork.)

Discuss your need for an extension or renewal with the prosecutor. Allow
time for the necessary paperwork to be completed.

Your application for an extension or renewal must include the results of the
prior recordings/recording attempts, the reasons the extension/renewal is
necessary, and reasons for the length of the requested extension/renewal. Be sure
to attach and incorporate your previous application(s) to this request.

10. What should | do with the electronic devices that contain the
recordings?

Court authorized one-party consent recordings must be maintained until a
charged case has run its course or the statute of limitations on all matters under
investigation has expired.

To comply with this requirement:

a. Immediately after the conclusion of the recording, create a
permanent exact copy of the recording. Place this copy in
evidence, mark it “original.” Do not use it further;

b. Make copies to work with for transcribing, discovery, etc.;

Is A One-Party Consent Recording Order Right For My Case?
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c. Maintain the original recordings in your evidence room until no
longer required by law to do so.

11.  After the recording period expires, what else must | do?

State law requires three reports be signed by the judge and filed. The first
two are due within 30 days after expiration of the order or the last
extension/renewal. These are:

1) an inventory signed by judge and mailed to subject(s) named in
the order and other recorded persons that judge determines, in
the interest of justice, should receive an inventory.

2) areport signed by the judge and sent to Administrative Office for
the Courts (AOC). The inventory to the subject can be postponed
on a showing of good cause if the judge is willing. The third report
is due at the end of the calendar year.

3) athird report due at end of calendar year is listing of RCW 9.73
orders issued. AOC notifies judges when this is due.

When your authorization to record expires you must provide the prosecutor
with the information needed to complete the reports. In King County, the
prosecutor is responsible for preparing the reports and presenting them to the
judge.

The prosecutor needs the following information to complete the first two
reports:

a. Addresses for yourself, your approving commander, the
investigative suspect, and any other persons whose
communications were covertly intercepted or recorded,;

b. Description of intercept location(s) - single family residence,
apartment, business, police precinct, etc.;

c. Statement whether recordings were made. If so, identify the
dates of the recordings and the persons recorded; and

d. Statement whether the recordings resulted in arrest.

If you want to delay the reporting to the end of the 30 days, discuss this with
the prosecutor.

If there are grounds to ask the judge for additional delay (beyond the 30

Is A One-Party Consent Recording Order Right For My Case?
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days) in notifying the subject, the following additional information is needed:

A reasoned statement showing good cause why the inventory should be
delayed. This statement should, at a minimum, contain the following:

v' Facts: The number of recordings, whether the subject met
with or knows the consenting person, whether the recordings
developed evidence of a crime or crimes;

v" Whether the notice will place the consenting person at risk of
threat or injury;

v" Whether the notice will place the ongoing effectiveness of your
investigation at risk; and

v" When you anticipate concluding the investigation.

Is A One-Party Consent Recording Order Right For My Case?
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APPENDIX B: PREPARATION FOR THE CONVERSATION
A. GENERAL

First and foremost, work to the consenting person’s (CP)’ comfort level. You
can make suggestions, but the CP ultimately has to handle the conversation and
has to be comfortable doing it. Otherwise, the suspect may be tipped off and may
give you "negative evidence" on recording.

Often the CP will have thoughts about what to say. Listen carefully; the CP
is also telling you what s/he will be most comfortable with and therefore how to
maximize the potential for a successful conversation.

Don't over prepare the CP.
Especially if your CP is a child, let him/her use his/her own language.

Maintain direct control over the call or contact if possible. Maintain eye
contact with the CP if possible, and have a way to overhear the conversation
between the CP and the suspect. Use a telephone extension or an audio
transmitter. If the contact is to be made by telephone, you may want to be in a
position to write notes to the CP during the conversation.

B. OPENING - STARTING THE CONVERSATION

Before the call, discuss with the CP how s/he will open the conversation with
the suspect. This should be a plausible explanation for the contact that puts the
suspect at ease.

1. Take something out of victim's real life if possible - something the
suspect is aware of that can be expanded on.

For Example, in a child rape case, suspect knows that his
victim has to get a physical because he is trying out for
football. Victim can use that fact, combined with asserted fear,
to convince suspect that he (the victim) had contracted AIDS
from the suspect. This will likely draw an incriminating
reaction from the suspect.

2. Investigators can also create a plausible reason for the conversation.
Here are a few examples:

" Some consenting persons will be victims; others will be informants, accomplices, or witnesses,
such as parents, school counselors, friends, etc. Use herein of the term “consenting person” or “CP”
refers to all these consenting persons.

Preparing For Covert Conversation With Suspect
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e Child victim was watching a television show (specify) where
they talked about (situations similar to your case). Example:
"l was watching Oprah today and they talked about baby
sitters touching the kids."

e CP knows suspect from prior contact and now wants to work
with suspect in carrying out criminal activity.

e Victim says she has been having bad cramps; mom took to
doctor; doctor thinks she's been having sex; mom was there;
therefore, victim has to tell mom that she's been having sex
with the suspect because mom thinks she's been having sex
with boys at school. “I've got to tell her we've [specify the
activity].”

C. MIDDLE - DEVELOP FACTS, DRAW OUT SUSPECT, QUESTIONS

Give the CP a way to draw out the suspect — ask questions and follow up on
answers. Prepare the CP for the suspect's questions. Examples follow:

1. Developing The Facts
Specificity here is a must. Focus on the crime elements.

Victim CP can talk about what s/he thinks or how s/he feels when the
suspect [specify the act].

Examples:
e “It's gross/bad, especially when you [specify the activity].”

e [Specify activity] seems risky, what have you done to minimize
the risk?”

e “Do you think I like(d) it when you [specify the activity]?”

Witness CP can sometimes be more pointed — draw out what, when, how
long, whether suspect has ever done it to anyone else, why. This CP should avoid
stating the facts in order to make suspect state them.

Example: “l know what [victim] told me but | need to hear it from you. | want
to know what to expect when [victim goes to doctor or something similar]. | want to
know the truth now so | don't have to hear it in front of someone else.” Follow up
with: “What you are saying doesn't go with what [victim] told me.”

Preparing For Covert Conversation With Suspect
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2. Drawing Out The Suspect

Tell the CP to give the suspect time to talk. Don't interrupt. Pause —an
uncomfortable suspect will talk to fill the silence.

Elicit a promise. “Promise you won't do [specify act] anymore.”
Ask why. “How come you did [specify act] to me?”
3. Dealing With Suspect Questions

The suspect may ask where the CP is, where members of the CP's
household are, whom the CP has already told. The CP should be prepared with
plausible responses.

Prepare CP for the possibility that, unknown to police and the CP, the
suspect knows that a disclosure has been made. How will the CP respond to a
suspect assertion that the victim has already disclosed?

D. WRAPPING UP - TIME FOR CONFRONTATION

Have a plan for getting out of the conversation.

1. Directly Confront

e Victim: “I'll report you if you ever do [specify activity] again.
Will | need to do that?”

¢ Non-victim witness: Get pointed — “Did you [specify the
activity]?”

2. End The Conversation
Give the CP a way to end the conversation.
Example: “l gotta go, my dad just came in.” “| have an appointment...”
E. RECORDING PRESERVATION & TRANSCRIPT PREPARATION

The recording must be preserved until the statute of limitations expires, or
the trial and all appeals have run their course, whichever comes first.

1) Make several copies and place the original in evidence.

2) Using a copy, as soon as the recordings have concluded,
have transcripts prepared. When you get the transcript back,

Preparing For Covert Conversation With Suspect
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immediately review it, using the recording to assist you. Fill in
anything that is missing and correct all errors, then have the
final transcript prepared.

F. INVESTIGATIVE USE OF THE RECORDING

The value of these recordings is not limited to their presentation to a jury.
They can also be very effectively used during suspect interrogations.

For use during suspect interrogations:

1) Conduct a complete interview first, lock the suspect into
his/her story.

2) Only after locking the suspect into his/her story, advise him/her
that you have a recording.

3) Play all or part of it.

4) Re-interview.

Preparing For Covert Conversation With Suspect
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APPENDIX C: ENTRAPMENT; POLICY ISSUES AND INVESTIGATIVE TOOLS
AVAILABLE FROM THE PROSECUTOR'S OFFICE

A. ENTRAPMENT DEFENSE - RCW 9A.16.070

It is a defense that:

the criminal design originated in the mind of law
enforcement officials, or any person acting
under their direction, and

the actor was lured or induced to commit a crime
which the actor had not otherwise intended to
commit.

Merely affording the actor an opportunity to commit a crime, which
the actor had not otherwise intended to commit, does not constitute

entrapment.

However, public policy must be considered in addition to the technical
requirements of the statute. If you overreach, you will lose.

Because each undercover encounter is unigue, there is no
"entrapment-proof" script. That said, the following are important rules that
will prevent entrapment defense problems.

NEVER, EVER, TELL OR ENCOURAGE A SUSPECT TO
COMMIT A CRIME. If the suspect expresses reluctance to
complete a previously planned criminal act, back off and
consult with the prosecutor.

DISTINGUISH BETWEEN POLICE CONTROLLED CRIME
VERSUS CRIMINAL ACTIVITY THE POLICE ALLOW TO
OCCUR. As a general rule, detectives should let the suspect
initiate all contacts. Suspects, not investigators, should by
their words and actions initiate the crimes and show their
interest in and agreement to the crimes. Do not badger the
suspect if the suspect loses interest in the criminal activity.
Don'’t order things that are not already contraband.

Whenever possible have at least two undercover detectives
present during contacts with the suspect (and informant). This
may not be possible at the beginning, but should occur as
soon as possible thereafter. This provides corroboration for
the undercover's accounts of the contacts with the suspects.

Avoiding Entrapment, Policy And Practice
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e Detectives should IMMEDIATELY document ALL transactions
and the details of ALL conversations with potential defendants.
Even though short encounters may seem unimportant at the
time, they may take on unanticipated significance at trial.

e Avoid using the confidential informant as a transactional
witness. Paid informants are difficult to control, create almost
automatic entrapment issues, and have no credibility in the
eyes of a jury.

e Obtain rap sheets as soon as possible for all suspects with
whom you deal. A fact-finder is much less likely to believe
entrapment if the suspect has prior convictions for the same
offense.

e Use other resources at your disposal to ensure the suspect is
a worthy target: witness interviews, intelligence, surveillance;
public records (business licenses, incorporation papers,
utilities) bank records, telephone records, insurance records,
etc.

e Avoid pressuring investigative suspect to commit crime s/he is
otherwise reluctant to commit. Could result in case dismissal
for “outrageous conduct,” in violation of defendant’s due
process rights. See State v. Lively, 130 Wn.2d 1, 921 P.2d
1035 (1996).

B. USING THE PROSECUTOR'S EXPERTISE

Special evidence gathering tools that the prosecutor can help you
use:

Inquiry Judge - RCW 10.27 — A secret judicial proceeding that allows
prosecutors to obtain evidence, from witnesses and/or records, upon a showing
that the prosecutor has reasonable suspicion to believe that criminal activity is
occurring within the jurisdiction.

¢ Excellent means for obtaining records from third parties, i.e.,
banks, utilities, businesses, phone companies, to document
reasonable suspicion and build probable cause, without
alerting suspects in undercover operation.

e Usually limited in its use with witnesses. You don't usually
need it for cooperating witnesses and it is unlikely a hostile
witness would abide by the secrecy requirements.

Avoiding Entrapment, Policy And Practice
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e This tool is only available to the prosecutor prior to the filing of
criminal charges.

Court Authorized Wires - RCW Chapter 9.73: Unique statutory scheme.
The portion of the statute that is pertinent to undercover work is the section that
allows for court authorized recordings of conversations with suspects if specific
statutory requirements are met. See Electronic Surveillance In Washington, by the
King County Prosecutor’s Office, Special Operations (206) 477-3733, which details
the specific requirements.

Legal papers and requirements for use of other forms of electronic
surveillance, such as pen registers, trap and trace, video surveillance, infrared
devices, GPS tracking devices, email, voicemail.

For the most effective use of the above tools and the best outcome, make
the prosecutor part of the team.

¢ Involve a prosecutor early to participate in discussion of
approach and objectives and to advice on policy. Keep
prosecutor informed and involved as case progresses.

e Special Operations Function of the King County Prosecutor's
Office has experienced deputies who are responsible for
assisting investigators during the case development phase.
You only need to call to obtain help. (206) 477-3733.

Avoiding Entrapment, Policy And Practice
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APPENDIX D: US DOJ SUMMARY CHART ON INTERCEPTING WIRE AND

ELECTRONIC COMMUNICATIONS

8 references are to
Title 18, U.S. Code.

Voluntary Disclosure

Mechanisms to Compel

[§8 2703(a, b)]
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Public Nonpublic Public Non-Public
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Not to
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[§ 2702(a)(3)] [8 2703(c)(2)]| [8 2703(c)(2)]
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unless search search warrant
Other transactional and §X2C7e?)%i(§l’)] warrant
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including Email and voice § 2702(b) Yes 2703(d) order| notice; 8 2703(d)
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(in electronic storage more applies search or search warrant
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including Email and voice
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Search
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Search warrant
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APPENDIX E: WHEN IS IT LEGAL TO “PING” A CELL PHONE AND OTHER
METHODS TO LOCATE A MOBILE DEVICE

This memo briefly summarizes the law.

PINGING A CELL PHONE

“Pinging” a cell phone is asking a service provider to send a signal to the cell
phone, which will result in a return signal providing current location information
for the device. In much the same way, when police use their own equipment to
simulate a cell tower, the police equipment exchanges signals with the target cell
phone. Investigators can use the signals to make inferences regarding the
geographic location of the target device. In Washington State, both of these
activities have been defined as using a “Cell Site Simulator.” These efforts to
locate a cell phone are also likely a Pen Register and Trap and Trace under
federal law.®

LE cannot request a cell phone company to “ping” a phone in an attempt to
locate the phone unless LE is attempting to respond to a call from that phone to
911, or obtains a court order, or has a qualifying emergency (see below). This is
regulated by state and federal statutes. Because this is a statutory scheme,
traditional constitutional concepts like consent do not affect the analysis.
(Violation of the statutes may constitute a gross misdemeanor, may lead to
suppression of evidence, and may trigger civil liability.)

NOTE: RCW 80.36.570 is NOT applicable to pinging a cell phone.

This statute only applies to information already in the possession of

the service provider and thus only applies when solely historic

information is sought.’

A. PHONES USED TO CALL 911

A 911 call center can ask a service provider to ping a phone that was used
to call 911 “for purposes of aiding public health or public safety agencies to
respond to calls placed for emergency assistance.” This exception lasts only as
long as is necessary to provide aid to a situation; it expires when the reasons
turn investigative.

B. COURT ORDER
In most investigations, law enforcement officers are required to obtain a
court order pursuant to RCW 9.73.260 in order to ping a cell phone. These orders

® When locating a cell phone, a phone service provider sends and receives “signaling information
reasonably likely to identify the source of a wire or electronic communication.” Pen Registers and
Trap and Traces use signaling information.

® This statute must be harmonized with the law, passed in the same session, that defined Pings as
“cell site simulators” and rendered them legal under specific circumstances. As such, RCW
80.36.570 directs a provider to provide information that is actually in the provider’'s computers
(possession) before LE asked the provider to locate the device. When LE asks a provider to Ping a
phone, it is asking the provider to generate information that is not yet in its computers.



require probable cause that a crime has been committed, and a nexus between the
cellular phone and the crime. Orders can be obtained to locate evidence of a
crime, or locate a witness, suspect or fugitive. Templates for the orders can be
obtained by contacting the Special Operations Unit of the King County Prosecutor’s
Office.

C. EMERGENCY EXCEPTION

In a “qualifying emergency,” the current location of a cell phone may be
ascertained prior to obtaining a cell site simulator or pen register or trap and
trace order. The statute permits “pinging” when “an emergency situation exists
that involves immediate danger of death or serious bodily injury.” The statute
contains the following additional requirements:

1) LE must consult with the prosecutor, and the prosecutor must agree
with LE that a) a qualifying emergency exists, and b) a basis exists for
a judge to sign an order authorizing a cell site simulator, pen register or
trap and trace’® and that there is not sufficient time to obtain the
appropriate order.

2) LE must follow-up within 48 hours of beginning the “ping” operation
with an appropriate order. Failure is a gross misdemeanor and will
result in suppression of evidence.

3) LE must file a monthly report to AOC stating that the emergency
authority was used and stating whether an order was sought within 48
hours.

OTHER METHODS TO LOCATE A CELL PHONE

A. STOLEN PHONES AND SUBSCRIBER CONSENT

Criminals fleeing from crime scenes have been known to carry away a
victim’s cellular telephone. “Consent of the owner” is not an exception to WA
statutes, so it is unlikely that police can lawfully ask a service provider to ping a
stolen phone, even with consent of the phone’s subscriber. We strongly
recommend that police avoid requesting phone location information from the
service provider without a 911 call, court order, or qualifying emergency
exception as outlined above.

B. STOLEN PHONES AND “FIND MY DEVICE” TYPE APPS

Though not a resolved legal question, we believe locating a stolen phone
should be legally fine if the cell phone owner has downloaded an “app” that can
be used to locate their phone, and provides police the necessary information.

1% The statute permits court orders only when circumstances involve criminal activity.



C. HISTORIC CELL PHONE LOCATION INFORMATION

Historic information is data that exists in the phone company’s computers
before LE asks for it. Cell site information created in the normal course of
business becomes “historic” an instant after it has been saved to the cell phone
company’s computers. But, historic location information does not include on-
going or real time updates of the phone’s location.

In Washington, phone company customers have a reasonable privacy
expectation in records for their phones. Thus, to obtain historic phone
information, police must have a search warrant, consent from a person
authorized to give consent, or a true, constitutionally based exigency, such as the
need to act immediately to render aid to someone or to prevent the destruction of
evidence. Exigent circumstance means that, given the circumstances, there is
insufficient time to get a warrant.

When LE acts on exigency, the primary focus is on responding to the
ongoing emergency, and police do not have time to obtain a search warrant or
court order for phone location information. In this circumstance, so long as police
need location information from a cell phone service provider in order to respond
to the ongoing emergency, police may ask the service provider for historic
information only.

When using this exception, be very clear with the service provider that
you are not asking for current location information, but want only historic.

Seek guidance from a detective or prosecutor prior to attempting to locate
a cell phone if you are considering this as an option while performing your patrol
functions.

Cell Site Simulator Orders, Pen Register Orders, Trap and Trace Orders,
Tracking Device Warrants, and decisions regarding qualifying emergencies
in King County are handled by the Special Operations Unit of the King
County Prosecutor’s Office.

Contact information is:
Gary Ernsdorff, Senior Deputy Prosecuting Attorney

(206) 477-1989 office, or (206) 965-5607-1287 cell, or
gary.ernsdorff@kingcounty.qgov

Dave Seaver, Senior Deputy Prosecuting Attorney
(206) 477-9496 office, or (206) 965-5620 cell, or
david.seaver@kingcounty.gov

If neither can be reached, call Paralegal Supervisor Val Epperson
(206) 477-1965 office, or (206) 965-5607 cell, or val.epperson@kingcounty.gov
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APPENDIX F: KING COUNTY PROSECUTING ATTORNEY’S OFFICE
POLICY ON ELECTRONIC SURVEILLANCE AS OF NOVEMBER, 2016

It is the policy of the King County Prosecutor’s Office to use electronic surveillance
in an appropriate and lawful manner.

To that end, the King County Prosecutor’s Office Special Operations Unit has been
assigned responsibility for ensuring that court-ordered electronic surveillance orders
and warrants are sought only in appropriate situations and that the requirements of
the Washington State Privacy Act, federal laws, and federal and state constitutions
are met. Only Special Operations Unit Deputies may approve applications and
orders for court-authorized use of one-party consent recordings, pen registers, trap
and trace device orders, and “cell site simulator” orders.

The Special Operations Unit, plus the additional below-listed Deputies are
responsible for ensuring that tracking device/GPS warrants are sought only in
appropriate situations and that the warrants are lawfully issued based upon
affidavits that satisfy both constitutional requirements and the unique practical
requirements of this type of warrant. This authority excludes efforts to locate an
individual via his or her cell phone.

This office will not automatically defend orders/warrants that were approved by a
deputy who is not on the below list, or that were not approved by this office at all.

DEPUTIES AUTHORIZED TO APPROVE APPLICATIONS AND ORDERS
One-Party Consent Authorizations, Pen Register & Trap and Trace Device Orders,

and “Cell Site Simulator” Orders must be approved by the Special Operations Unit,
as follows:

Gary Ernsdorff * Special Operations Unit | 206-477-1989 O; 206-965-5607 C

Dave Seaver * Special Operations Unit | 206-477-9496 O; 206-965-5620 C

Emergency locates: Contact one of the above deputies if seeking emergency
real time location information for a cellular device. The law requires

prosecutor concurrence.
* |f a Special Operations Unit deputy cannot be reached, please call Val Epperson at 206-477-
1965 O or 206-276-7317 C, or val.epperson@kingcounty.gov for backup assistance.

GPS tracking warrants similarly must be approved by the above Special Operations
Deputies or by Case Development Deputies authorized to approve Tracking
Device/GPS warrants as follows:

Candice Duclos Case Development 206-914-5459 C

Pete Lewicki Case Development 206-255-1937 C
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Privileged Communication, 55, 69 Routine Initial Part Of Phone Call, 16
Probable Cause, 35, 62, 69, 104, 106, 118, 121, 144, Ruse, 114

i, fii, i Satellite, 100, 146
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Script, 67 Unlawful Use, 97

Sealing, 124 Sender
Alternatives, 131, 133 Implied Consent, 90
Balancing, 133, 134 Privacy Expectation, 19, 85, 90, 92, 94, 136, 150,
Burden, 134 152
Compelling Interest, 133 Serious Bodily Harm, 21, 90, 108, 109, 124, 125, ii
Consider Historic Access, 132 Serious Violent Offense, 48, 51, 52
Criminal Investigations, 130 Service Provider, 87, 122, 128
Discretion, 131 Compensation, 125
Duration, 133 Correctly Identifying, 110
Experience And Logic Test, 132 Exception, 116
Factors, 130, 131, 134 Expense, 127
Filed Cases, 132 Geographic Area, 122
Motion To Unseal, 134 Operations, 108
Notice, 134 Policy, 19, 86, 90, 103
Other Investigative Orders, 130 Preservation Letter, 89
Procedure, 132 Records, 116
Redact, 134 Search Warrant, 124
Search Warrant, 130 Subscriber Information, 128, 129
Threat, 131, 134 Voice Mail, 160
Search Incident To Arrest, 82 Service Provider Investigation, 106
Search Seized Phone Disclosure, 108
Abandoned Phone, 98 Service Provider Records
Incoming Messages, 97 Consent Disclosure, 89
Message Sender's Rights, 98 Content, 90
Warrant Particularity, 97 Disclosure, 4, 85, 87, 89, 90, 104, 105, 160, i
Warrant Requirement, 95 Disclosure By Provider, 89
Warrant Time Of Service, 98 Disclosure, Notice, 125
Search Warrant, 62, 69, 79, 80, 82, 87, 88, 90, 91, 96, Disclosure, Secrecy, 125
97, 98, 104, 115, 116, 130, 140, 141, 160, i, iii Disclsoure, 90
Cell Phone, 99 E-Mail, 87
Digital Device Emergency, 90, 108, 119
Change Of Focus, 96 Historic, 83, 90
Particularity, 95 Message Content, 87
Staleness, 95 Notice, 90, 91, 124
Time Of Service, 96 Privacy Expectation, 103, 105
Two-Step Process, 96 Prospective Information, 104
E-Mail, 89 Recording Consent, 90
Emergency Exception, 104 Search Warrant, 87, 91
Emergency Exception, Community Caretaking, Subscriber Information, 90
104 Subscriber Privacy Expectation, 104
Emergency Exception, Historic Phone Records, User Privacy Expectation, 104
104 Social Media, 86, 149
Emergency Exception, Pretext, 104 Disclosure, 86
Emergency, Historic Phone Records, 108 Foundation, 151, 152
Historic Location Information, 106 Privacy Expectation, 86
Internet Use, 88 Privacy Waiver, 86, 87
Sealing. See Sealing:Search Warrant Social Media, Hearsay, 149
Service Provider, 124 Social Networking, 149
Service Provider Records, 89 Records, 117
Stored Data, 114 Technology, 117
Thermal Imaging, 138 Solicitation, 29, 53
Tracking Device, 143 Sounds Of Event, 7
Seized Phone Speaker Phone, 22
Answering, 95 Special Inquiry Proceeding, 105, 108, 109
Callers Rights, 95 Speech Patterns, 41
Message Sender's Rights, 96, 97, 98 Spyware
Owners Rights, 95 Automatic Standing, 136
Search Warrant. See Search Seized Phone Interception, 136
Standing, 65 Privacy Act, 137
Stored Messages, 98 Search Warrant, 136
Third Party Standing, 97 Standing, 137
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Stage Fright, 67 Thermal Imaging, 104, 138, 159

Standing, 64 Residence, 138
Starting Time, 13 Search Warrant, 138
Statute Of Limitations, 37, iv, iii Technology, 138
Sting Operation, 16 Third Party Standing, 64, 65, 137
Stolen Car, 80, 82, 140 Threat, 118
Standing, 141 Three-Way Call, 30, 128
Stolen Computer, 135 Tipped Receiver, 22
Stolen Phone Tone Of Voice, 41
Privacy Expectation, 111 Tracking Data
Stored Communication. See Stored Data Business Records, 146
Stored Data Tracking Device, 4, 81, 82, 105, 118, 140, 141, 142, iii
Business Records, 147 Affidavit, 144
CSLI, 106 Authentication, 146
Electronic Communications, 137 Bait Car, 82
E-Mail, 87, 88 Data, 141
Historic Location Information, 102 Duration, 141, 142, 143, 144, 145
Messages, 85, 98 Entry, 145
Pager, 113 Evidence, 146
Printout, 148 Foundation, 146
Search Warrant, 114 Installation, 139, 141, 142
Street Drug Dealing, 16 Monitoring, 140, 141, 144
Privacy Expectation, 16 Nexus, 144
Strict Compliance, 12, 50, 51 Notice, 143, 145
Stringray, 102, 115 Privacy Act, 143
Subscriber, 104 Privacy Expectation, 139
Notice, 160 Probable Cause, 140, 144
Search Warrant, 88 Report, 143
Social Networking, 84 Search, 141
Subscriber Information Search Warrant, 142, 143, 144
Basic, 88, i Standing, 142
Cell Site Simulator, 128 Technology, 138
Expanded, 88 Trespass, 139
Pen Register, 128 Trial, 146
Privacy, 119 Vehicle Owner, 82
Trap And Trace, 128 Traffic Safety Camera, 157
Subscriber Records Traffic Stop, 6, 7, 64
Disclosure, 90 Transactional Information, 88
Substantial Compliance, 12, 47 Transcript, 72, 76, 132, iii, iv
Recording Time, 13 Transmit, 10
Suicide, 129 Transmit Defined, 22
Suppression, 18, 36, 45, 56 Transmitter, 12
Audio Recording, 61, 75 Trap and Trace
Other State Recording, 32 Exception. See Qualifying Emergency
Privacy Act, ii Trap And Trace, 4, 102, 107, 114, 115, 116, 117, 118,
Unlawful Recording, 9 119, 120, 122, 124, iii, i, iii
Surreptitious Entry, 145, 159 Annual Report, 125
Surrounding Circumstances, 13, 27, 34 Cell Phone Locate. See Cell Phone Locate
Suspect/Target, 12, 67, 79 Expense, 127
Tactical Considerations, 67 Order Extensions, 124, 129
Taint, 65 Order Requirements, 121
Tampering, 29 Prospective Location Information, 105
Task Force, 50 Real Time, 99
Agency, 69 Subscriber Information, 128
Audio Recording, 69 Technology, 117
Federal Agents, 70 Trespasser, 19
Telegraph, 6 Escapee, 80
Telephone Conversation, 22 Privacy Expectation, 83
Telephone Extension, i Trial, 73
Telephone Network, 99 Admissibility, Audio Recording, 73
Text Message, 85, 93, 100 Admission Against Interest, 72
Foundation, 151 Agency Authorization, 74
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Alibi Defense, 154

Audio Recorder, 74

Audio Recording, 74

Audio Recording Admissibility, 75

Audio Recording, Other Speakers, 72
Best Evidence, 73

Business Records, 147

Business Records Exception, 147
Business Records, Notice, 147

Business Records, Record Certification, 147
Business Records, Record Custodian, 147
Cell Phone Locate Records, 111

Cell Phone Locate, Foundation, 111, 113
Cell Phone Location Information, 147
Cell Phone Records, 113
Co-Conspirator Statement, 72

Computer Data, Chain Of Custody, 150
Computer Data, Foundation, 150
Computer Forensics, Foundation, 153
Computer Generated Records, 113, 148
Computer Printout, Foundation, 149
Confrontation Clause, 147

Deliberations, 74

Digital Records, 147

Discretion, 74, 77

Electronic Evidence, Foundation, 149

Electronic Evidence, Predicate Questions, 153

E-Mail, 150
Federal Pen Register, 130
Hearsay, 70, 72
Inaudible Content, 73
Inmate Recordings, 73
One Party Consent Order, 74
Predicate Questions, 149
Prejudice, 76
Prima Facie Showing, 151
Record Custodian Certification, 147
Recorded Confession, 74
Service Provider Records, Foundation, 148
Social Media
Business Records, 148, 151
Foundation, 149
Social Media, Foundation, 149, 151
Social Media, Hearsay, 149
Text Message, 151
Tracking Device, 146
Transcript, 72, 73, 74
Video Recording, 74
Video Surveillance, Foundation, 159, 160
Trial Authentication
Audio Recording, 70, 71, 74, 75
Digital Image, 153
E-Mail, 149, 150
Inmate Phone Call, 71
Jail-Made Recording, 71
Prima Facie Showing, 70
Recording Factors, 70
Social Media, 149
Text Message Foundation, Burden, 151
Tracker Data, 146
Transcript, 74
Triangulation, 101

Triggerfish, 102, 115
Uncharged Suspect
Miranda, 58
Undercover Recording. See Covert Recording
Uniformed Police, 17
Notice, 17
Suppression, 18
Unlawful Request/Demand, 20, 21, 29
Unsolved Crime, 40
Vantage Point, 79, 155
Vehicle, 139, 141
Vehicle Location, 140
Video Recording, 17, 74, 79
Video Surveillance, 13, 17, 79, 154, 157, iii
Audio, 156
Body Camera, 157
Drone, 157
Duration, 158
Extension, 158
Foundation, 159
Informant, 155
Installation, 159
Location Privilege, 157
Minimization, 155, 159
Necessity, 155, 159
Notice, 156, 159
Privacy Expectation, 154, 158
Red Light Camera, 157
Sealing, 159
Search Warrant, 156
Search Warrant,Particularity, 158
Surreptitious Entry, 155, 156, 159
Traffic Safety Camera, 157
Vantage Point, 155
Violation
Audio Recording, 3, 75
Citizen, 65
Pen/Trap/CSS, 127
Privacy Act, 12
Voice Call
LE Answering, 96
Voice Mail, 14, 34, 160, iii, i
Privacy Act, 160
Privacy Expectation, 160
Privacy Waiver, 160
Waiver, 18, 160
Wire Communication Facility, 35
Wired Agent, 4
Wireless Network, 99

Wiretap, 2, 3, 4, 10, 39, 40, 61, 91, 105, 113, 120, 161

Admissibility, 162
Arson, 162
Minimum Requirements, 4, 161
National Security, 162
Procedures, 4
Real Time, 99
Riot, 162
Save Human Life, 162
Violation, 4
Witness Tampering, 24, 41
WSBA, 56
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